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Abstract
This study attempted to discover the factors which may impact on determination
of the level of user acceptance of the card to effectively implement the ECJD card in
Korean society. Sociotechnical theory, and the Technical Acceptance Model (TAM)

were used as a methodology to identify and predict the relationship of these factors to
implementation of the card. Through the preliminary survey in 1997, the key factors
(e.g. awareness of the ECID card, confidence in government, information crimes,
privacy concerns and electronic surveillance) were discovered, and the identified key
factors were also tested to discover their relationship to user acceptance of the ECID
card by the primary survey in 1999.

This study developed the influential model to identify influential relationships
between the key sociotechnical factors and user acceptance of the ECU) card, with the
multi-variable analysis of the primary survey. As a result, it was identified that

information crimes do not significantly impact on the user acceptance of the ECID card,
but other factors are significant. This influential model also demonstrated that
awareness of the ECID card and confidence in government have a highly positive
impact on user acceptance of the ECID card, while privacy concerns and electronic
surveillance have a significantly lower impact. This study discussed the ideological

conflicts between Korean society and other countries to discover the reasons for positi
and lower impacts between user acceptance, privacy concerns and electronic
surveillance. The relational model was also developed to discover the level of ECED
card acceptance by the key factors with the change of citizens' attitudes.
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Definitions

Smart Card
A plastic card, which contains one or more IC chips with self-protection, used for
variety of purposes.

ECID Card
A multi-function smart card on which is stored digitised personal information for
identification purposes.

COS

Chip Operating System for smart cards; controls the memory, data and in/output, whi
is stored in R O M .

Sociotechnical theory
An effective optimisation theory using links between the technical system and the
system in work organisations by analysis of social, technical and organisational factors.

Attitudes
Psychological reactions of people to specific objects or actions.

User acceptance

A degree of taking new situation and things psychologically and physically by its u

Ideological conflicts

A set of idea or ways of seeing the world which justify actions from individual be
and cultural background.

Chapter One
Introduction

The development of smart card technology and applications has interested the
Korean government to implement the Electronic Citizen EDentification (ECID) card in
Korean public. A variety of research is required regarding citizens, government and

technology to implement such a card in society effectively. Thus, this study will try to
discover the sociotechnical factors and relationships between such factors to increase
user acceptance of the ECID card.

This chapter will introduce the background of the ECID card issued by the
government with a brief history of the current Resident Registration card, and it will
describe the smart card technology. This chapter will also introduce the theoretical

concepts for this study, such as sociotechnical theory, user acceptance and ideology, as
well as the aims and the objectives of this study.

1.1 Background to the Study

Citizen resident registration cards in Korea (i.e. North and South Korea) have a
very long history. The basis of the modern resident registration system started under
'Japanese control' in 1942. Such a system was then used for personal identification and
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taxation purposes (Kim, 1979b). At that time, the movement of resistance for

independence from Japanese control was strong. Thus, the Japanese rulers also used thi
system to identify resistance members and to have tight control over Korean citizens.

During the "Pacific War" in 1942, that system was redesigned for military recruitment,
and for requisition of provisions by the Japanese governor-general (Kim, 1979b).

In 1962, the military government of President "Jung-Hee Park" began to use the
new resident registration system. It was a more structured system for citizen
management and control following the establishment of the basis of the Resident

Registration Law in 1962. At that time, the situation in South Korea was quite unstabl
because of problems following the "Korean War" (1950.6 - 1953.7). Since the end of
this war, Korea has been divided into "North Korea" and "South Korea". Thus, "Korea"
and "Korean" in this study means "South Korea" and "South Korean". The government,

for example, was changed via the military's increasing dominance in its affairs. Thus,
the Korean government needed strong, effective management and methods of citizen

control to identify North Korean spies and to recover from the poor economic situation
caused by the "Korean War" (Chosun Daily Newspaper, 1968). As a result, the Korean
government implemented the Citizen's Resident Registration Scheme, the citizens
accepting the system without any strong opposition. This is because citizens believed

that the main role of the citizens' resident registration card was to protect national
security and to provide convenience in social life (Kim, 1979b).

However, the current ID cards (in paper printed form) in Korea have been used
since 1968, following the establishment of the Resident Registration Law in that year

(Kim, 1977). After eight revisions, the final revision was achieved in 1993 (Oh, 1996)
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These current ID cards have been used for proof of personal residence required by local
government offices (so called Dong office: small local government office for civil
appeals and inquiry services) and general personal identification. As per the current
Resident Registration Law in Korea, citizens (over 17 years) must issue and carry an
individual ID card. This card contains several types of information, such as a

photograph, name, personal registration number, address, fingerprints, and date of bir
(Kim, 1979a). This personal information has also been stored and managed by the
Korean government. As a result, through the use of this card, government and local
offices can easily manage a citizen's personal information, increase local government
office work efficiency and reduce the cost of paperwork.

With the rapid development of technology and industry, the Korean government
has discovered many problems relating to the current ID card and its administration.
Also, with the national future plan, "National Information Super Highway" (National
Computerization Agency of Korea, 1997), the Korean government has considered
developing a new style of ID card to solve current problems and to manage a citizen's

personal information more effectively. Current problems include fraudulent use such as
forgery and other misuse, large administrative costs and substantial associated
paperwork. Fraudulent use, for example, has increased every year as has local office
paperwork - 170 million documents per year (The Ministry of Domestic Affairs, 1996a;

1996b) and 3 million ID cards are lost and re-issued per year (Social Group of Citizen
for Opposition of the ECID card and Protection Privacy, 1997).

For these reasons, the new ECID card project was launched in 1995. The basis
for the technologies used for smart cards was developed through large amounts of

4

investment from corporations such as Samsung, Hyundai and L.G. The government has
also researched smart card applications through Korea Telecom (The Ministry of
Telecommunication and Industry, 1997). The Korean government expects to reduce
paperwork and time involved in card administration, eventually achieving a paperless
environment. As a result of this, the Korean government launched a pilot project in
Gwacheon in late 1995 for 10 months, including preparation periods (National
Computerization Agency of Korea, 1996c). The government also prepared an
amendment of the "Resident Registration Law" to assist the adoption of the new ECID

card (The Ministry of Domestic Affairs, 1997), and prepared a partial launching of th

ECID card system in Je-ju Island in early 1998 (Je-ju Island, Dong-a Daily Newspaper,

28/2/97). However, a plan for partial launching of the ECID card system in Je-ju Isla

was temporarily halted because of negative citizen opinion and the economic crisis in
Korea, which began in late 1997.

As briefly discussed above, the issue of the ID card in Korea has specific

historical and political backgrounds. It was an essential scheme at that time, to con
citizens, to protect political power and to recover a poor economic situation. Also,

the issue of the ECID card is the expectation that the card may solve the current soc
and organisational problems experienced with the use of the current ID card.

This ECID card in Korean trials will also impact on other nations who are
considering implementation of the ID card system, because governments need a great

deal of information to manage their citizens and to administer government effectively

with the development of an information society. Furthermore, with the use of the ECID
card, governments may expect an enhanced information society.
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1.2

Defining of the Smart Card and the E C I D Card

1.2.1 The smart card in modern society

The term "Smart Cards" refers to plastic cards that incorporate an Integrated
Circuit Chip (ICC). They are the same size and thickness, and have other physical

features similar to current plastic credit cards. Smart cards are also known as Integra
Circuit (IC) cards or ICC cards. The physical characteristics of smart cards have been
defined by the International Standards Organization (ISO) 7816 (Vedder, 1992). Further
information on this standardization is in section 1.3.3.

A less formal description can be sourced from the Japanese smart card
developer, Kunitaka Arimura (1970), who defined the smart card as "a plastic card

incorporating one or more integrated circuit chips for the generation of distinguishing
signals" (Bright, 1988, p.21). As Zoreda and Oton (1994) note, Roland Moreno (1974)

is the inventor of the smart card, which has been defined as, "an independent electroni
object with money" (p.37). Recently, Lindley (1997) also defined the smart card as "a
hand-held information-based storage device in the form of a plastic card with one or
more integrated circuit (IC) chips mounted on it" (p.5). As shown by these definitions,
the smart card can be seen as a plastic card, which contains one or more IC chips with
self-protection function that is used for a variety of purposes.
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1.2.2 The ECID card in Korea

In modern society, smart cards are often used for a variety of purposes such as
bankcards or telephone cards. This is because the smart card has higher security

functions and larger data storage compared with current magnetic strip cards (Zoreda &
Oton, 1994). The ECID card in Korea is an application of the smart card. It has the

same standard as current smart cards, but the purpose of use is somewhat different. It
can record and manage a great deal of personal information and data for personal
identification purposes. Also, the ECID card in Korea is a unified IC card, which

integrates several current identification cards and their contents. These include resi

registration cards, drivers' licenses, medical insurance details, citizen's welfare pen
cards, and certificates of seal impression (National Computerization Agency of Korea,
1996b; 1996c). Thus, the ECID card can be used as five different identification cards.
This data and information is stored on smart card separately and access to this
information is also limited by authorised government officers (National
Computerization Agency of Korea, 1996d). This identification card has wider
applications than ever before in Korea.

With the above context, the ECID card in Korea can be defined as a multi-

function smart card, on which digitised personal information is stored for a variety o

purposes such as identification, drivers' license and personal certification purposes.

ECID card can also be simply defined as a single-chip based identification card that h

added in advantages of smart card technology (e.g. large memory, high level of securit

and convenience of use) and personal identification functions. Therefore, the ECID car
in Korea is not only a future information medium, but also a multi-purpose personal
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carry card for use in a future credit and information society as it can potentially provide
a variety of types of services safely and conveniently.

1.3 Anatomy of Smart Cards

The ECID card is an application of the smart card as it was simply defined and
introduced in the previous section. To have a deeper understand of the ECID card in
Korea, it is necessary to understand smart card technology. This section will cover
general features of smart cards including dimensions, standards, security and current
applications and it will also cover card trials from other countries (i.e. some OECD
nations) that have been undertaken.

1.3.1 Types of smart cards

Smart cards can be divided into several types (i.e. by method of use, types of IC
chip, size of memory, purpose, etc.). Currently, a variety of types of smart cards are
used for different purposes in broad areas.

Smart cards can be firstly broadly categorised by method: Contact smart cards
or Contactless smart cards. The contact smart card has a contact surface for data
transactions. Most smart cards are of this type such as telephone cards (Tack, 1994).
Contactless smart cards, however, have a coil instead of a contact surface, thus data
transaction is operated via a specified frequency. Some smart cards, such as those used

for toll charges and transportation fees are of this type (Devargas, 1992; Zoreda & Oton,
1994).
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Secondly, smart cards can be categorised by types of IC chip. Smart cards can

also be categorised by considering whether or not they have a Central Processing Uni
(CPU). Currently, smart cards contain a CPU for data processing, whereas non-CPU
smart cards are designated memory cards. The smart card with a CPU can also be
divided by its Input/Output (I/O) equipment and functions; examples include super
smart cards (Korea Telecom, 1995; Zoreda and Oton, 1994) and hybrid smart cards
(Vedder, 1992).

Thirdly, smart cards can be categorised by size of memory: large, medium or

small. Small memory cards have less than 1 Kbit (128 bytes) memory, and are used for

simple purposes such as a telephone card or as a token (Zoreda & Oton, 1994). Medium
memory cards have a memory between 1 Kbit to less than 8 Kbytes. This type of
memory card is similar to the smart card, but it does not have a microprocessor. It

currently normally used for such purposes as an electronic wallet and electronic pu
social life (Centre of Electronic Commerce, 1996).

Large memory cards however have over 8 Kbytes of memory and they
sometimes have their own battery for data transaction use. They can be used as
contactless identification cards and for control of factory or office automation
(Gemplus, 1999). The other main use of this type of card was defined by the PC
Memory Card Industry Association (PCMCIA). This PCMCIA card is mainly used only
in computer contexts. It is often excluded from general definitions of smart cards.

Currently, with the development of chip technology, the capacity of memory in all ca
types has increased rapidly (Lindley, 1997).
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Finally, the smart card can be categorised by purposes such as a "Stored Value
Card (SVC)". These types of smart cards are currently used in modern social life in
many countries, especially European countries, to provide for greater convenience
(Tack, 1994; Townend, 1996; Korea Telecom co. & Communication Support Group,
1994). This is a plastic payment card that contains money (i.e. values) stored as

electronic data in an integrated circuit, or microchip. The stored value is designe

displace currency and coins for low-value transactions (Centre of Electronic Commer
1996). Cards like these may be used to buy goods and services of lesser values from
participating merchants. The card can be a memory device, or it can be re-loadable
telephone card).

1.3.2 Features of smart cards

Currently, a variety of smart cards are used in modern society. Such use has
centred particularly on European countries such as France and Germany. However, in

spite of different purposes and contexts, most smart cards have similar features. Th
smart card consists of several types of IC chips such as a CPU and memory, a Chip

Operating System (COS), and a contact surface. A coil is used if it is a contactless
(Zoreda & Oton, 1994). General features of smart cards are show in Figure 1.1.

Memory
Smart cards mainly use three types of memory: Read Only Memory (ROM),
Random Access Memory (RAM) and Electronically Erasable & Programmable Read
Only Memory (EEPROM). Specifically, ROM stores the COS and security functions
(Zoreda & Oton, 1994; Bright, 1988), while EEPROM stores data and information as
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Table 1.1 Types of smart cards by method, types of contained I C chip, size of
m e m o r y a n d purposes
Applications
Types
Contact card
Contactless card
/
Visa card (1986)
Smart cards (with Super smart card
/
CPU)
Hybrid smart card
/
PCMCIA
Large memory card
(Over 8Kbytes)
/
Electronic wallet
Memory cards
Medium memory
y
and purse
(Without CPU)
card (1 Kbit to less
than 8 Kbytes)
/
Telephone card
y
Small memory card
(Less than 1 Kbit)
/
Toll charge card,
y
Stored Value Card
bank card
(Source: Kaplan, 1996; Korea Telecom co. & Communication Support Group, 1994;
Korea Telecom, 1995; Dreifus & M o n k , 1998)
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File structure and c o m m a n d set are
standardised as per ISO 7816-4

Figure 1.1 D i a g r a m of an I S O smart card overview: dimension and standards by
I S O 7816 (Source: Lindley, 1997)
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per the card's purpose (Devargas, 1992). Additionally, R A M is used for temporary data
storage for smart card calculation and transactions (Korea Telecom co. &
Communication Support Group, 1994).

Central Processing Unit (CPU)
This is also referred to as a single chip Micro-Computer Unit (MCU) (see Figure
1.2). The CPU in smart cards is secure CPU and is distinguished from the general
purpose CPU. It also allows for a variety of operational methods to be selected by
In other words, secure CPU has an ability to protect smart cards from unauthorised
access to the card's CPU, memory, bus, and to the storage and processing of data.

Indeed, the smart card can be divided into different categories according to whethe

not it contains CPU as shown in section 1.3.1. CPU can control smart card operation
and data transactions via COS.

f

(

RAM

]

ROM
)
\

c
EPROM
or

EEPROM
K

J

Figure 1.2 Schematic diagram showing internal structure of a microcomputer
( M C U ) for a smart card (Source: Devargas, 1992)
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C P U in smart cards can be termed as an IC chip and includes erasable or nonerasable memory and non-volatile memory. Thus, CPU contains ROM, EEPROM and

RAM. An 8-bit microprocessor is mainly used and operated by a 5 MHz clock. Also, it

user memory is not normally over 8 Kbytes. It is embedded onto plastic cards of cre
card size, and follows ISO 7816 (National Computerization Agency of Korea, 1996d).

Chip Operating System (COS)
The COS is the Chip Operating System which is similar to other operating
systems in normal computer use. This operating system for smart cards controls the
memory, MCU, I/O port and stored data in such cards. Structure of COS can be
categorised by several functions (National Computerization Agency of Korea, 1996c,

1996e). The security function is operated to protect and to verify data in smart ca
data transference and processing, and the control function is operated to control
and output of data. Memory function controls the memories in smart cards for
processing and calculating stored data. COS is mainly stored in ROM, and can be

developed differently according to its purpose. For example, COS in the ECID card i

Korea is used to protect personal information in the card; to transfer data betwee

card and card readers, and to process stored personal information. Currently, COS f
most smart cards continues to be developed by Gemplus (Korea Telecom, 1995), and

for the ECID card in Korea specifically, it has been developed by Z.G., Hyundai and
Sam-Sung (Gu, 1997b; National Computerization Agency of Korea, 1996e).
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C1

C5

C2

C6
-<

C3

C7

C4

C8

C1: Vcc (Circuit supply voltage)
C2: Reset
C3: Clock (Timing signal)
C4: R F U (Unassigned)

J

C5: Ground (Zero voltage)
C6: Vpp (Program supply voltage)
C7: I/O (Serial data to or from IC)
C8: R F U (Unassigned)

(a)

(b)

Figure 1.3 Diagram of the contact points of a smart card and coil for contactless
smart card as per I S O 7816: (a) contact surface and (b) coil (Source: Bright, 1988)

Contact surface and coil
The contact surface and coil is the I/O interface of smart cards. As categorised
below, the contact surface is used for contact smart cards, whereas the coil is used
contactless smart cards. The contact surface is embedded in the microprocessor (MCU)

and consists of eight points. Each point is used for different purposes. Each data an

information transaction is operated via the contact surface to the card reader/write
Currently two of the contact points (C4, C8) are not used as they are being reserved
future use (Korea Telecom, 1995). Figure 1.3 shows the contact surface and coil of a

smart card. The coil is used in the contactless smart card. Thus, the data and inform
transactions of such a smart card are operated by specific frequencies without card
contact with its readers/writers.

1.3.3 Standards of smart cards

The standardisation of smart cards has been developed since the early 1980s by
the International Standards Organization (ISO) and the Comite European de
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Normalisation ( C E N ) (Dreifus & M o n k , 1998). This standardisation was led by France.
The United States, Germany and Japan followed, their interest in standardisation

sparked by a desire to increase benefits such as further technical developments in smar
cards (Devargas, 1992; Korea Telecom, 1995). Standards have now been finalised for
physical characteristics, size and location of the contact surface, and communication
contexts. Thus, the development of smart cards has followed this standard. The
standards for smart cards are shown in Table 1.2

1.3.4 Security in using smart cards

In using smart card systems, security is the most important factor in data
transactions and processing. This is because such systems may contain financial and/or
personal information. Thus, many methods of security are required, including selfprotection functions that use both hardware and software.

Security of smart cards can be divided into two types: physical and software
security. Physical security prevents access and use of data by unauthorised users in a
physical manner. One example is printed material on a card's surface covered by a
protective coating (National Computerization Agency of Korea, 1996d). With the
development of the IC chip, physical safety has been increased, so it is now more
difficult to get information and data from microchips via physical methods.
Additionally, methods of physical protection have been developed by the card
manufacturers themselves.
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Table 1.2 International Standards (ISO and C E N ) for Smart Cards
Standard
ISO/IEC 7816-1 Identification
Cards
ISO/IEC 7816 •2 Identification
Cards
ISO/IEC 7816 3 Identification
Cards
ISO/IEC 7816 3/1 Identification
Cards

ISO/IEC 7816 •3/2 Identification
Cards
ISO/IEC 7816-4 Identification
Cards
ISO/IEC 7816-5 Identification
Cards
ISO/IEC 7816-6 Identification
Cards
Integrated Circuit Card Specification
for Payment Systems
Integrated Circuit Card Specification
for Payment Systems
Integrated Circuit Card Specification
for Payment Systems
C E N p r E N 726-1: Identification
Card Systems
C E N p r E N 726-2: Identification
Card Systems
C E N p r E N 726-3: Identification
Card Systems
CEN prEN 726-4: Identification
Card Systems
CEN prEN 726-5: Identification
Card Systems
C E N p r E N 726-6: Identification
Card Systems
C E N p r E N 726-7: Identification
Card Systems

Description
Integrated Circuit(s) cards with contacts - Part 1:
Physical characteristics
Integrated Circuit(s) cards with contacts - Part 2:
Dimensions and Location of the contacts
Integrated Circuit(s) cards with contacts - Part 3:
Electronic signals and transmission protocols
Integrated Circuit(s) cards with contacts - Part 3:
Electronic signals and transmission protocols
A M E N D M E N T 1: Protocol type T = l , asynchronous
half duplex block transmission protocol
Integrated Circuit(s) cards with contacts - Part 3:
Electronic signals and transmission protocols
A M E N D M E N T 2: revision of protocol type selection
Integrated Circuit(s) cards with contacts - Part 4:
Inter-industry commands for interchange
Integrated Circuit(s) cards with contacts - Part 5:
Numbering system and registration procedure for
application identifiers
Integrated Circuit(s) cards with contacts - Part 6:
Inter-industry data elements
Part 1: Electromechanical Characteristics, Logical
interface, and Transmission Protocols.
Part 2: Data Elements and C o m m a n d s
Part 3: Transaction Processing
Telecommunications Integrated Circuits Cards and
Terminals - Part 1: System Overview
Telecommunications Integrated Circuits Cards and
Terminals - Part 2: Security Framework
Telecommunications Integrated Circuits Cards and
Terminal - Part 3: Application-Independent Card
Requirements
Telecommunications Integrated Circuits Cards and
Terminal - Part 4: Application-Independent CardRelated terminal Requirements
Telecommunications Integrated Circuits Cards and
Terminal - Part 5: Payment Methods
Telecommunications Integrated Circuits Cards and
Terminal - Part 6: Telecommunication Features
Telecommunications Integrated Circuits Cards and
Terminal - Part 7: Security Module

(Source: Interoperability Specification for I C C s and Personal C o m p u t e r Systems, 1996)
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The software security method uses an encrypted key for data transaction and

processing. With the use of the cryptographic system and protocols of data transaction
the safety has increased, and through the use of a password and/or Personal
Identification Number (PIN), unauthorised access to cards has become more difficult.
Currently, most smart cards implement the cryptographic system using a Data
Encryption Standards (DES) algorithm that prevents unauthorised access and thus
protects the contained data (National Computerization Agency of Korea, 1996d). Both
hardware (i.e. physical) and software security are being currently used in most smart
cards, and newer and better security technologies and algorithms for smart cards are
expected to develop via related industries.

1.3.5 Applications of smart cards in other countries

The first IC card was produced by Bull and Motorola in 1977 (Zoreda & Oton,
1994). This IC card contained two chips: a micro-controller and a memory device. The

first one-chip card was produced by Motorola in 1980, and is often called the "CPS" or
"SPOM01" (National Computerization Agency of Korea, 1996b). Some current
applications of smart cards are shown in Table 1.3.

European countries
The first application of smart cards was in France. Since the use of the CPS card
in the banking system, most banks in France currently use smart cards. The use of the
smart card has increased rapidly and widely throughout European and Asian countries
and the United States.
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The smart card as an 'electronic purse' has been rapidly and widely deployed
throughout European countries (i.e. some OECD nations). Currently, European
countries dominate 70% of the smart card world market (National Computerization
Agency of Korea, 1996b). The smart card in France was introduced to increase the

quality of social life and for a variety of specific applications such as for use wi
vending machines, to pay parking charges and for taxation purposes (Bright, 1988;
Zoreda & Oton, 1994).

Most banks in France use the smart card as a bankcard for financial transactions.

Regarding the implementation of smart cards in the banking system in financial terms
they have processed over 138 billion ($USD) worth of transactions. They have also
reduced financial losses from illegal transactions from 121 million ($USD) to 52
million ($USD) in 1991 (National Computerization Agency of Korea, 1996c).

In the case of Germany, the smart card is used as a key for cable TV operations
and charging of consumers (National Computerization Agency of Korea, 1996b), and as
a telephone and bankcard. Other countries such as the UK, Spain, Italy, Denmark and

Norway, also use smart cards for such purposes as a medical card, student card and k

access card (Tack, 1994). In particular, the UK had planned to implement a public ID
card scheme but it was abandoned by the recently-elected Labour Government (Clarke,
1997).
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Table 1.3 Current applications of smart cards in selected countries
Bank .l?!?£hone__card Home banking ATM Medicaf Military Education"
France
U.S.
Japan
Gennan
Italy
Norway
S. Korea
Australia

•

y

/

y
/
/
/
/
/

/

/
/

y
y

y

/

y
y
y

y
/

y
y

•

(Source: Kaplan, 1996; Tack, 1994)

Japan
There has been rapid growth in smart card use in Japan between banks. Several
of the large banks in Japan, such as Sakura Bank and Asahi Bank, have planned to use

the smart card as an electronic purse that several local banks, department stores, an

hotels will accept (Japan Smart Card, 23/7/1997). Since 1995, the Fuji bank has teste

the feasibility of the electronic purse in Tokyo's Telecom Centre, while Daiichi Gan
Bank are testing electronic purse applications for university students (National
Computerization Agency of Korea, 1996b; 1996c).

United States
Since the middle of the 1980s, the smart card has been used for a variety of
purposes in commercial and government agencies. One notable example is the state

government of Utah which has tested the smart card as an electronic wallet, which ha
links to commercial organisations and government agencies. Other smart card
applications have been in agricultural systems, military facilities, casinos and in
systems (National Computerisation Agency of Korea, 1996b; 1996c). For example,
recently more than one million smart cards (i.e. Stored Value Cards) were issued by
Visa International Co. and used by their customers at the 1996 Olympic games in
Atlanta as electronic wallets and purses (Fancher, 1996; Myers, 1996).
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1.4

Theoretical Concepts for this Study

With the development of technology and associated social changes, much
research has been conducted to discover the relationships between social and
organisational factors, to develop explanatory theories, and subsequent case study

implementation. Thus, this section will define the underlying concepts used in this stu
such as sociotechnical theory, attitudes, user acceptance and ideology.

1.4.1 The foundation of sociotechnical theory

Sociotechnical theory incorporates basic concepts relating to social, technical
and organisational systems and human psychology (Davis, 1982; Pasmore, et. al, 1982;
Preece, et. al, 1994; Pasmore, 1995). With the development and implementation of
computer technology in modern society, human psychology has become one of the
important factors that interface with computerised environments. Social and
organisational relationships and structures have also changed and rapidly increased in
influence in modern society.

As Durkheim states in the Division of Labour in Society (1933), the Industrial
Revolution broke down "mechanical solidarity" by creating different specialised jobs
within the social system. Ogburn also asserted in Social Change (1932), that societies
are evolving into a technologically superior form, and that technical progress occurs

naturally. He focused his assertions on the assumption that social changes are caused b
technical changes (Perrolle, 1987). These social, organisational and technical changes,

20

and n e w inter-relationships caused by them in the Industrial Revolution, have led to the
development of the sociotechnical system theory.

The notion of the sociotechnical system theory was developed initially at the
Tavistock Institute of H u m a n Relations by Trist and Bamforth (1951) to demonstrate
the relationship between the social system and the technical system in coal mining.
Since thefirstpaper by Trist, sociotechnical system theory has been further developed
by m a n y other social scientists such as Pasmore, Morris and Halliday (Herbst, 1974).
A s Lindley (1997) states, the sociotechnical system theory encompasses two
fundamental concepts; the social system and the technical system. It also contains
aspects of h u m a n psychology and the concept of the organisational system, and it is
used to provide the "joint optimisation" of most social and technical aspects in
organisations (Cherns, 1976).

"Sociotechnical system interventions are organisation development
techniques that typically involve the restructuring of work methods,
rearrangement

of technology or the redesign of organisation social

structures. The objective is to optimise the relationship between the social
or human

systems of the organisation and the technology used by the

organisation to produce output. " (Pasmore, et. al 1982)

According to the definition of the sociotechnical system theory above, the theory
itself consists of a combination of the social system and technological system that
enables joint optimisation under organisational control (Miller, 1978; Cherns, 1987;
Winterton, 1994). The social system is defined in the work environment by individual
and/or group labour, without the implementation of n e w machinery and/or any control
by organisations. The technological system is concerned with the implementation of

21

n e w machinery, and the organisational and management derived techniques for control
of its labour force and social organisations. With the combination of these three

systems, an organisation can obtain such positive effects as increases in work efficienc
and productivity, a reduction in machinery malfunctions caused by human error and
cost savings (Miller, 1978).

Sociotechnical theory thus can be re-defined as an effective optimisation theory
using links between the technical system and the social system in work organisations by

analysis of social, technical and organisational factors. It can also be used as a metho

and tool to reconstruct work organisations. Thus, sociotechnical theory can be identifie
differently by factors such as time flow, sociotechnical changes and targets on
implementation. For these reasons, most previous studies of the sociotechnical system
theory have centred on industry and work organisations and their relationships with
their labour forces.

However, in this study, sociotechnical theory will be implemented to identify the
relationship between social and organisational factors within the public domain This

study is the first attempt to apply sociotechnical theory in the public domain, and will
show that sociotechnical theory can also be used as a framework and as background

theory. Thus, human labour in classic sociotechnical theory will be replaced by citizens
in Korea, machinery will be replaced by the ECID card and the organization and its
domain will be replaced by government and Korean society. With the defined factors
above, this study will show how each sociotechnical factor is related to and impacts on

implementation of the ECID card. Also, with the consideration of historical and cultural
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backgrounds, this study will discuss h o w Korea differs from other countries (e.g. O E C D
nations) in implementation of the ECID cards.

Finally, implementation of this theory in this study will help the understanding
of the relationship between social and organisational factors and the implementation of
the ECID card in Korean society. Sociotechnical theory will also be used as a
background theory in this study to identify the relationships and a method to optimise
factors with the consideration of citizens' attitudes to ECID cards. The details of
sociotechnical theory are discussed in Chapter Two.

1.4.2 Concepts of attitudes

Attitudes are an individual mental process. They determine responses of each
person actually and potentially. As Allport states in Handbook of Social Psychology
(1935), an attitude is always directed toward some object, and "state of readiness that
exerts a directive or dynamic influence upon the individual's responses" (cited in
Ostrom, 1989, p. 16).

As Guttman (1970) states, social psychologists generally agree that attitudes
involve some evaluative component. That is effect of for or against, preparedness to
accept or to reject. It follows then that those techniques meant to measure attitudes,
generally require an individual to respond in a positive or negative manner to a social
object. Social psychologists agree about the definition of attitude in order to measure
attitudes.
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Attitudes are assumed to interact with other variables in their effects on
behaviour (Fazio & Zanna, 1981; Snyder, 1982). Positive attitudes lead to positive
reactions, whereas negative attitudes may lead to negative reactions. For example,

individuals with positive attitudes toward the medical profession should exhibit variou
favourable responses with respect to hospitals, doctors, nurses, and so on, whereas
individuals with negative attitudes toward the medical profession should exhibit
unfavourable responses toward these objects (Ajzen, 1993).

Thus, attitudes can be defined as a human psychological reaction to specific
objects or actions. In this study, attitudes are psychological reactions of citizens
regarding implementation of the ECID card. As discussed above, attitudes are a
reflection of human psychology. Thus, citizens' attitudes to the ECID card are the most
important determinant in measurement of acceptance or rejection of the ECID card.
Consequently, by measuring citizens' attitudes towards the ECID card, the relationship
between factors for the ECID card, and degree of acceptance can be predicted and
discovered.

1.4.3 User acceptance of new technology

As following the definition from Muiller-Bohling (Meyer, 1997), acceptance is a
measure of the positive influence an object has on its recipient, and a phenomenon
composed of a variety of dimensions: attitude, behaviour and belief (Fishbein and
Ajzen, 1975). However, this study will focus on the dimension of attitudes.
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"User" is a person w h o uses objects to achieve his/her purposes. In this study

users are defined as citizens in Korea who may use the ECID card, because the cards ar
possessed and managed by citizens. "Acceptance" is also a psychological and physical

attitude and behaviour to specific things and/or situations for using (Fishbein & Ajze
1975; Meyer, 1997; Davis, 1993). Thus, the term "user acceptance" can also be defined
as a degree of taking new situations and things psychologically and physically by its

users. In this term, user acceptance is attitudes toward acceptance of the ECID card b

Korean citizens. Citizens' attitudes can be used as factors for decisions regarding th
success or failure of implementation of the ECID card.

"Attitude acceptance" is a permanent cognitive and affective orientation of
perception: it involves readiness-to-react to the object in question. However,

behavioural readiness manifests itself in reaction of the recipient, namely in the act

use (or lack of use) of the technology. Acceptance cannot be measured directly. It has
be determined with the help of indicators (Meyer, 1997).

Existing research of user acceptance of information technology
Early studies regarding user acceptance were conducted with the development of
the Theory of Reasoned Action (TRA) by Fishbein and Ajzen (1975). This theory was

developed to predict and explain behaviour across a wide variety of domains (Ajzen and
Fishbein, 1980). With the development of information technology, Davis (1989)
introduced an adoption of TRA - The Technology Acceptance Model (TAM) - to
explain computer usage behaviour. TAM is considerably less general than TRA and

applies only to computer usage behaviour. The study by Davis, et. al. (1989) focused o
the comparison of TRA and TAM. In that study, they tested direct and indirect effects

25

of internal factors such as attitude, behavioural intention and system usage, and
discovered behavioural intention is the major determinant of usage behaviour in both
TRA and TAM. Also, in terms of TAM, they discovered that perceived usefulness is a
major determinant of people's intention to use computers, and perceived ease of use is a
significant secondary determinant.

Several other studies have been carried out with TAM. Karahanna and Straub
(1999) tested the TAM to extend their theory. In their study, they tested the effects of
six factors such as perceived usefulness, perceived ease of use, social presence, social
influence, psychological accessibility and support on system use. As a result, the study

also identified that perceived ease of use has no direct effect on use of the system, but
rather has an indirect effect through perceived usefulness.

The study by Igbaria (1993) shows an extension of tests on TAM. In this study,
Igbaria used five variables; external variables (e.g. individual and organisational
characteristics), computer anxiety, perceived usefulness, attitudes toward computer
technology and behavioural intentions. This study also identified that perceived
usefulness had a strong positive effect on attitudes, and a very strong direct effect on
behavioural intentions. Igbaria also asserted that "perceived usefulness should be taken
into account by those attempting to design or implement successful systems" (p. 87).

Other studies (e.g. Szajna, 1996; Igbaria, 1994; Igbaria, et. al, 1997; Davis,
1993, and Morris and Dillon, 1997), relating to user acceptance, have used TAM to
extend the model. In these studies, it was discovered that perceived usefulness strongly
influences system usage or acceptance via attitudes and behavioural intentions. In
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reviewing the above mentioned studies von user acceptance of computer technologies,
both perceived usefulness and perceived ease of use are important factors in
determining acceptance of technologies. Perceived usefulness impacts more strongly
than perceived ease of use on acceptance of computer technologies. Finally, through
this study, TAM is used to measure a factor - the user acceptance of the ECID card in
Korea. The used factor(s) were also derived from the attempt to apply sociotechnical
theory in the public domain. Details of sociotechnical theory will be discussed in
Chapter Two.

1.4.4 Ideology and ideological conflicts

In the acceptance or implementation of new technology, ideas and culture in
society and attitudes of citizens can be expressed variously through each society and
citizen. This is because each citizen has different ideas, family traditions, religion,
educational levels, social class and other living environments. For this reason, people

have various opinions (i.e. ideas) in specific circumstances and have different points of
view. These various opinions may be grouped as acceptance or rejection of situations or
ideas. Thus, these are ideological differences between groups, and these differences are
also developed as ideological conflict of ideas or culture.

The term ideology has its origins in the philosophy of the French materialists of
the eighteenth century. The first materialist to employ the term ideology to describe
their view of the word was Desturt de Tracy (Larrin, 1979). He used the term to
describe the 'science of idea' which could be developed from the materialist

perspective. He also believed that all ideas could be traced to their source in our sense
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H e proposed that one of the main objects of the science of ideas was to criticise our
received cultural, social and religious conceptions and replace then with emancipatory
ideas (Larrin, 1979).

The main thesis of Marx's theory is that material production provides the
foundation of human experience and is thus of crucial importance in the formation of an
individual's thinking (Larrin, 1979). Ideologies for Marx are systems of misleading

ideas about the nature of man and society. Marx and Engels also insisted that it is a so

of false consciousness and the ideas of the ruling class are in each epoch the ruling i
(Larrin, 1979). The Marxist notion of ideology was also used to develop the concept of
hegemony by the Italian Marxist, Antonio Gramsci (Williams, 1988).

Mannheim's fundamental thesis on ideology is similar to that of Marx. In
Mannheim's view, all human knowledge is socially conditioned (Larrin, 1979). He

makes a great deal of the fact that there exist 'representative' ideas in every period i
human history: ideas, which express the prevailing social climate. Mannheim believes it
is most important to distinguish between the 'particular' and 'total' conception of
ideology (Williams, 1988). The first represents a primary individual, psychological
explanation of the phenomenon of ideology, and the second represents a full
sociological and cultural explanation of the phenomenon. The particular conception of

ideology operates at the level of individual awareness (Political movement and Politica
ideology, 1997). It is often used when dealing with the argument of an especially
stubborn opponent. For Mannheim, ideology is not merely a psychological phenomenon
occurring in the individual's mind, it is part of a more deeply-laid social condition.
Thus, Mannheim sees ideologies as operating through individuals and groups, rather
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than individuals and groups creating them in response to their circumstances. In this
point of view, as Fredrich states, ideology is 'action-related systems of ideas' and
systems of ideas which impact on beliefs and actions of the majority of social
constituents (Political movement and Political ideology, 1997).

Many social researchers and thinkers such as Giddens and Althusser have
defined the term 'Ideology'. Giddens defines ideology as the influence of ideas on

people's beliefs and actions (Giddens, 1989). Ideology is often called a form of idea. It
originated from Idealism, during the French revolution, but is understood as a concept
of Marxism nowadays. According to this conception, ideology is opinion which appears
in a clear form in social consciousness (i.e. religion, philosophy, art, politics or
economics). Basically ideology is a social economic relation. In other words, it is a
superstructure based on rules, which is reflected by ideas. For example, ideology in
class society leads unavoidably to conflict because reflection of productivity and
characteristics of class lead to antagonistic relations. In this struggle, the ideology
ruling class who have capital or power controls the ideology of other classes.

Thus, Ideology can be defined as a set of ideas or ways of seeing the world that
justifies actions from the individual beliefs and cultural background. Ideology is often
seen as ideas which support the rule of the powerful. However, it can also be seen as
ideas or worldviews, which support any group's actions (Larrin, 1979). The 'ideological

conflict' is a battle or struggle (i.e. conflict) over ideas about how to see the world.
example, a male chauvinist idea is that women are not as good as men and should stay
at home, but a feminist idea is that women are equal and can work. This is an
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ideological conflict. Another example of ideological conflict is capitalism and
socialism.

In the case of the ECID card in Korea, ideological conflicts may occur between
two groups; advocators and opposition groups of the ECID card. Advocators may agree
with the implementation of the ECID card because it may provide effective citizen
management and a high quality social life. However, opposition groups may disagree
with the implementation because the ECID card may infringe upon personal privacy
and increase electronic surveillance by government. In this case, both groups may have
ideological conflicts with implementation of the ECID card. Some other OECD
countries (e.g. UK) have already had similar experiences regarding ID card
implementation (Clarke, 1997). As discussed above, ideology can be determined by
culture or classes between people. This study will therefore discuss how ideology is
different between Korea and other OECD countries, and how sociotechnical factors
regarding the ECID card impact differently in determining acceptance of the ECID card.

1.5 The Research Question

With the implementation of new technologies and/or systems in society or
organisations, a great number of problems such as social, organisational or technical
problems, may occur directly or indirectly. These problems are experienced often by
users, operators or its providers. These problems not only impact on use of the system
and technologies, but they also influence work efficiency and social life.
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The reaction, indeed acceptance, of the use of n e w systems or technologies by

users is the most important factor determining its success or failure. Thus, in this st
the research question is addressed as, how do sociotechnical factors impact on user
acceptance of the ECID card in Korea? To answer this, two subsidiary questions are
addressed, how sociotechnical factors have inter-relations between them, and how
sociotechnical factors can impact on acceptance of the ECID card in Korea. With these
two subsidiary questions, this study will discover the relationship between
sociotechnical factors and develop a relational model for decision makers and system
designers to implement the ECID card in Korea effectively.

1.6 Research Aims and Objectives

The overall aim of this research is to examine the relationship between a range
of sociotechnical dimensions and user acceptance of the ECID card in Korea, in order to
develop a relational model for use by policy makers to manage the dynamic
relationships effectively. Figure 1.4 shows the general progresses for this study.
The research objectives of the study are:

1) To review the literature in the fields of sociotechnical analysis and new

technological innovations, in order to identify the key factors that could influence the
level of user acceptance of the ECID card in Korea.

2) Using the factors identified in objectives 1, design a survey instrument in order
to discover the Korean citizen's awareness as well as identify a range of social and
governmental influences on ECID card acceptance.
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Figure 1.4 A Schematic diagram of the various stages of investigation undertaken
in this study
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3)

Using the outcomes of objective 2, identify and define the main variables and

associated elements for measurement, which are likely to influence the level of user
acceptance of the ECID card.

4) Using the main variables and associated elements from objective 3, design a
survey instrument in order to discover Korean citizen's attitudes towards the main
variables and the user acceptance of the ECID card.

5) Using multi-variate analysis techniques, analyse the data from outcomes of
objective 4, in order to discover the relationships between the main variables and the
level of user acceptance.

6) To develop a relational model(s) between the level of the main variables and the
level of user acceptance, for use by policy makers.

1.7 Assumptions for this Study

To assert this thesis and conduct the survey, this study may have several
assumptions because various theories and methodologies for data collection are needed.
Also this study cannot cover all aspects of sociotechnical factors regarding
implementation of the ECID card in Korea. Thus, this study will be asserted with these
assumptions.

This study assumes that a great number of positive and negative sociotechnical
factors and relationships regarding implementation of the ECID card exist. In the
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implementation of the E C I D card, a variety of sociotechnical factors m a y affect
acceptance or rejection of the card. Co-relationships between these factors may
sometimes impact positively on implementation of the ECID card in Korean society or
vice versa. However, this study may not cover all sociotechnical factors, because of

limitations such as time and money. In order to manage this study effectively, it will b
necessary to reduce or categorise the various sociotechnical factors via literature
reviews. Also it will be necessary to discover key factors in order to obtain accurate
results of acceptance levels of the ECID card.

This study assumes that a large proportion of respondents involved in the data
gathering will have basic prior knowledge of the ECID card. Since the pilot project in
Korea, the effectiveness and usefulness of the card has been introduced and argued,

because the card is deeply related to the citizens' social lives. Citizens have also had
concerns and expectations regarding implementation of the ECID card. For these
reasons, it is assumed that the citizens have minimum knowledge of the ECID card and

definitions of the ECID card and other related sociotechnical factors thus will not need
to be provided during instrumentation to enable them to portray their attitudes and
acceptance levels accurately.

This study assumes that the samples used in the primary survey will adequately
represent the citizens' status of those who possess a current ID card in Korea. As the
sampling method in Chapter Six shows, Korean citizens are categorised by age,
educational level, and living area, and samples are determined by analysis of Korean

population statistics from the Statistical Office in Korea. For this reason, the samples
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m a y have similar distributions of Korean population statistics by age, educational status
and region, and the results may also be similar to results of national surveys in Korea.

Finally, this study assumes that results and theoretical relationships between key
sociotechnical factors can be indicated differently by circumstantial factors such as
consciousness of citizens, time and culture regarding implementation of the ECID card.
Social reaction or response of citizens, can be expressed variously because it can be
determined by social circumstance and/or citizens' ideas. This could become a key
factor for the success or rejection of implementation of the ECID card.

1.8 Hypotheses for this study

Five hypotheses were proposed to achieve the aim of this study. These

hypotheses will be tested in the main survey to analyse the relationship between factors.
The research hypotheses of this study are:

1) Increases in information crimes are associated with an increase in user
acceptance of the ECID card.
2) Increases in confidence in government are associated with an increase in user
acceptance of the ECID card.
3) Increases in information privacy concerns are associated with a reduction in user
acceptance of the ECID card.
4) Increases in electronic surveillance are associated with a reduction in user
acceptance of the ECID card.
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5)

Increases in citizens' awareness of the E C I D card are associated with an increase

in user acceptance of the ECID card.

These hypotheses can be represented in the form of a predictive relational model sh
in Figure 1.5

Information
Crimes
U C4
VI O

3

a

Confidence in
Government

J) (z)

Si

Citizens' Awareness
of E C I D card
Electronic
Surveillance
Information
Privacy concerns
Level of Sociotechnical
factors

Figure 1.5 Diagram showing relationship between the hypothesised sociotechnical
variables and the level of user acceptance of the E C I D card in Korea
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1.9

A Summary of the Following Chapters

This study consists of nine chapters for discussion of the ECID cards'
implementation in Korea. The first chapter discusses the background of this study, with

the issue of the ECID card and justification of the identification system in Korea. In t
chapter, the smart card and the ECID card were defined, and general features of the
smart card were discussed with a review of standards and security methods. However,

some important related factors in smart cards such as database(s), identifier(s) or huma
rights were not discussed in this research, because the focus of this research was to
discover the relationship between sociotechnical factors and user acceptance of the
ECID card in Korea. To understand a variety of current applications, it will also be of
help to understand what kinds of smart cards are currently used worldwide and why ID
cards are required in various contexts. Through definitions of theories, the importance
of such theories in modern society and organisations was discussed and used to aid

further understanding of the ECID card in this study. The other sections consisted of t
research questions, aims, objectives, assumptions and hypotheses for this study.

The development and relevant relationships in sociotechnical theory is discussed
in Chapter Two. The development of sociotechnical theory is divided historically into
three periods: early, middle and recent developments. Understanding these theoretical
developments, will also help in understanding changes in sociotechnical relationships.

Changes in relationships are also divided into three categories with the development of
theory and movements of implementation. Through this discussion, the way
sociotechnical theory is developed and implemented in industrial and social
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organisations is identified. This theory will also be used as a basic theory to identify key
factors regarding ECID card implementation in this study.

Chapter Three consists of an overview of the major registration schemes
worldwide, details of current ID card characteristics and a brief history of Korean and

the identification schemes of other countries. This chapter will discuss public attitud
for acceptance of new information technology and the sociotechnical factors regarding
implementation of the ECID card in Korea. It also discusses the sociotechnical factors,
such as awareness, confidence, information crimes, privacy concerns and electronic
surveillance, which are regarded in acceptance of the ECID card in Korea. Therefore,
through this chapter, core knowledge of key concepts such as ECID cards, identification
schemes and sociotechnical factors, will be increased.

Chapter Four discusses the methodology for the preliminary survey in 1997. It
discusses the methodology used in the survey design, sampling, and sample size.
Through discussion, it indicates why and how the survey method was used for this
study, justifying the sampling and its size, and how the survey was conducted.

Chapter Five analyses and discusses results of this study; identifying citizens'
awareness, influences and changes in relevant factors and identifying new problems that
may exist with ECID cards. Through the analysis, citizens' opinions on the ECID card
and new problems relating to the ECID card are highlighted and discussed in depth.
Sociotechnical influences and changes are also analysed and discussed using the

responses from the preliminary survey. With this analysis, the key sociotechnical facto
regarding ECID card implementation in Korea are identified for the primary survey.
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Chapter Six discusses the methodology for the primary survey in 1999. In this
chapter, the methodologies which are used in the survey, are justified and questionnaire
design, administration of survey, survey limitations, data coding and methods and
results of validation and reliability are discussed.

Chapter Seven shows the results and analysis of the primary survey. Throughout

this chapter, the level of each sociotechnical factor is explained and the hypotheses are
analysed. To develop a relational model, influential relationships between five key
sociotechnical factors and user acceptance of the ECID card are discussed, and its
impact is shown.

Chapter Eight discusses ideological conflicts for ECID card acceptance between
Korea and other countries. Through this chapter, the ideology for privacy concerns and
electronic surveillance regarding acceptance of the ECID card is discussed and the
relational model for ECID card implementation in Korea is also considered. Finally,
Chapter Nine summarises the research findings and discusses the implications of this
research for theory and practice. Limitations of this study are also indicated here.

Chapter T w o
A Review of Sociotechnical Theory
Development & Changes in the
Relationship between Social and
Organisational Factors

The development of sociotechnical theory has been influenced by a variety of
areas relating to social, organisational and technical systems. It has also made a
contribution through its use in solving problems and developing new theories. In this
chapter, sociotechnical theory will be defined in conjunction with definitions used by
other researchers, while development of the theory will be shown by following the
changes in its focus. This study focuses on the inter-relationships between social and
organisational factors.

Additionally, sociotechnical theory will be used as a basic theory for this study.
By using theoretical development and changes in the relationship between
sociotechnical factors, the initial and structural relationship will be necessary to
effectively implement the ECID card in Korea.
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2.1

Development of Sociotechnical Theory

The sociotechnical theory has been developed by many social researchers and
sociologists such as Chern (1976; 1987), Herbst (1974), and Pasmore (1995). Through
trials and observational fieldwork in work organisations, they have modified and
improved sociotechnical theory for its successful implementation, and proved its
theoretical validity. Using a synthesis of arguments from many sociologists and
researchers involved in sociotechnical theory development, the development of this
theory can be divided into three stages; early development - via the implementation of
machinery in work organisations, middle development - via scientific management with
automation, and recent development - via the introduction of information technology.

2.1.1 The early development of sociotechnical theory

The first stage of the theoretical development was achieved through the
implementation of new technology in industry domains between 1951 to the 1970s. At

that time, the development of sociotechnical theory mainly focused on the identificati

of basic factors such as human psychology by Trist (1951), culture by Rice (1953, cited

in Miller, 1978), and relationships between organisations and labour. These discoveries
were the basis for further development of the theory and a growing optimisation
between human labour and new technology. Through such research as the "British coal
mining industry" by Trist and the "Indian textile industry" by Rice, sociotechnical
theory has taken the implementation of new machinery in industrial domains as a
methodological position.
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Early sociotechnical theory was initially used to demonstrate an optimised nexus
between human labour and mining machines in coal mining. At that time, Trist focused
on the optimisation of the social system and the technical system. Thus, the research
focused on re-construction of labour organisations with the implementation of mining
machinery, because he believed implementation of the machinery would increase work
efficiency and productivity. However, the experiment did not reach his expectations
because of a lack of consideration of factors relating to human psychology. Trist also

found the psychological aspects of labour were an important factor in implementation of
new machinery to the work field. As a result, psychological factors were emphasised in
the sociotechnical theory.

In other research by Rice (Miller, 1978), the 'cultural problem' was evident in
the implementation of new technology. This research was similar to the coal mining
study. Through the observation of the weaving industry and its implementation of
machinery in India between 1953 and 1956, Rice found the cultural factor could have an
important effect in the optimisation of labour and machines. Therefore, with these two
major sources of research and their findings, the early development of sociotechnical

theory can be defined as a period wherein theory is established and the initial factors
discovered.

2.1.2 The mid-term development of sociotechnical theory

The second stage of theoretical development was achieved with such factors as
automation and the introduction of "Scientific management" by Taylor (Shaiken, 1984)
between the 1970s and the 1980s in industrial and social domains. Throughout this
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period, the focus of sociotechnical theory was improved from the discovery of basic

factors and optimisation between labour and new technology, to scientific management
concerning relationships between labour and work organisation (Waring, 1991),
organisational power (Salamon, 1992), and the use of sociotechnical theory as
methodology (Lindley, 1997). Sociotechnical theory has since been implemented in

organisations via "The Principles of Sociotechnical Design" (1976) and "Principles o
Sociotechnical Design Revised' (1987) by Cherns.

At this stage, sociotechnical theory was used not only as a tool for optimisation,
but also as a tool for innovation in organisational management and structure (Udo &
Guimaras, 1994). Also during this period, many work organisations focused on human
resource management using principles sourced from implementation of sociotechnical
theory, recognising that human labour is the basic resource of production (Zuboff,
1988).

Conflict between organisations and human labour has also increased because of
the replacement of human labour by new technologies (Butera, 1984). "Scientific
management" has contributed to re-organising and re-constructing organisational
structures, and changing relationships between labour and management via the
implementation of new technology such as computers. However, it sometimes causes
conflict between the two players (Shaiken, 1984; Williams, 1991).

Another reason for conflict was, and is, factory automation. The implementation
of new machinery has contributed not only to increases in productivity and revenue,

also to reductions in labour levels and roles (Rochell & Spellman, 1987). As a resul
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organisation can have great power over labour such as through convenient surveillance
and control of work places and their labour via developments in new technologies and
management skills. In addition, this is justified by organisations who cite protection
profits and property. As a result, surveillance and control of work places and labour
have been identified as a core reason for conflict. Therefore, this situation can be
defined as a period where new problems may occur via the implementation of scientific
management. Also this is an unstable situation for the development of theory.

2.1.3 Recent developments in sociotechnical theory

The current stage of the development of sociotechnical theory has been achieved
via implementation of information technology in organisations and in the public domain
in the 1990s. With the introduction of computer and network technology in
organisations, sociotechnical theory has become an important theory and methodology
for organisational structure and administration development, and for analysis of
associated problems (Williams, 1991).

In the 1990s, the focus of sociotechnical theory has moved from industrial and
organisational domains to public domains. This has meant the theory has forged a deep
relationship with many social aspects. Recently, sociotechnical theory was used as a
guideline for analysis and organisational design, and as a tool for understanding
relationships among the social, organisational and technical factors implicit in the
implementation of information technology (Lindley, 1997). The social system was also
emphasised more than the technical system because of the main domain moving to the
public sphere.
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Therefore, this stage is somewhat different from the previous two stages. The
previous two stages of development focused on organisational management and
relationships between labour and new technology in inter-organisational domains. This
stage, however, has focused on the effective development of information technology,
and the social aspects within the public domain. Sociotechnical theory has been
continuously developed and modified by many sociologists and researchers with the
development of new technologies and implementation purposes. Thus this age can be
defined as a new era for the development of sociotechnical theory and redefining
relationships via the implementation of information technology and movement of
domains. The next section will discuss the changes in sociotechnical relationships via
the development of theory.

2.2 Changes in Sociotechnical Relationships

All social organisations have inter-relationships among social, organisational
and technical factors. Each of these factors has a quite different relationship to the
others via different points of view, implementation domains, cultures, times and places.
This means relationships between factors have great variance when situational changes
arise. Therefore, the sociotechnical relationship between factors can also be defined
differently according to differences in the situation.

Thus, the changes in each relationship in this study can be divided into two
stages with the development of sociotechnical theory and its point of view. The first

stage is the general inter-relationships between each sociotechnical factor in industri
and organisational domains, since the Industrial Revolution. At this stage, the inter-
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relationship of the social factors ( H u m a n labour) and organisational factors (Factory)
will be demonstrated with some definitions.

The second stage is inter-relationships in public domains occurring since the
implementation of sociotechnical theory into public domains with information
technology. At this stage, changes in inter-relationships will be shown along with some
problems occurring in relationships that allow modification of sociotechnical theory.

2.2.1 The inter-relationship between the industrial and organisational domains
and sociotechnical theory

During the period from the introduction of sociotechnical theory in 1951 through
to the 1980s, the development of the theory has focused on the optimisation of human
labour and machinery, re-design of work and re-construction of organisational
structures. Thus, during this period, sociotechnical theory has been developed in the

industrial and organisational domains. In the industrial and organisational domains, the
inter-relationship can be defined as per Figure 2.1

As with the early and middle development of sociotechnical theory, each factor
can be defined as 'Labour', 'Factory' and 'Machinery'. At that time, sociotechnical
theory mainly concerned itself with the optimisation of human labour and new
technology under organisations of production. Therefore, 'Labour', 'Factory' and
'Machinery' can represent each factor.
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Social factors
(Labour)

Control

Organisational
factors

Innovation

(Factory)

Technological
factors
(Machinery)

Figure 2.1 Diagram showing inter-relationships between sociotechnical factors in
the industrial and organisational domains with the implementation of machinery
(Source: Casey, 1995; Benson & Lloyd, 1983)

Social factors
(Employees &
End users)

Organisational
factors
(Social
organisations)

Control
Innovation

Technological
factors
(Information
Technology)

Figure 2.2 Diagram showing changed infer-relationships and sociotechnical factors
in the public domain with the implementation of IT (Source: Salamon, 1992; Casey,
1995)
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The inter-relationship between social and organisational factors can also be
defined as 'control' and 'obedience'. A s "Work, self and society" by Casey (1995)
shows, organisations have increased control and management of their workers to
increase productivity with industrialisation. In contrast, low or semi-skilled labour
forces have obeyed organisational controls because they do not want to lose their jobs
and be replaced by n e w technology (Benson & Lloyd, 1983).

In military or technological spheres, the word 'control' has different meanings.
However, the definitions below will follow the social and organisational point of view.
Shannon and Weaver (1949) define 'control' as including "all the procedures by which
one mind m a y affect another" (cited in Beniger, 1989, p.54). Roucek also defines the
meaning of 'control' in his journal article, the Concept of Social Control in American
Sociology (1978), as accepted English notions of power, management, domination and
authority, and European models of supervision, inspection and surveillance. Cash, et. al.
(1994) defines the purpose of'control' as;

"to create a set of conditions that improve the likehood that desirable
outcomes will be achieved, despite the changing technologies, market,
competitive conditions, and other features of an organisation's volatile
environment." (p.96)

Through 'control', organisations can obtain great power because they can define
the relationship of'master' and 'servant' (Doray, 1988). Organisations can also control
their labour force by training, salaries, and other mechanisms (Casey, 1995). With
industrialisation, this relationship has strengthened because organisations need mass
production for a competitive advantage, and labour is afraid of being replaced by

48

automation (Benson & Lloyd, 1983). A s a result, organisations can control their human
labour forces, while labour obediently follows the control of such organisations.
However, these controls by organisations can cause conflict between labour and

organisations, and have also been implicated as a reason for increasing surveillance of
labour and workplaces.

These relationships have changed with the development of sociotechnical theory
and some related research driven paradigms such as the introduction of "Scientific
Management" by Taylor (Shaiken, 1984). Through the introduction of new technologies
and management methods in the 1970s, the relationship of labour and organisation has
changed in some sectors from control and obedience to co-operation (Edward, 1986).

However, this change is a small part of overall change and it has not influenced change
in inter-relationships because these small changes have been conducted in industrial
organisational domains. For these reasons, organisations can strongly control their
human labour, while labour obeys and follows their control. These relationships have
been changing slowly with changes in labour's awareness such as the importance of
labour unions and the development of new technologies.

2.2.2 The inter-relationship between the public domain and sociotechnical theory

With the movement from the industrial and organisational domain to the public

domain and sociotechnical theory concerns, the inter-relationship between the industri
and organisational domain to the public domain has also changed.
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Comparing the previous stages of inter-relationship, sociotechnical factors have
changed. These changes include an expansion of the term 'human labour' to the more
expansive 'employees and end users', while organisational factors have changed from
factory to more broader 'Social organisations' which form a part of society, such as
government. This means the width, variety and number of each factor just has
broadened with the development of sociotechnical theory and industrialisation, (see
Figure 2.2)

Following the focus of the movement of sociotechnical theory from the
industrial and organisational domain to the public domain, the inter-relationship
between social and organisational factors has been found to cause some problems such
as increases in 'surveillance' with new technology and 'conflict' between employees
and end users and organisations (Salamon, 1992; Casey, 1995). 'Conflict' has occurred

from its origins in an early sociotechnical relationship with 'obedience', between soci
and organisational factors.

Changes from 'control' and 'obedience' to 'control', 'surveillance' and

'conflict', will have greater meaning compared to their previous relationships. 'Contro
and 'surveillance' by social organisations may mean they will have stronger powers
with the adoption of new management skills and the implementation of new
technologies for surveillance and control, as compared with previous relationships.
Also, the 'conflict' occurring from employees and end users, may provoke a reaction to

prevent this, resulting in increases in control and surveillance by social organisation
These positive co-relations have become severe with rapid industrialization and the
movement of domains from industrial to public.
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With the rapid development of technologies and

a variety of social

organisational purposes, social organizations themselves have required new
management skills and the implementation of new technologies to take the competitive
advantages over other organisations in areas such as increased work efficiency and
productivity. For this reason, social organisations have introduced new management

skills and re-organised their own structures, by so called "Re-engineering". As a resu

to achieve new objectives, control over employees and end users by social organisation
has become more severe.

The implementation of new technologies, such as computers and video cameras,
has seen an increase in electronic surveillance in the work place. From the social

organisation's point of view, this is part of their right to protect their property an
increase benefits. The use of computer and video cameras has especially changed the

method of surveillance to a reliance on electronic surveillance. With the use of these
tools, some social organisations have begun surveillance of their employees' and end
users' actions in a closer and deeper fashion.

'Conflict', the reaction from 'control' and 'surveillance', has also become more

severe with the movement of the domains. This is an expected result. With the increase

in control and surveillance, employees' and end users' behaviour are closely scrutinis

by social organisations via the use of specific computers and video cameras. This mean
that personal aspects of employees and end users in the work place can be monitored
electronically.

51

L y o n and Zureik (1996) define surveillance as, "the monitoring and supervision
of populations for specific purposes" (p.3). As this definition shows, surveillance is
simply monitoring and supervising others. However, electronic surveillance is not only
monitoring and supervising via new technology. Surveillance cannot only impact on the
workplace and worker's attitudes, but also on their personal lives via electronic
mechanisms.

Therefore, electronic surveillance can be defined as surveillance of individual

behaviours and actions in social life, via electronic technology. 'Electronic surveillan
of both employees and their workplace has developed with the implementation of
information systems and technologies such as computers and networks in the public
domain. This has caused 'conflict' between social and organisational factors.

In social organisations, electronic surveillance occurs often without any notice to
employees and end users. This increase in electronic surveillance can be a major cause
of increasing 'conflict' between social organisations and their employees and end users,
whose personal privacy, in such contexts as the work place, is not protected. Thus, a
major reason for the increases in conflict between social organisations and their
employees and end users, can be defined as stemming from the implementation of new
technologies and management practices, and increases in control and electronic
surveillance by such technological implementations.

Their relationships have been developed on the basis of earlier relationships with
the implementation of information technology and the movement of domains. With the
implementation of information technology and systems in social organisations,
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organisations n o w have n e w powers of control over their organisational structures such
as their employees and end users of the system. Also, social factors have changed. Low
and semi-skilled labour has been re-contextualized as employees and end users who are

multi-skilled. As a result, the relationship has changed from 'control' and 'obedience

'control', 'surveillance' and 'conflict' with the development of sociotechnical theory.

Within this relationship, social organisations have monitored their employees'
and workplace generally. Employees and end users have also resisted such electronic
surveillance and monitoring (Aungles, 1991; Casey, 1995). In this process, the inter-

relationship ('surveillance' and 'conflict') has taken a position between social fact
and organisational factors.

2.3 Conclusion

Since the first development of sociotechnical theory by Trist and Bamforth
(1951), the theory has been developed and modified with the introduction of new
technology and periodic changes in situations that exist in organisations and society.
The early theory was developed in the industrial domain for the optimisation of human
labour and machinery. This proposition has been promoted to a theoretical development

and linked to issues of new research related to society and organisations. With a varie

of research on this theory, it has become a principle tool for changing society and reconstructing industrial organisations.

This theory has also been developed and modified with the movement of its
implementation domain by changes in periodic situations. Since the 1990s, the
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development of this theory derived from industrial domains, and it has been newly
positioned in the public domain with the introduction and development of information
technology. This is because information technology has been related to organisations
and technologies, and is also deeply related to social aspects. The value of information
has been recognised as a new product, like other products from factories, and
information has been utilised between organisations and society as an important
medium in their relationship.

With the development of this theory, the relationship between sociotechnical
factors has changed. The early inter-relationship between social and organisational

factors could be defined as 'control' and 'obedience'. Recently, their inter-relationshi
was changed to 'control', 'surveillance' and 'conflict'. These changes occurred for two
reasons; changes in technology and a growing awareness of the purposes of
organisations and society. Recent inter-relationships with the movement of domains
from industrial to public, have caused further new problems to occur and have further
developed sociotechnical theory. This is partly because of the changes in awareness
between social and organisational factors caused by the implementation of information
technology.

These problems can be used to develop our understanding of sociotechnical
theory in understanding the relationships between the identified sociotechnical issues
relating to user acceptance of the ECID card in Korea. To reduce the impact of some of
the identified user concerns, and to develop our understanding of sociotechnical theory,

this study will try to re-define the inter-relationship between social and organisationa
factors with new definitions of each factor. New definitions of the hypothesised inter-
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relationships using modifications of sociotechnical theory will also be considered to
assist the implementation of the ECID card in Korea. The outcome should also provide
additional insights into other IT related projects in organisations that implement new
technology such as the Internet, electronic commerce and smart cards.

Therefore, sociotechnical theory is used for several main purposes in this study.

Firstly, it is used to develop our understanding of the sociotechnical issues impacting

the introduction of the ECID card in Korean society. Secondly, it is used to discover th
relationships between the key sociotechnical factors and their likely impact on
implementation of the ECID card in Korea. Finally, sociotechnical theory is used here
as an initial paradigm, to provide a theoretical framework and to discover the most
effective relationship with the ECID card implementation between factors.
Consequently, sociotechnical theory is used both as a background theory and as a tool

of this study to help to identify key factors and relationships for the implementation o
the ECID card in Korea. In this sense, the outcomes might also be used by Korean
ECID card designers, to both predict and improve the ECID card acceptance by users.

Chapter Three
Background to the Introduction of the
E C I D card in Korea and the
Sociotechnical Context

This chapter has two main purposes. T h efirstis to describe the identification
scheme and associated card to increase understanding of the situation in Korea as it

relates to government ID card initiatives. With this understanding of the identificatio

scheme, the reasons behind both issues relating to the ECID card, and problems relating

to the ID card itself, will be more fully understood. The second purpose of this chapte
is to identify and justify the variables which impact on user acceptance of the ECID
card using sociotechnical theory as a framework. The key factors that influence the

level of user acceptance will be identified, as well as the main variables which impact

on the level of acceptance, in order to identify and predict the influential relationsh

3.1 An introduction to the ECID cards in Korea

With the rapid development of computer and communication technologies, the
use of the smart card has become widespread as a new solution for current social,
economic, and political problems. In regard to the application of the smart card as an
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E C I D card, a brief history of the ID card in Korea, related issues and characteristics of
such cards will also be described as an example.

3.1.1 The Identity Registration and Inhabitant Registration Schemes in Korea

This system, which registers all citizens' personal information for government
use, is divided into two major schemes; the 'Identity Registration Scheme' and the
'Inhabitant Registration Scheme'. In Korea's case, the identity registration scheme is
the 'Census Registration Scheme', and the inhabitant registration scheme is the

'Citizen's Resident Registration Scheme'. The identity registration scheme is an offici
endorsement scheme, as all births, marriages, divorces and deaths are registered (Kim,
1996b).

Many other countries have similar types of identification and/or registration
schemes. This identity registration scheme is based on 'Civil Law' (especially 'Family
Law'), while the inhabitant registration scheme is based on 'Administration Order' (Gu,
1994). These two major schemes have some relative, but their content, uses, and
purposes of registration are different.

The citizen's resident registration scheme in Korea is somewhat different in

purpose compared to the identity registration scheme. The citizen's resident registrati
scheme has the same characteristics as 'National Identification Cards' in other

countries. However, the current citizen's resident registration cards in Korea have been
developed in conjunction with the citizen's resident registration scheme, and the new
ECID cards have resulted from a combination of the 'National Identification Cards
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Scheme' and the 'Inhabitant Registration Scheme' via the medium of n e w technology

(i.e. smart cards). Therefore, this section will discuss and analyse both citizen's res
registration cards and the new ECID cards.

3.1.2 Citizen's Resident Registration scheme and card characteristics

The inhabitant registration scheme in Korea is operated under the name of
'Citizen's Registration'. The cards used in this scheme are termed citizen's resident

registration cards. The control of this scheme is via local mayors, and thus is operate
manage local citizens on behalf of the local government executive (Kim, 1979b; Kim,

1997b). However, the citizen's resident registration scheme and its relevant cards have
many factors which cross over normal boundaries set for the management of local
citizens.

Nationality issues regarding Korean citizens are regulated in the 'Korean
National Constitutional Law' (in Article 2), and the 'Nationality Law' (in Article 2,

paragraph 1), which defines a citizen's nationality by their father's nationality (Kim,

1996b). In addition, Korean citizens do not hold any identification cards that prove th
nationality. Thus, citizen's resident registration cards are identification cards that
used for the interests of executives of local governments regarding local citizens.

However, the citizen's resident registration scheme and its cards contain strong
national implications and purposes rather than simply local concerns (Kim, 1979b; Kim,
1997b). This scheme has operated under the force of the law, and its form and content
have been united throughout the whole nation. Specific identification numbers have
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been granted to all citizens. The specific contents for official and public use by
government such as military record and fingerprints, have also been stored and used in
this scheme as well as in the citizen's resident registration cards.

In this context, the citizen's resident registration scheme and its cards have
mainly specific purposes (e.g. surveillance and control), rather than general purposes
(e.g. identification). Indeed, the citizen's resident registration scheme is a fully

nationwide resident registration scheme, and the citizen's resident registration cards a

used as national identification cards. This scheme has quite different characteristics in
terms of the management of local citizens by local governments, as compared to other

countries. For further information see section 3.1.3 - Citizen's Registration and Nation
Identification Schemes in other countries.

The 'Local Government Law', which also regulates citizen registration, is the
responsibility of local government (Lee, 1991). However, its overall management is
currently conducted by the central government. Thus, the citizen's resident registration
scheme is used primarily for human resource management purposes for the nation by
central government, and to a lesser degree for citizen management purposes by local
governments. Therefore, as discussed above, Korea has a citizen's resident registration
scheme and a national citizen numbering scheme, both of which have particular
purposes and are operated compulsorily by the central government.
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3.1.3

Citizen's Registration and National Identification scheme in other countries

Most countries worldwide have an identity registration scheme to identify their

citizens' family ties and social position. Inhabitant registration schemes and natio
identification schemes are both used partly for these purposes. Some OECD nations
such as the United States, Canada, New Zealand, Australia, Ireland and Sweden
however, do not have a national identification scheme (Privacy International, 1996).

Notably, in 1985, Australia tried to implement a national identification scheme (i.e

"Australian Card") to help solve problems such as tax evasion, welfare fraud, and il
immigration. However, citizen resistance, for over two years, defeated the proposals
(Clarke, 1987a).

France has an optional national identification card scheme and inhabitant

registration scheme. Both schemes are operated separately. However, all citizens have
personal ID numbers issued at birth (Kim, 1978a). In Germany, citizens do not have
'personal ID numbers', but an inhabitant registration scheme is operated by local
government (Kim, 1978b). In the case of the U.S., U.K. and Canada, none of these

countries have a citizen registration scheme or united national identification schem
a result, citizens from these countries do not possess personal ID numbers. However,
"Social Security Numbers (SSN)" are used for similar purposes in the U.S. (Clarke,
1994).

Since 1947, Swedish citizens have been allocated personal ID numbers and
'Inhabitant Registration Books'. Two hundred years ago they were managed by the
church. Now, they are managed by government. A database of such information has
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been in use since 1967. Norway has also implemented a citizen's registration scheme
since 1963. It is used for census purposes, and managed by the Central Statistics

Agency. Additionally, a citizen's registration scheme has been running in Denmark and
Belgium since 1968 and in Finland since 1972. The citizens in these countries have

personal ID numbers, but no national identification card scheme exists (Clarke, 1994;
Park, 1994). The main reason these schemes operate without any major conflict can be

attributed to three main factors; 1) those countries have laws and schematic provisio
for the protection of personal data held by government; 2) such governments require

only small amounts of personal information and; 3) high citizen confidence in their o
government.

As shown in the examples above, many countries have a citizen's registration
scheme, national identification scheme and personal ID number scheme. However,
these schemes are operated differently and in isolation by many of the countries.

Furthermore, no other countries use the three schemes simultaneously except for Korea

3.1.4 The Korea pilot ECID card project

The initial plan for this pilot project was launched in mid-1995 by the Ministry

of Domestic Affairs, because the Korean government believed a new identification card
was required to reduce card forgery and misuse and increase government agency
efficiency. Thus, before the official operation of the ECID card commenced in Je-ju

Island in 1998, the Korean government launched a pilot project to investigate probabl

problems relating to the day to day operation of the scheme. The project would verify
technical factors about card manufacture and issuing methods, indicate applicable
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services, extend the functions of the E C I D card and verify the reliability of the scheme
by analysing the results of the pilot project.

The pilot ECID card project was conducted by the Korean government (mainly
through the Ministry of Domestic Affairs) at Joong-Ang-Dong in Gwacheon for 4
months (March 1 1996 - June 30 1996) along with the co-operation of local government
agencies. The project involved about 15,000 citizens who lived and worked in the
Joong-Ang-Dong area. Thus, this pilot project was designed and operated in real life

conditions in order to ascertain any operational or systematic problems that might exi
with the scheme. The ECID card was issued to willing candidates over 17 years of age
selected by local government. The card was manufactured as an 8 Kbytes capacity IC
card by Mondex (a UK smart card manufacturer). The current Citizen Network was used
for card operation (National Computerisation Agency of Korea, 1996c; The Ministry of
Domestic Affairs, 1997).

The pilot project can be categorised into three main parts; the construction of the
card issuing and operating system, the pilot project operation and the analysis and

evaluation of the project result. For the construction of the card issuing and operatin
system, many organisations and government agencies in the area, were involved. For
card issue and manufacture, the "Korean National Bank" designed the cards'

background, while other organisations attended to the printing of individual data on t
card's surface. The collection of personal data was conducted via the Department of
Police, medical insurance organisations, citizen's welfare pension organisations, and
local government offices. That individual information was divided into 14 items for
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visual identification, and 39 items for internal management via the E C I D card. It was
also sent and stored in databases in the government's Card Administration Centre.

The construction of the network and equipment required for the cards' operation
was conducted by the Korean company - "Dacom". (The Ministry of Domestic Affairs,

1996b) Major operations relating to the ECID card operation were used via the curre
Citizen Network with equipment linked up via related organisations such as local
government offices and police. The operating system was constructed by "Dacom" and
managed by the Card Administration Centre.

The pilot project operated for four months in the specified area. Major services

were conducted via local government offices, and each role was conducted by related

organisations. The main control for this project operation was handled by the Mini

of Domestic Affairs. The pilot project was successfully completed on June 11, 1996.
During the project, many problems were identified by many of the organisations
involved. These were analysed and evaluated by the National Computerisation Agency

of Korea and the Ministry of Domestic Affairs. Some problems identified are shown i
Table 3.1.

Table 3.1 S u m m a r y of identified problems from the pilot E C I D card project to
assist main I D card project launch
Organisations
Local government offices
National welfare organisation
Automatic certificate issuing machine

Problems
Fingerprints identification
Certificate issuing
Relationships with other welfare organisations
Location and security
Use by other persons

aa«««iMiMtWii«n«««iflfts»aMi««n«rt«^

(Source: National Computerisation Agency of Korea, 1996c)
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These identified problems have been studied by the National Computerisation
Agency of Korea (1996c) and the Ministry of Domestic Affairs (1996b) to assist the
main project launching and re-design of the ID card plan (see Table 3.1). These two
organisations also evaluated the pilot project individually, however, in both of the
evaluations the scale was small. Problems were not identified sufficiently for this
reason. More investigation is required to identify greater problems and re-design the
project optimally.

3.1.5 An evaluation of the ECID card and current Resident Registration Card

Both the ECID card and the current resident registration card have different pros
and cons in use and in social and governmental aspects. Because the ECID card is an
enhanced scheme planned to solve problems occurring from the use of the current

resident registration card, the experience arising from the cons of the current resident
registration card can thus become part of the pros of the ECID card.

i) Ease of carrying of card
Both the ECID card and the current resident registration card are similar in size

to normal bank and credit cards. Thus they are easy to carry in a wallet along with othe
similar cards.

ii) Modification of information
Individual information contained in the ECID card can be divided into two
types; visual and stored information. The visual information is displayed on the card
surface. It includes a photo, name, resident registration number, date of issue,
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fingerprint, drivers' license number, license category and conditions. However, this
information on the card surface cannot be modified because after the card has been
processed and printed - it is protected by a plastic coating (i.e. physical security)
(National Computerisation Agency of Korea, 1996d). The stored information in the chip
such as address, medical and welfare information and personal certificates, however,
can be modified via specific equipment by authorised government offices, because such
information may need to be altered legitimately due to changes in an individual's details
contained in the chip (i.e. address).

iii) Card forgery
The printing method for the surface information contained in the ECID card is
somewhat different compared to the current resident registration card. In the case of the
current resident registration card, the surface information is written in by government

officers and a photo is attached before the card receives its soft plastic coating (Nati
Computerisation Agency of Korea, 1996d). Thus, the surface information and photo
could be potentially modified or replaced by unauthorised persons. However, surface
information including the photo in the ECID card, is printed via a computer by a
specific printing method and coated with a thin plastic film (The Ministry of Domestic
Affairs, 1996a; 1996b). Thus, the surface information on the ECID card should be much
harder to falsify.

iv) Quality of card security
The current resident registration card has only a low level of security. It is
protected only by its specific paper design and soft plastic cover. As a result of this,

current resident registration cards are often used in social crimes because of the ease of
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forging such cards. However, the E C I D card employs higher levels of security
mechanisms such as Personal Identification Number (PIN), public key and data
encryption along with the current security regime.

The use of PIN can limit access to individual information in the ECID card by
denying such access via authorisation held by the card's holder (National
Computerisation Agency of Korea, 1996d). The use of the public key can also limit
access to other information by unauthorised government officers' and agencies held in
memory (National Computerisation Agency of Korea, 1996b). Thus, information which
relates to other areas cannot be disclosed by other government agencies and officers.
Data encryption is a form of high security technology in smart cards. Most information
and data are transferred via networks and stored in government databases. For this

reason, the highest security level is required to prevent unauthorised access and inv
from criminals. The ECID card uses this data encryption method to transfer data via
networks. For these reasons, the use of the ECID card should be safer than current
resident registration card use in Korea.

v) Information capacity
The current magnetic strip card used in bank and credit card applications, has a
limited number of characters - a maximum of 226 characters when all tracks are fully
loaded (Bright, 1988). However, smart cards have a huge memory capacity compared
with magnetic strip cards or paper printed cards. This is an advantage of smart cards.
fact, its memory size ranges from less than 1 Kbit to over 8 Kbytes. ECID cards can
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also have a m e m o r y , which is over 8 Kbytes (The Ministry of Domestic Affairs, 1996a;
1997), and such cards can store over 8,000 English and over 4000 Korean characters1.

Thus, ECID cards can store a great deal of personal information including
individual certificates. The memory capacity of smart cards can also increase with
developments in chip technology. The scope for adding more information in the current

resident registration card is limited, however, because the surface of the card is alread
being used to just about a level of maximum capacity. Therefore, the card can only
carry limited individual information that can be only used in a basic fashion.

vi) Multiple uses
The current resident registration card contains limited information for individual

identification purposes. It is used to confirm citizen identification via scrutiny of its
photo and resident registration number. However, ECID cards have many types of

personal information details and certificated information used for a variety of purposes.

It thus can be used in broad areas of social life as it provides a variety of information
individuals.

vii) Government offices' paperwork
Current local government work tasks relating to resident registration are based
on 'paperwork'. The original copy of a resident registration in local government offices

is in a paper form as are other individual certificates. Since the middle of the 1980s, i
spite of computerisation of resident registration information, the original copy has
remained in a paper form, and approximately 170 million copies of individual

1

An English character consists of 1 byte, and a Korean character consists of 2 bytes.
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certificates have been issued every year via local government offices (The Ministry of
Domestic Affairs, 1996a; 1996b).

However, the use of the ECID card can reduce such inconvenience because the

card contains most of the individual information and essential certificates required fo

citizen's social life. Thus citizens can use a variety of certificates simply by their u

the ID card without worrying about paper certificates. Government offices will also then

be able to reduce paper based work tasks that were once integral for issuing certificate

viii) Number of government offices and officers
A government report in 1996 stated that 3753 local government offices exist and
75678 officers work in these offices (National Computerisation Agency of Korea,
1996b). Within the context of the resident registration card, these numbers of offices

and staff are required for administration and the provision of public services to citiz
However, with the use of the ECID card, these large numbers of local offices and
officers will not be needed because individual certificates and other documents can be
issued via ATM (The Ministry of Domestic Affairs, 1996a). The use of the ECID card

can also contribute to a reduction in the number of local government offices and officer
whose work involves issuing certificates.

ix) Citizen surveillance
Surveillance of citizens' information via the current resident registration card is
limited because individual information is registered, stored and managed only in local
government offices. The government in fact depends on local government offices for

the collection of surveillance information on individuals. In particular surveillance o
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limited amount of resident registration information, which is managed by local offices
such as individual alternation and movements' records, family records and taxation
records is carried out.

However, the surveillance of citizens via the ECID card will be more severe
than the surveillance conducted via the current resident registration card because the
ECID card can be used as a tool for electronic surveillance. This surveillance includes
monitoring of individual resident registration information, medical as well as welfare
records, criminal records, and taxation records. With the use of various networks and
computer databases, the surveillance conducted via ECID cards can identify the time
and place of use, and cause privacy infringement of individual's lives (Social Group of
Citizens for Opposition of the ECID card and Protection of Privacy, 1997).

x) Issuing certificates
The purpose of the current resident registration card is only identification. Thus,
it does not contain any certificates. As a result, citizens who want certificates, must
to their local government offices and often spend a great deal of time in this process,
causing them inconvenience. However, the ECID card contains essential certificates
such as 'Citizen's Resident Registration Attested Copy' and 'Citizen's Resident
Registration Abridged Copy', These certificates can also be issued in paper form via
the use of the ECID card in publicly accessible ATMs. Certificates can also be

represented via the use of ECID card because they can store certificates in a convenient

fashion. These options allow citizens a greater choice in their dealings with government
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xi)

Management of personal information

Most personal resident registration information is stored in the databases of

government agencies. For this reason, when citizens require individual certificates, t

must go to the local government office for the issuing of such certificates. However,
ECID card contains both personal information and certificates. Additionally,
government agencies will not need to maintain information on citizens to issue

certificates and other documents. With their ECID card, citizens thus can reduce their
own concerns about the management of individual information by government.

In summary, as discussed above, both the current resident registration card and
the ECID card have pros and cons, and some pros of the current ID card may be cons of
the ECID card or vice versa. However, the ECID card provides greater merits than the
current ID card such as high quality of security and convenient use.

3.1.6 Features of the ECID card

Physical features of ECID card
In terms of physical features, the ECID card is the same as a normal smart card.
It follows the ISO 7816 standard. It consists of a contact surface, various memories
(RAM, ROM, EEPROM), CPU, and COS. The design and features of the new ECID
card are shown at Figure 3.1 and Table 3.2.
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Characteristics of the ECID

card

i) Technical characteristics
The ECID card is the same size as normal credit cards, and able to in/output and
control data because it contains non-volatile memory (NVM). It also has a large
memory which can contain 8000 characters of data (Kim & Kim, 1996). As compared
to magnetic strip cards, the ECID card has over 100 times more memory capacity. The
smart card can overcome the disadvantages of magnetic strip cards, such as easy misuse

and forgery achieved by decoding of data. The smart card has self-protection functions,
such as a Data Encryption Standard (DES) algorithm, and uses key formats such as PIN.
The magnetic strip cards however have a memory medium located on its surface, and
they only use PIN. Thus, smart cards can provide a higher level of security than
magnetic strip cards.

ii) Functional characteristics
The smart card is able to incorporate bi-directional communication, distributed
data operation, and protection functions. This is because it has basic communication,
memory and data processing functions (National Computerisation Agency of Korea,
1996b). Relating these functions to the ECID card, the most notable characteristic is
protection function of data and information. For example, when ECID cards are used as
medical insurance cards, confidential personal medical information and data cannot be
scrutinised or modified by unauthorised persons. Another example is ID cards used as
financial cards. They should also be safe from misuse and forgery. For the reasons
outlined above, the ECID card can thus solve a number of important security problems
relating to the current resident registration card.
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Table 3.2 Overview of planned contents and smart card standard for the E C I D
card use in Korea (1996)
Items
CPU
COS
Memory capacity
Data communication
Contact surface
Sizeof card
Material
Strength
Encryption algorithm

Contents
8 bit Micro Computer Unit
C o m m a n d structure of ISO 7816-4
Over 8Kbyte E E P R O M by mullet-directory structure
ISO 7816-3 (Speed: 9600 bps)
8 pin contact by ISO 7816-2
ISO 7810, ISO 7816-1 (85mm x 53.98mm x 0.8 m m )
Mullet-layer P V C
Data processing of IC should be able to be used over 100,000 times
for a period of 10 years and over.
D E S algorithm

(Source: The Ministry of Domestic Affairs, 1996a; 1996b; 1997)

N

f—
Card Name

f

Dricers License
Drivers License No.

Photo

>A ^

License Category

Card holder's n a m e
Valid Dates

Resident Registration No.

Notice for Medical Insurance
You should submit this
card, before medical treatment
W h e n you have an accident, you
should notify your medical
insurance organisation

License Condition
Specification
Finger Print

Date of issue

Stamp of
issuer

Head of police department

Organization of issue

k

/

Front
Back
Figure 3.1 Planned design and surface citizen's information of the E C I D card in
Korea (Source: The Ministry of Domestic Affairs, 1996a; 1996b; 1997)
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The E C I D card does, however, have several problems relating to card use. There
are nevertheless several solutions that can be suggested to rectify such problems.
Firstly, duplicate cards can be used. The ECID card, however, provides reasonable

safety in this regard, because its data and information is not able to be decoded witho

suitable facilities and expert skills. Thus, illegal duplicated cards cannot normally b
used as original cards.

Secondly, lost cards could then be used by unauthorised users (i.e. "Hackers").

General magnetic strip cards use a PIN for personal indication and data transaction. Th

PIN in the ECID card, however, is stored by encryption. Even if data is intercepted via
data communication networks by "hackers" and/or other unauthorised users, the PIN in
the ECID card will be displayed in an un-readable format if the data itself is not
decoded. To further increase ECID card security and cardholder identification,

biometric identification techniques such as electronic signature, voice and fingerprint
can be used (Devargas, 1992; Bright, 1988).

Finally, data transactions by a magnetic strip card between a card reader and a
mainframe computer, can mean data may be intercepted. Thus, the use of a smart card
can make electronic transactions safer because of several smart card characteristics,
such as greater reliability and increased security of data, discussed above.

3.1.7 Network used for the ECID card system's operations

As "The Plan for the ECID Card Project" (The Ministry of Domestic Affairs,
1996a) stipulates, the new network to be used for the project will utilise the current
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Citizen Network. Basically, the network will consist of a collapsed backbone structure
that uses an Asynchronous Transfer Mode (ATM) backbone and "workgroup switch" in
the proposed card administration centre. Between the centre and other offices (other

government organisations administrating the ECID card project), the network, however,
will be connected by a direct network instead of a Citizen Network. The use of
"Transmission Control Protocol/Internet Protocol (TCP/IP)" and "Classical IP over
ATM (RFC 1577)" is also suggested by network engineers for future use (National
Computerisation Agency of Korea, 1996b). Direct networks will be used to connect the

card administration centre, national pension corporation, local government offices, th
Department of Police, medical insurance offices and automatic certificates issuing
machines. TCP/IP protocol will be used in connections among them via the Citizens
Network. A schematic diagram of the network for the ECID card system is shown in
Figure 3.2.

3.1.8 The planned security methods for the ECID card operations

The ECID card project is an important system in terms of Korean social life. To

prevent the misuse of personal information and card forgery, a high level of security

required for the project. The security of the ECID card can be broadly divided into t
major categories; Card and Network security.

i) Card security
For visual security, the ECID card uses a specific background design, which will

be printed via a special printing technique (similar to that used for the printing of

currency). Additionally, the cards contact points will be designed to prevent misuse a
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card forgery. Personal information, such as the photo on the surface of the card will also
be protected from forgery by the printing of a special hologram film on the card
(National Computerisation Agency of Korea, 1996d).

For the information contained in the IC chip, several security methods and
techniques will be used. Firstly, use of the ECID card will only be permitted via a
personal PIN and photo and personal resident registration number shown on the card

surface. The PIN is created by the cardholder, and for data transactions, the cardhol
must use their PIN before they are allowed to use their card in an Automatic Teller
Machine (ATM). The ECID card will be identified by ATMs and computer terminals

via comparing the photo and resident registration number with stored information on t
cardholder (National Computerisation Agency of Korea, 1996d).

Secondly, the internal card's serial number and encryption algorithm will

prevent unauthorised access to, and misuse of, the ECID card. The IC chip will contai
a serial number. Lost cards will not be able to be used by persons other than the
individual cardholder because the card administration centre will be able to prevent

through their card issuing functions. The data encryption algorithm will also be used
prevent access and forgery of COS and specific personal information (National
Computerisation Agency of Korea, 1996d).
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Figure 3.2 Overview of schematic diagram for the E C I D cards operational
network and connection methods (Source. The Ministry of Domestic Affairs, 1996a;
1996b)
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Finally, the use of the operational security key will increase card security. The
"Operational Security Key" is stored within the ECID card, and each organisation, such
as medical insurance corporations, have their own key and can access relevant
information via their own "Operational Security Key". Thus, the use of such a key can
prevent unauthorised data updates and modifications by other organisations/users
(National Computerisation Agency of Korea, 1996d).

ii) Network security
Backup and recovery of stored data/information will operate both as per
standard operational requirements and as needed by mainframe computer systems to
protect data. Self-diagnostic and fault tolerance functions will help to maintain the

system. For database security, an automatic database backup will support this function.
For example, when the system collapses, even more data errors occur, therefore the
database will recover the previously existing data by the use of a 'logging file'. The

database operating level will also be divided into different levels of access. This wil
strictly limit access to databases. The network will also be secured by the use of a

closed network (i.e. Citizen Network), and the network will operate efficiently via the
use of data cryptography functions, equipment and network self-checking and control
functions etc.

3.2 Public Attitudes toward new IT Acceptance in Korea

In order to effectively predict and determine the acceptance level of the ECID
card in Korea, it is very important to understand users' characteristics and attitudes
regarding information technology. This is because such factors may positively or
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negatively impact on implementation of the E C I D card. Indeed, through understanding

citizens' characteristics and attitudes, the trends regarding acceptance of informati
technology can be identified and will also help in understanding of Korean society.

Through the results of three surveys, this section will show the status of
acceptance of new information technologies by Korean citizens such as pagers, mobile
phones and Internet communications (Appendix A). The three examples will also help
the understanding of the attitudes of the Korea citizens regarding acceptance of the
information technologies.

3.2.1 Acceptance of pagers

Pagers, which are a one-way personal mobile communication system (National
Computerisation Agency of Korea, 1996a; 1997), were introduced in Korea in the mid
1980s, and their use has become an essential personal communication system in the
social life of many citizens. The early use of pagers was mainly by people who worked

in specific areas such as salesmen, engineers and doctors (Hyundai Research co., 1997)
With the drop in price and associated usage costs, however, the number of users has
recently increased to include students and housewives.

According to the Hyundai research co. (in 1997), 31.3% of pager users used
them between 1994 and 1995, and 46.7% have been using them since 1996. Thus, this
result shows that pagers have been popular since 1994. The status of pager users in
Korea was investigated in 1995 by the Korea Research Centre (1996). It showed the

distribution of pager users by age, sex, education, occupation, and region. This study
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was conducted in six major cities and five local areas in late 1995. 5,000 respondents
took part. This survey used the face-to-face survey method by random sampling.

In terms of age, the main male user was, in his 20's (54.7%) and 30's (44.5%),
while the main female user was aged between 10-19 years (18.2%) and 20's (22.2%).
Analysis by educational status showed non-educated users were 3.3%, and the users
who were university graduates or above, were 34.3%. Additionally, 22.4% were current
students. Occupational breakdown also showed that 41.8% were white-collar

respondents (e.g. office workers, doctors, engineers, etc.) and 33.2% were blue-colla
respondents (e.g. factory workers, etc.). In addition, 5.1% of housewives, 22.3% of
students and 33.3% of those who specified "no occupation" were persons who also used
pagers.

The use of pagers by region didn't show any great differences between city and

local areas. The percentage of pager use in the six major cities in Korea (Seoul, Pus
Degu, Incheon, Kwangju, Dejeon) showed between 22.8% in Pusan to 33% in Degu.
The percentage in local areas (Kyoung-gi-do, Kang-won-do, Chung-cheong-do, Jeon-lado, Kyoung-sang-do) was also between 22.3% in Chung-cheong-do and J eon-la-do and
27.4% in Kyoung-gi-do.

Finally, as the above statistics show, the use of pagers by citizens in Korea has

increased rapidly. Early users were people who worked in specific areas, but recently

the pager users demographic has broadened considerably. More recent users are those o

higher educational levels and main users are in their 20s and 30s (a relatively young
group). The use of pagers, however, has similar distributions between city and local
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areas. Therefore, it seems the acceptance of pagers can be dependent upon the degree of
citizen awareness of technology.

3.2.2 Acceptance of mobile phones

The mobile telephone is a highly personal communication system and a form of
technology compared to pagers. The mobile telephone (or cellular phone) is a bidirectional communication device for voice and data transmission using radio waves,
and it allows communication without limitations of area or time (Laudon & Laudon,
1994).

With technological changes in Korean social life, citizens' desires for mobile
communication services has increased rapidly. The early mobile telephone was
understood broadly as representative of wealth and high social position (National
Computerisation Agency of Korea, 1997). Recently, with the popular use of mobile

telephones, caused by a drop in costs and prices (Korea Research Centre, 1996), the u
of mobile telephones is no longer exclusive to a specific group of people. The
development of the digital mobile telephone by Code Division Multiple' Access
(CDMA) has assisted in this process as it has seen the quality of communication and
ratio of connection increase greatly (Hyundai Research co., 1997). However, the
increased number of mobile telephone users has slowed compared to other information
technologies such as the Internet or pagers.

The mobile telephone was introduced to high-income citizens and workers in

specific areas in Korea in the mid 1980s. The widespread use of mobile telephones has
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increased slowly because it has an expensive entry cost and high subsequent usage costs
compared with the use of pagers. As a result, the use of mobile telephones has been
accepted by only a limited number of users. A study by the Korea Research Centre
(1996) showed the status of the mobile telephone user in Korean society.

The survey found 3.4% of the total population in Korea had a mobile telephone
in 1995 and the main user was a male in his 30s (11.2%). In the case of female, 30s
(1.3%) and 50s (1.1%) were the main mobile telephone users. This shows a different
distribution compared with pager users. The use of mobile telephones in Korea by

educational status showed 0.3% of total current students had a mobile telephone while
non-educated users only had a 3.3%. The data also showed the number of mobile
telephone users increased with educational status such as middle school graduates
(1.3%) and university graduates or above (9.3%).

The distribution of mobile telephone use did not differ compared with the
distribution of pager use. The three major cities, Degu (4.6%), Incheon (4.1%) and
Kwangju (4.3%) used mobile telephones more than the other three cities such as Seoul
(3.3%), Pusan (2.2%) and Dejeon (3.3%). Two of the local areas, Kang-won-do and
Kyoung-gi-do each have 5% and 4.3% usage rates, and the other three local areas,
Chung-cheong-do, Jeon-la-do, and Kyoung-sang-do have 2.7%, 2.1% and 2.7%
respectively of mobile telephone usage.

Consequently, it can be seen that the use of mobile phones in Korea is lower

than that of pagers. The use of mobile telephones is concentrated mainly in high inco
and educational levels, white collar workers and the 20-30 year age group.
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Furthermore, the increased use of the mobile telephone has been affected by the status

of educational level rather than other factors. The use of mobile telephones also did
show any great differences when major cities and local areas were compared. However,

in the case of a specific region comparisons showed over 10% difference between a city

and a local area. Therefore, this shows that the acceptance of the mobile telephone i

unduly affected by regional status, but age and educational and occupational status ca
influence usage rates of mobile telephones.

3.2.3 Acceptance of PC & Internet communication services

PC communication service is a database service via telecommunication and
computers (National computerisation Agency of Korea, 1996a; 1997), and currently it
has the role of Internet Service Provider (ISP) in Korea. The use of PC communication
services (e.g. CompuServe in U.S.) has increased rapidly from the early 1990s.
Statistics from the Korean PC Communication Committee show total users of such
services were 514,978 in 1995 and 1,009,869 in 1996 (National Computerized Agency
of Korea, 1996a). It shows that the number of users doubled in a year. This could be
because of the development of computer technology and increased awareness about
computers with regard to information source and interfaces.

Use of such services is currently dominated by specific groups and regions. The
1997 National Informatisation White Pager (National Computerized Agency of Korea,
1997) found the main users of these services (including the Internet) can be divided

two main groups; students in their 20s' and office workers in their 30s'. Currently, 7
of users are 20s' and under, and 19% are in their 30s'. Additionally, 48% of students
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and 3 4 % of office workers were found to be users. However, the main user group is

moving slowly from those in their early 20s' (students) to those in their late 20s' an

early 30s' (office workers). In other words, the main user group is late 20s' males wh
have a university degree or higher.

The 1997 National Informatisation White Pager (National Computerized
Agency of Korea, 1997) also shows statistics by educational status. Most users have a
college degree or over (63%) and thus are quite highly educated people. The following
statistics by "Daconf ("Chollian Database Service" provider) in 1996 (National
Computerized Agency of Korea, 1996a), shows that users dominated in two regions:
59% of users were living in Seoul or Kyoung-gi-do while 13.9% were living in Pusan or
Kyoung-sang-do.

In Summary, Internet and PC communication services have become widespread
and are rapidly predominated in young user groups such as 20-39 year old students or
office workers. Users were also predominantly in two major cities. Thus young and
highly educated users living in Seoul or Kyoung-gi-do, use these information services
more than other groups of users. Furthermore, the acceptance and use of Internet and
PC communication services shows major differences compared with other new
information systems such as pagers and mobile telephones.

3.2.4 Acceptance of information technology in Korea

The above collected data for all three information technologies discussed shows
public attitudes toward new technologies such as pagers, mobile telephones, and the
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Internet and P C communication services, and the acceptance of these n e w technologies
increase if users have high educational and income levels and are in younger age
brackets and white collar occupations. It seems the usefulness of technology is a more
powerful influence than any privacy concerns when the acceptance of such technologies
is considered.

This result has implications for several social attitudes to new information
technology. Firstly, the acceptance and usage rate for new IT will be increased
dramatically. Secondly, the main user groups (i.e. 20 and 30 year olds and highly

educated) can impact on the introduction of new IT, and determine its success or failur

Finally, in spite of the fact that new technologies can access personal information, u
prefer to use new information technologies rather than consider personal information
privacy or electronic surveillance concerns. However, the acceptance of ECID cards
may be different compared with the above technologies because the ID card mainly

contains important individual information for social life in Korea. Thus, the acceptanc
of the ECID card may well be more decided by the degree of the citizens' awareness of
their own individual privacy rights.

Finally, the usage and acceptance of new IT has increased in Korea
dramatically, and it may be determined by younger groups. They may be the key for
successful implementation of new IT, and impact on implementation of the ECID card
in Korea. Thus, this result will also be considered in determination of the sample for
surveying and to help to understand attitudes of Korean citizens.
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3.3

Predicted Sociotechnical Factors Influencing User Acceptance of
the E C I D Card in Korea

To implement the ECED card in Korean society, both government and citizens

have beliefs and concerns that the card may solve the existing social problems regarding
the current ID card, and provide better public services and convenience of use.
However, many sociotechnical factors influence acceptance of the ECID card positively

or negatively. These factors sometimes contribute to increased card acceptance, but they
may also serve to reduce it in society. This section will discuss the sociotechnical
factors which can impact on the card acceptance with discussion on why these factors
are important and what relationships they have to acceptance of the ECID card.

3.3.1 Citizen's awareness of the ECID card

Awareness is a term that refers to understanding and realisation of the situation
or things by psychological cognition. As Nisbett and Willson (1977) state, awareness is
influenced by such factors as perception, interpretation and memory (cited in Kunda,
1999). This term can be related to this study defining it more narrowly as convenient
use of the ECID card for quality of social life in Korea.

Awareness of convenience and quality of life
The term "convenience" is a commonly used word in social life. People often
say "that is a convenient piece of equipment" or "that is convenient to use". There are

lot of "convenient" things, regulations and services that can help increase the quality

social life. To assist in a clear definition of convenience, it is instructive to consid
both "ease of use" and "usefulness". Constructs have been based on several studies
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from fields such as sociology and psychology (Igbaria, et. al, 1997; Morris and Dillon,

1997). The studies relating to "ease of use" and "usefulness" have been further defined
and developed by several researchers such as Davis (1993). As per Davis, perceived
"usefulness" and "ease of use" have been identified in previous research as important

user acceptance criteria (i.e. Davis, et. al, 1989; Goodwin, 1987; Gould, et. al, 1991)

Perceived ease of use can be defined as referring "to the degree to which a
person believes that using a particular system would be free of physical and mental
effort" (Davis, 1993, p.477). Furthermore, perceived usefulness can be defined as "the

degree to which an individual believes that using a particular system would enhance his
or her job performance" (p.477). As these definitions show, the definition of

convenience can be assisted by the definitions of "ease of use" and "usefulness". To th

end, 'convenience' can be defined as a comforting feeling arising from the "ease of use

and "usefulness" of things in social life (Davis, 1993; Igbaria, et. al, 1997). Therefor
because "ease of use" and "usefulness" are important user acceptance criteria to
measure and a definition of convenience can be derived from them, convenience can
also become a criteria for measurement of user acceptance of the ECID card.

As these definitions show, convenience can be defined as a comfortable feeling
about the use and usefulness of specific things. The Ministry of Domestic Affairs
(1996a; 1996b; 1997) states, the use of the ECID cards can make for quality of social

life by a greater ease in the identification of citizens and certificate administratio
finance and property transactions. The use of the ECID card can also reduce the number
of cards, which are used for a variety of purposes.
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The advantages and disadvantages of the current resident registration card and
ECID card covered in section 3.1.5 show the inconveniences in current resident
registration card use. This is caused by limits on the cards applications and in public

services, i.e. certificates can only be issued by local government offices. However, the
ECID card can provide for more convenient services to citizens because it contains a

great deal more individual resident registration information. This is confirmed by Baase
(1997) who states that smart cards "offer fast service to customers" (p.29), and "a
person would need to carry only one card with the identification card, rather than
separate cards for various services" (p.47).

Additionally, as "The Plan of the ECID cards Project" (The Ministry of
Domestic Affairs, 1996a), certificates can also be issued individually via ATM notes, a
popular and convenient outlet used for bank and credit card applications in public
places. They can reduce time and costs in the issuing of certificates and provide more
convenient services to citizens. As Mcelroy and Turban (1988) assess, the use of smart

cards can avoid the high cost of physical data transaction and smart cards can offer the
convenience of cash without the collection risks via ATMs. The use of smart cards
results in an overall reduced cost of service delivery due to a reduction in the number

staff required. Bright (1988) also states regarding the convenience of smart card use th

it is designed "to be carried in a wallet or purse, and accessible at all times (i.e. da
night). It does not require any external support allowing use at home, in a restaurant,
on a plane, or wherever it is most convenient" (p. 147). Additionally, Svigals (1985)
states smart cards have great potential to increase the quality of social life in that
can "...expect service, convenience, speed, simplicity, safety, and when possible
transaction mobility from the use of the smart card..." (p. 108).
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The assertion of the government that work efficiency will be increased in public
offices, and social life will be made more convenient with the implementation of the
ECID card (Ha, 1996) may however be too optimistic. This is because such an assertion
is generally based on inconveniences in social life such as requesting a variety of
personal certificates and documents needed by citizens and current inefficiencies in
working environments in government offices. These two factors, ubiquitous in Korean
social life today, cannot be solved by any one government measure (i.e. a smart card).
The current variety of identification and certification schemes can also be seen as
unnecessary because they place additional burdens on Korean citizens because other
countries do not operate such schemes.

Problems relating to inconveniences and wasteful working environments can be
far better solved by addressing the cause (why do such problems exist?). Without
providing solutions to these basic problems, the implementation of the ECID card will
still be operating on a base of often-wasteful administration systems current in
government offices. This could be a real problem.

It can be asserted throughout, the use of the ECID cards can make for an

increase in quality of life as it is designed to reduce the problems extant with the use
the current resident registration card. The ECID card thus can provide more
convenience in public services. Therefore, an increase in awareness of the conveniences
that can arise from the use of the ECID card can then increase citizen acceptance of
ECID cards in general.
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3.3.2

Information crimes in m o d e r n society

Crime has a long history. As the following definition from "Crime, Law and
Social Science" by Michel and Alder (1971) shows, crime is an act of anti-social
behaviour that is undertaken in defiance of existing laws and is subject to punishment
that takes many forms (Fattah, 1997). Extrapolating from this term, information crimes
can be seen as illegal actions relating to unauthorised information disclosure and
forgery.

The National Computerisation Agency of Korea (1996a; 1997) notes that crime

in general, and information crime in particular are currently increasing and will furthe
increase continuously. As Mcelroy and Turban (1988) state, crimes relating to
individual information such as fraud can also be reduced with the use of smart cards.
Kim (1996d) also states in The Constitutional Problem of the ECID Cards, the use of
ECID cards will contribute in reducing crime relating to land fraud and illegal banking
loans currently committed by forgery of the current resident registration card. The
digitised individual photo and thumb-print on the ECID card can also help to prevent

criminal reuse of stolen cards, and increase the efficiency of criminal investigations by
identifying and verifying fingerprints immediately (National computerisation Agency of
Korea, 1996b; 1996c; 1996d).

The ECID card will use PIN for individual identification. This will assist in
reducing unauthorised use. Concerning a reduction in information crimes via the
introduction of smart cards, Baase (1997) states, "the authentication of identity would
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help reduce fraud both in private credit card transactions and in government benefit
programs" (p.47).

The current resident registration cards in Korea and the social security card in
the U.S. and U.K. are easy to forge. This is because the individual information they
contain is only secured by a soft plastic coating (The Ministry of Domestic Affairs,
1996b; 1997). The smart card, however, would be much harder to forge than such social
security cards (Baase, 1997) and current resident registration cards, because its

information is stored in chip form and its card surface will be coated in a secure film.

Therefore, the use of the ECID card can contribute to reductions in information

crime, particularly fraud and card forgery. This reduction in information crime can also

lead to an increase in citizens' awareness of the problems relating to the current resid
registration cards and of the necessity of the ECID card. Accordingly, the acceptance
level regarding the ECID card by citizens' may be increased.

3.3.3 Citizen's confidence in government and new technology

Confidence is a term that refers to trust and belief in one's own or other's
ability. This term can be related to this study, defining it more narrowly as trust
information management by government and security capabilities of new technologies
such as ECID cards.
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Management

of personal information

The ECID card employs several types of security functions. These include the
use of PIN, public key and encryption for data communications (National
Computerisation Agency of Korea, 1996d). Mcelroy and Turban (1988) state regarding
smart card security, "users can carry the smart card to protect corporate data and
communication. Even if computers are lost or stolen, encrypted files and data will be
protected" (p.66). The advantages of the ECED card are shown in section 3.1.5, they are
safer and increase citizen's confidence in their use compared to the current resident
registration cards. This is because important information such as certificates and
taxation data can be stored inside the smart card itself.

Citizens' attitudes toward the management and use of an individual's
information by government are an important factor which decides whether ECID cards
are accepted or rejected. As a study by Vidmar and Flaherty (1985) states, government
agencies cannot be trusted to use information only for official purposes. Even so, some

people trust the government to carry out government functions in a just, fair and honest
manner (Baase, 1997, p.48). Government has a great deal of information on individuals

and organisations for use in increasing their ability to control and administer citizens
effectively. Most citizens believe this to be the case. Vidmar and Flaherty also state,
"they trusted the federal and provincial governments to use personal information
properly or they were worried about how it was being used" (p.98).

Individual and organisational information can certainly sometimes be used for
other purposes by government agencies and other organisations. As a study by Vidmar

and Flaherty found, "there are high levels of belief that both private organisations and
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governmental agencies cannot be trusted to use information only for the purposes for

which it was originally collected" (p.99). For example, resident registration information
such as fingerprints and the resident registration number is often used in criminal
investigations by police (Kim, 1997b). For this reason, confidence of citizens in
government and its agencies may often be reduced.

Gandy (1993) uses several survey results from other studies between 1978 and
1990 to identify privacy concerns relating to individual information and changes in
concerns and awareness. He states in "The Panoptic Sort", that "respondents trusted or

had confidence in the information practices of public and private organisations" (p. 14
As this context shows, most people believe that public and private organisations which
manage and collect individual information, will use this collected information only for

its original purposes, and management will prevent unauthorised access to it. This study
also identified confidence in government and organisations within age groups. It found,

"for the three oldest cohorts, there has been a substantial decline in trust in governme
but a substantial increase for the younger cohorts" (p. 157).

Consequently, confidence can be defined as trust and belief in others. As shown
above, the security level of the ECID card is greater compared to the current resident

registration card because it employs enhanced technologies to prevent illegal operation
For this reason, associated crime rates should also be reduced. Confidence in
government and their management of individual information seems to be lower than
that of other private organisations. As Gandy has shown, many respondents do not
believe management of information by government agencies is always ethical,
particularly, older people. Therefore, user acceptance relating to confidence in card
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security and management of information can depend on h o w m u c h people believe in the
general merits of ECID cards and government. An increase in confidence regarding to
card security and government should increase the level of user acceptance of the ECID

card, while reductions in these levels will lead to low levels of acceptance by citize

Regulations for identification cards
Regulations and policies regarding the use of personal information differ from
one country to another (Milberg, et. al, 1995). Inadequate regulations and laws for
electronic monitoring and surveillance have led to increases in the power of

organisations and government, while providing the bases for control of their employees

and/or citizens. As Milberg, et. al. states a lack of regulation can lead to increased
government involvement in control of personal privacy. Thus, this can be defined that
lack of regulation increases government involvement in privacy concerns, while it
increases electronic monitoring and surveillance of citizens, and reduces privacy
concerns. This context means surveillance by government and privacy concerns of
citizens have a deep relationship.

A regulation can be defined as an official rule or order regarding information use

and collection (Kim, 1996d). In this way, regulation is related to information, individ
privacy, the current resident registration scheme and the ECID card scheme. In the
"Korean National Constitution Law" (Article 17), citizens' privacy and freedom is
regulated, and the government cannot infringe on personal human rights at any time.
The law also regulates government, who have a responsibility to protect personal
privacy (Article 10). This means government cannot infringe on personal privacy, and
citizens have a right to request protection of their personal privacy.
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The law of Data and Privacy in other countries can be summarised as limited to
computerised personal information and data, the protection of digitised personal

information, and the prohibition of the use of digitised personal information for othe
purposes. For the establishment of a new computerised system which includes personal
information, some OECD countries, such as Sweden, Canada and France, require
permission from a special committee (Kim, 1997b). In terms of stipulated collection
methods for personal information, these are also limited in that personal information
should only be collected subject to the agreement of the particular person concerned,

and only from that person directly. Indeed, most countries generally prohibit data and
information sharing between government agencies, which means they must all collect
data individually (Kang, 1988). However, collected individual data for different
purposes can be used for other purposes via information sharing and data convergence.

The implementation of the ECID card by government can in fact infringe
directly on personal privacy. Electronic surveillance via the use of the ECID card in
Korea, may increase infringements in personal privacy (Kim, 1997c). Indeed, all

citizens' social life will also be under scrutiny by government. Accordingly, citizen'
privacy may be greatly reduced because of the use of the ECID card.

As Vidmar and Flaherty (1985) state, "strict regulations should be set up to
ensure that unauthorised disclosure of personal information" (p. 102) does not occur.
However, many countries, especially non-OECD nations, do not have adequate

regulations for information collection and its uses. For example, the regulations for t

secondary use of resident registration information in Korea do not appear to be set up
adequately. As following the Plan for the ECID cards Project (The Ministry of
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Domestic Affairs, 1996a), regulations on the secondary use of individual information

will be based on the current resident registration law (it will be revised with the use
new ID card). This means currently, regulations are not set up appropriately for
secondary use of resident registration information. As a result, some private
organisations for social rights are against the use of the ECID card.

As the above context shows, a lack of regulations can also reduce confidence in

public and private organisations such as government. For this reason, as the discussion
relating to confidence in management by government shows, the acceptance level of the

ECID card may be in line with a lack of regulations, while stricter regulations may lea
to increases in acceptance levels for the use of the ECID card.

3.3.4 Information privacy concerns with information technology

In the 1960s, personal privacy became an important public issue with the use of
new computerised systems such as record-keeping systems. It has become a public issue
again following the perceived threats posed by large amounts of digitised personal
information that have characterised the late 1980s (Culnan, 1993).

The word "privacy" has been used commonly for a long time in social life. Its
importance has also been highlighted via rapid social changes and industrialisation by
many sociologists and lawyers such as Hoffman (1980). Judge Colley's famous

definition of privacy in 1888 was a general meaning relating to the rights of privacy a
the "right to be let alone" (Kim, 1996d; NSW Law Reform Commission, 1997). Lyon
and Zureik (1996, p. 13) also noted a definition of privacy from Westin's (1967) book
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"Privacy and Freedom".

Westin defines privacy here as "the claim of individuals,

groups, or institutions to determine for themselves when, how, and to what extent
information about them is communicated to others" (p.7).

These definitions and notions are currently often used in our modern information
society, especially in legal and sociological sectors. As the definitions above show,
privacy and its rights can be simply keeping a person's personal information

confidential. This could be information they are not willing to discuss, even if it is a
minor matter such as their date of birth.

With rapid computerisation however, the general meaning of privacy may not, if
used in context, suitably protect infringements via the use of computers and related
technologies. For this reason, the many definitions of privacy have been changed as
appropriate to protect privacy (i.e. personal information) as per contexts of rapidly
developing technologies. Furthermore, the notion of privacy has also become more
specified With the development of technologies. Smith, et. al. (1996) quote from Stone,
et. al (1983) that personal information privacy is "the ability of the individual to
personally control information about oneself (p.460).

Since the 1960s, the meaning of privacy has also changed to more active
definitions because of the implementation of new technologies, i.e. "individual's right
to control the circulation of information relating to themselves" (Kim, 1996d). In
accordance with this, the "Privacy Act" was established in the United States in 1974.
The Act itself was changed to the "Computer Matching and Privacy Protection Act" in
1988. From the U.S. government's point of view, the use of computers and networks
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can result in m a n y benefits. These include budget and time saving via higher rates of

collection of outstanding charges and rapid data and information searches (Ha, 1996).

However, as some reviewers such as Freeman (1982) state, the use of computers

and networks can infringe on personal privacy. Straub and Collins (1990) discuss this

assertion in some detail in their study. They found that many people believe misuse o
information technology leads to an increase in the invasion of personal information
privacy. Technological improvements also increase the capacity and economy of the
storage and retrieval of massive amounts of personal information in centralised

databases. With the rapid development of computers and their related technologies suc
as information technology, information and data have become an important product and
their value has also been more fully recognised, particularly in a commercial sense.
Information has also become an essential resource for the management of
bureaucracies.

The importance of maintaining privacy of personal information and data,

however, has also been evaluated using legislation from various countries, but withou
any overriding standards and principles (Kim, 1997a). In 1980, the Organisation for
Economic Cooperation and Development (OECD) regulated guidelines for the

protection of personal privacy (OECD, 1980). These guidelines endorsed privacy rights

regarding the protection of personal information, via the use of eight principles (s
below).

• Collection Limitation Principle
• Data Quality Principle
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• Purpose Specification Principle
• U s e Limitation Principle
• Security Safeguards Principle
• Openness Principle
• Individual Participation Principle
• Accountability Principle

To take one example, the "Purpose Specification Principle" is an important
guideline to follow regarding data collection conduct and personal information held by
governments. The main thrust of this principle is shown below.

"The purposes for which personal data are collected should be specified not
later than at the time of data collection and the subsequent use limited to the
fulfilment of those purposes or such others as are not incompatible with
those purposes and as are specified on each occasion of charge of purpose"
( O E C D , 1980)

As the principle above shows, personal information and data collection by
government agencies or organisations, should have a clear purpose and justification, and
their use should be limited by these two principles.

Information privacy concerns
Information privacy concerns have been increased rapidly and broadly with the
development and widespread use of n e w technologies. These concerns have also been
studied and debated by psychologists, sociologists and other scholars. A s Culnan (1993)
assesses concerns about personal information privacy can occur w h e n the public
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perceives a threat from the existence of n e w information technologies with enhanced
capabilities for surveillance, storage, retrieval, and communication of personal
information. There exists a great amount of information privacy concerns because of
technology improvements, change in social awareness and government regulations.

Smith, et. al (1996) assess significant positive associations between an

individual's information privacy concerns and their sense of trust, paranoia, and socia
criticism. They also assert that the existence of a positive relationship between
interpersonal distrust and concerns for personal information privacy. Milberg, et. al.

(1995) assess that "low levels of interpersonal trust among individuals in a society ma
result in a desire for more government involvement to protect personal information
privacy" (p.69).

Milberg, et. al in the article, "Values, Personal Information, Privacy, and
Regulatory Approaches", examine the relationship between nationality, cultural values,
personal information privacy concerns and information privacy regulation. For this
study, they categorised five levels of information privacy regulations and related
countries. The results were; No information privacy regulation (Thailand), Self-help
(France), Voluntary control (Japan, US), Data commissioner (Australia, Canada, New
Zealand), Registration (Denmark, UK), and Licensing (None).

Through the study, they examined levels of information privacy concerns by

dimension in countries, as suggested by Smith, et. al. (1996). As a result, they identi

secondary use as the first concern via those countries, then in order; improper access,
errors, and collection. As this study show, most countries have deep concerns about
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secondary use of personal information. Also, a study by Straub and Collins (1990)
shows the main area of concern for information managers is how to collect and

disseminate information on individuals while respecting individual rights to privacy. I
the study, they discuss protection of individual rights to privacy.

In the study by Smith, et. al (1996), they categorise four major dimensions of
personal information privacy concerns because these suggested dimensions can help to
justify a great number of privacy concerns associated with the use of new technologies.

The first is data collection of personal information. This concern is defined as
extensive amounts of personal information and data, which can identify individuals, and
is collected and stored in computerised databases. Miller (1982) also states on data

collection that "there is too much data collection going on in this society" (Smith, et
1996, p.171).

As following Culnan (1993), collection of personal information and data can be
enabled by the availability of large commercial databases compiled from public records

(e.g. Motor vehicle records, real estate records, telephone and other directories) or fr
responses supplied by consumers on warranty cards or surveys. Also, she assesses that
the collected personal information and data and their customer lists from mail order

firms, department stores, publishers, non-profit organisations, and others can be rented
or exchanged through mailing list brokers. In addition, as Gandy (1993) quotes from
another study about survey and polls, data and information are collected from research
surveys and polls. He also assessed it is as a sort of invasion of privacy.
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A s the above results show, data collection of personal information has many
different concerns, including collection methods, technologies, and targets. With the
of the ECID card, these concerns associated with data collection, can be dealt with

adequately. A variety of personal information can be collected and stored in governmen

databases such as property, detail of taxation, educational level, occupation and leve

position, personal medical history and record, address, date of birth, family trees an
also individual physical details which are stored and recorded in both the ECID card
and government databases (Kim, 1979b; Kim, 1997b).

Data collection from different pathways and for a variety of purposes are also a

concern with the use of the ECID card. Data collection for the ECID card should justif
methods and purposes. Some methods such as census are a justified method for data
collection by government, and its purposes are also quite clear such as for national
statistical data. However, some data collection is not quite so clear. For example,
personal data collection from other commercial organisations' databases is not a
justified data collection methods. As Walton and Durham (1988) states, collected data

from commercial databases does not have adequate validation, the purposes of such data
collection can also be regarded suspiciously by citizens. Thus, to implement the ECID
card in Korea, the government should ensure the purposes of data collection, and
personal information should also be collected from individuals by legal methods.

The second dimension is unauthorised secondary use of personal information.

This concern is described as, the collected personal information for one purpose is us

for another secondary purpose, internally and externally without the permission of the
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information owners. It is often used as a major concern of information privacy by direct
infringement and misuse.

Combining data and information from several sources is a major concern in an
information society associated with the use of the ECID card. In the study by Straub and
Collins (1990), they define computer matching as the electronic comparison of two or
more databases to reveal information that is common to both databases. They also
assess that such computer matching creates new and greater amounts of information.
For example, matches of taxation, level of work position and education may identify his
and/or her levels of salary approximately.

The creation of secondary data from the ECU) card is possible via computer
matching. Denning, et. al. (1979) proved that the use of limited amounts of personal
data and information can elicit information about specific persons from large databases
by unsophisticated queries and data matching. Straub and Collins (1990) also assert that
combining data from computers increases threats to personal information privacy. In the
study, they assessed that the increased ability and capability of computers' for data
matching and statistical inference on large databases has led to increased threats to
personal information privacy.

According to Everest (1986), the collected personal information in
organisational life should be carefully managed and used, and it must also be monitored
and limited to authorised people to use the data for authorised purposes. Furthermore,
the collected personal information should be deleted from the database when the
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information is no longer needed. However, most organisations do not delete this
personal information from their computerised databases.

With the computer matching of personal information, many organisations use
and create secondary information without authorisation from information owners and
individuals. Through a number of studies, privacy issues were identified that are
associated with internal organisational policies for managing personal information
gathered by a variety of purposes and methods.

However, in spite of the fact that privacy issues are deeply associated with the
secondary use of personal information, studies about secondary use of information are
few. As Gandy (1989) states, many bureaucracies currently have a large collection of
personal and/or other information that has been guarded in their databases and shared
with other bureaucracies when they have the promise of mutual gain. They have also

shared their own information and data with individuals only under the threat of penaltie
established by law. In the other words, many nations do not have any strong regulation
and/or laws for preventing data sharing between bureaucracies, and even though they

have regulations, it does not help to prevent and/or reduce sharing and secondary use of
information, because of a lack of regulation. Also, information selling to other
organisations or individuals is another concern associated with unauthorised use of
personal information.

The sale of personal information such as mailing lists is quite popular between
commercial organisations. For example, in 1980, Lotus Development Corporation
announced the sale of a CD-ROM which contained the mailing list industry by name,
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address, demographic information, and prior purchase behaviour data for 120 million
consumers in the U.S. (Culnan, 1993). Even though this plan failed because of
consumer privacy issues, similar personal information selling is currently used for a
method of data collection. This concern can be a reason for the prevention of
development of the ECID card in Korea. Also, many citizens have experienced some
infringement from personal information selling, and thus some citizens are strongly
against the use of the ECID card because of this concern.

Thus, to implement the ECID card, the government should have strong
regulations and laws for preventing unauthorised use of personal information by
bureaucracies. Especially, the unauthorised creation of new information by data
matching and/or sales and secondary use of collected information which leads to

increased privacy concerns of citizens. It can also lead to reduction in confidence in
government and to increases against the government from citizens.

The third is errors in personal information. This concern can be explained as

prevention by greater attention to the integrity of the database. This concern can als
occur by providing and collecting erroneous information and by human and machine
error. In modern society, for example, most adults have more than one credit card.

When applying for a credit card, they fill in a form, which is required by credit card

companies. On these forms, people fill in a variety of information such as occupation,
salary, address, Tax File Number (TFN) and/or Social Security Number (SSN), etc.
This personal information is stored on computerised databases by card companies for
managing their customers. During processing, errors in personal information can occur
by humans and/or machines. These errors, sometimes cause infringements of privacy to
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customers directly or indirectly. It can also be a seed for an increased variety of
concerns about personal information management.

Bequai (1984) states, the suppliers of computerised information have a liability
for providing erroneous information. However, they do not treat this information
carefully. Collected information (by a variety methods) can be inaccurate information
about individuals and can be stored in machine-readable databases. The widespread use
of inaccurate information can also create more erroneous information and the use of this
can infringe on individuals directly and/or indirectly. Also, the use of inaccurate
information can be a liability to organisations. As Walton and Durham (1988) state,
inaccurate personal information is widespread and, through a study of commercial
databases, they identified that there are no validation or error-checking procedures in
one-fourth of databases. Straub and Collins (1990) also assert that the ability of
individuals to detect such errors is limited.

Another associated concern is data lost in databases by disasters and/or accident.
Human and machine errors in data processing and management, can occur with the use
of information technologies such as the ECID card. Consequently, errors in digitised
personal information by human and/or machine cannot be eliminated, but can be
reduced by adequate care of database suppliers. This inaccurate information can impact
on information providers. Thus, these errors may increase privacy concerns and reduce
acceptance of the ECID card by citizens.

The last dimension of personal information privacy concern is improper access.
It is caused by looseness in management of "need to know" policies within an
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organisation. This concern is also displayed w h e n collected personal information is not
managed adequately and properly, and it can be accessed by unauthorised people.

Improper access to personal information can be an important concern with the
use of the ECID card. As well as other concerns such as databases, hacking from
invaders, lack of database security and authorisation levels, and problems relating to
lost cards. Consequently, the increased awareness of privacy protection and concerns
can reduce acceptance of the ECID card because the use of the ECID card can infringe
upon individual life and become a tool for surveillance of citizens. Therefore, the
relationship between user acceptance of the ECID card and privacy of individual
information may have a negative relationship.

3.3.5 Electronic surveillance of computerised personal resident registration
information

Surveillance can be seen simply as watching others for specific purposes.
Surveillance can include monitoring the movement or affairs of a person and persons
(New South Wales Law Reform Commission, 1997). This general type of surveillance
has changed recently to incorporate electronic surveillance with the development of
technologies such as computers and video cameras. The use of new technologies has
increased the efficiency of surveillance and provided for the possibility of broader

surveillance electronically. Thus, electronic surveillance can be defined as a covert o
overt action to collect or identify data or information by monitoring or observing
specific persons, environments, data or information in organisations via the use of

electronic equipment. This electronic surveillance has also influenced both negative an
positive aspects in modern social life (Clarke, 1987b).
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Development

of surveillance technology

The rapid development and widespread use of information technologies has also
been contributed to development of new surveillance technologies. From the early
surveillance method of the Panopticon in the nineteenth century to present surveillance
by computers and even smart cards, surveillance technologies for monitoring others
have been developed as confidential technology by some bureaucratic organisations.
Gandy (1993) states that modern surveillance technology is an integrated system of
hardware and software. It also includes some devices for sensing, measuring, storing,
processing, and exchanging information and intelligence about the environment.

The development of computers and telecommunication technologies has also

made it possible to monitor targets easily, to transfer information rapidly, and to store
vast amounts of information. The combination of these two technologies has become a
major material force in the new technology of surveillance. The development of

sophisticated analytical software has led to increased efficiency of analysis, of collec
information by electronic surveillance and monitoring. This software also makes it
possible to process and display information which is based on thousands of discrete bits
of information about the targets of surveillance.

Types of electronic surveillance
Currently, several types of electronic surveillance are used in modern society.
These are sometimes used for public security in parking places or some specific purpose
such as individual monitoring in offices by employers or government. Thus, this section
will discuss the types of electronic surveillance in modern society.
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i)

Surveillance by camera

Electronic surveillance and monitoring by Closed Circuit TV (CCTV) or video
camera, has been popularly used with the public for safety purposes in parking places

and public buildings. It can give great benefits to the public such as reduced crime (New
South Wales Law Reform Commission, 1997). It is also mainly used in factories and

offices for security purposes (Baase, 1997). Marx (1985) states that, the installation of
video cameras in banks and stores makes citizens feel safer. However, the use of video
cameras can also create fear and dissatisfaction in people (George, 1996). This is
because they may feel like a criminal or a person under suspicion.

ii) Surveillance via computer databases
This is surveillance of computer-stored information. Computer databases store a
great amount of information and it can be watched by government agencies or
organisations. For example, bank transactions such as withdrawals and financial
transactions, are often monitored by law enforcement agencies (Rule, et. al, 1983).

Currently the "dataveillance" which is defined by Clarke (1987b) is often used
to reduce crimes such as illegal data transactions. Visa and MasterCard maintain

elaborate systems to monitor use of their cards, both by intended users and by criminals.
They analyse records of purchases to detect overspending and fraud (Rule, et. al,
1983). As Gandy (1989) states, digitised criminal records are used to reduce cost and
time of investigations. Contemporary surveillance is directed toward preventing or
avoiding loss or injury, rather than detecting crime that has already occurred. The use

credit bureau files and arrest records has led to a decline in cost of collecting data. I
addition, with the development of computer technology, the technique - computer
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matching - provides a revolutionary method of conducting investigations of fraud,
abuse, and waste of government funds (Shattuck, 1984; Kusserow, 1984; Clarke,
1987b).

iii) Surveillance by telephone wiretapping
Telephone wiretapping is a method of surveillance of people suspected of crimes
by law enforcement agencies via the use of telephone lines (Baase, 1997). However, as
Vidmar and Flaherty (1985) state, telephone wiretapping by government agencies,
especially police, can often be an infringement of the individual's privacy.

iv) Surveillance via identification Card
It gives government agencies the tools to provide adequate information to street
agencies-level bureaucrats. Networks, ID-chip cards, and palm-top computers with CDROM discs containing addresses and postal codes to check for consistency of the

information on the spot, greatly increases the effectiveness of administrative procedur
(Hoven, 1997).

Purposes of electronic surveillance and privacy concerns
Electronic surveillance is often used for a variety of purposes and it has
advantages and disadvantages in public and private sectors. Some electronic
surveillance is used for public safety and to increase work efficiency. However, it is
sometimes used for monitoring the social life of customers, employees and citizens, and
infringes on personal privacy.
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Currently, electronic surveillance and monitoring by C C T V or video camera,
has been popularly used on the public for safety purposes in parking places and public
buildings (New South Wales Law Reform Commission, 1997). It can give great benefits

to the public such as a reduction in crimes. For this reason, electronic surveillance an
monitoring of the public has sometimes been justified, and in fact approved tacitly by
bureaucracies and citizens in modern society.

However, the use of electronic surveillance also leads to increases in social
problems such as personal privacy infringement. Information privacy in a computerised
environment has become an important issue in several disciplines, for example in
Sociology and particularly in the area of Information Technology. This is because
computers are used not only as tools for their work, but also for monitoring of
employees' attitudes and tools for measuring work efficiency. Thus, the reaction of
persons in computerised environments are also different. As George (1996) states, about
20 to 35 percent of office workers in both public and private sectors of the U.S. were
being monitored at work in 1987. This indicates that personal privacy is infringed by
electronic surveillance and monitoring via computers. The rights of privacy in laws are

the right of the individual to be let alone (Warren and Brandeis, 1890). These laws give
individuals the right to take action against other private individuals for invasion of

privacy (Straub and Collins, 1990). Computerised information is still unsettled, and the
changing technology will undoubtedly result in new laws or rethinking of old ones
(Gemingnani, 1981).

No one likes to be watched by others who are not friends or family. When

people feel they are being watched, they take action to prevent this invasion by others
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is the same in modern society, workers and citizens take action to prevent those
monitoring and surveillance by organisations or government. Marx and Scherzen (1989)
quote the attitude of workers under computer based monitoring, "workers may feel

violated and powerless in the face of the new monitoring technologies" (p.402). As th
quotation by Marx and Scherzen shows, some citizens can feel violated and powerless

with the use of the ECID card, because they believe the ECU) card will be used as a t

for surveillance of the individuals' life and other concerns. Some studies support th

belief. In these studies, they assessed that employees disliked being monitored and w
afraid of its implementation in the work place and in organisations (Clement and
McDermott, 1991; Walton and Vittori, 1983).

However, other studies such as one by Griffith (1993) assess that some

particular monitoring systems are considered both helpful and satisfying by monitored

workers, even though some fear and dissatisfaction was still associated with monitori

This context can be supported by George's study (1996). He identifies satisfaction of
work with computer-based monitoring via five company case studies using surveys and
interviews. As a result, most respondents in those companies indicated they were

somewhat satisfied and very satisfied. This means most people in the work place do no

have deep concerns about monitoring because this is a sort of measuring tool for thei
work. However, some people have deep concerns about this because it can be used as a
privacy infringement tool. Increased electronic surveillance and monitoring may also
increase control of the individual's life.

The purposes of electronic surveillance are expressed according to different
points of view. From the point of view of organisations or government, electronic
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surveillance is an essential and legal action to protect their property from intruders and
public goods from criminals. However, from the point of view of citizens and

employees, electronic surveillance is not an essential action. Also, as discussed above,
electronic surveillance and privacy concerns have an opposing relationship. Indeed,
electronic surveillance can increase an individual's privacy concerns and it may impact
on reduction of confidence in organisations or government.

Public attitudes toyvard electronic surveillance
With the rapid development of computer technology, modern society has been

called the information society. In an information society, information is as important a
gold. However, as Vidmar and Flaherty (1985) state, information society is a misnomer.
It is an extended meaning of industrial society since the Industrial Revolution led the
way to becoming a surveillance society.

With information privacy issues, computer-based monitoring and electronic
surveillance issues have also been rapidly rising in modern society. The increase in
electronic monitoring and surveillance was investigated and discussed by George

(1996). In his study, about 20 to 35 percent of office workers in both public and privat
sectors of the United States were being monitored by work organisations in 1987. Also,
The Wall Street Journal reported that over 26 million office workers in the U.S. were
being monitored through their computers (cited in Labour Letter, 1992). As these
figures show, monitoring via the use of computers is an important issue for personal
privacy in an information society.
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The early emergence of surveillance issues can be derived from the Panopticon
which was developed by Bentham in the early nineteenth-century. It was a new
architectural design for prisons, and the structural design of the building enables
continual observation and control of prisons by unseen eyes. In other words, the
prisoners do not know if they are being watched or not (Gandy, 1989). Computers and
newly developed information technologies have been used as tools for monitoring and
for surveillance of workers in organisations. Also, increases in monitoring and
surveillance via new information technologies has led to new concerns about personal
information privacy. However, the new surveillance can be thought of as a form of

"remote sensing" where the observer is never seen. The analysis of surveillance data h
become more automatic (Gandy, 1989). Thus, this section will discuss public attitudes
regarding to electronic surveillance by organisations and government.

i) Lack of regulations and laws for the ID card
Regulations and laws in many countries regarding information privacy and
electronic surveillance have been developed and regulated differently. Some OECD
nations such as the U.S. and Canada have strong regulations and laws, whereas some
non-OECD nations, such as Thailand, do not. Also, regulations and policies regarding
the use of personal information differ from one country to another (Milberg, et. al,

1995). Inadequate regulations and laws for electronic monitoring and surveillance have
led to increased power of organisations and government, while providing a base of

control of employees and/or citizens. As Milberg, et. al state, a lack of regulation c
lead to increased government involvement in control of personal privacy. This means

that lack of regulation can increase government involvement in privacy concerns, while
an increase in electronic monitoring and surveillance of citizens reduces privacy.

113

ii)

Responsibility of surveillance

The liability of electronic surveillance and monitoring by government agencies

was studied by Flaherty (1984). In the study, he assessed that federal agencies in the

U.S. especially do not have responsibility for monitoring government and private-secto
information practices and for acting as ombudsmen for individual citizens, unlikely
Western European countries and Canada.

iii) Increased power of government/agencies
Information is treated as new valuable property in an information society.
Sometimes, quality and amount of information is used as a tool for measurement
between modem commercial organisations. The ability to collect and analyse data is
also a tool for measurement of an organisation's competitiveness. In modern society,
between organisations which have data and information and organisations which do not
have it, there are big differences. It is also a sort of competitive advantage.

To collect personal information by the use of the ECID card, may give great

power to government and its agencies. This is because governments can get and create a

great amount of personal information by analysis of stored personal information on the
ECID card, this can then be collected and shared with other bureaucracies. This
convergence of digitised personal information in government and other related
bureaucratic databases may increase the power of government over citizens'.

As Gandy (1989) discusses, an increasing inequality between those who provide
and those who gather personal information has illuminated an increase in inequality
between bureaucratic organisations and individuals. Also, rapid development of
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computers and increased speed of telecommunications networks has combined to
increase the power of bureaucratic organisations. This means that the ECID card can be
used as a tool for increased electronic surveillance and bureaucratic power.

iv) Availability of control of citizens' life
Personal information from electronic monitoring and surveillance can generate

types or classes of persons by analysis of its information via computers (Gandy, 1989).
This means that the ECID card can be used as a tool for increased electronic
surveillance and bureaucratic power. The increase in electronic surveillance and
monitoring may also increase control of individuals lives.

Information technologies are controlling technologies. They can reduce the cost

of uncertainty by establishing routines that efficiently pre-process and classify. Thus
they also can help to rationalise various activities in the environments of complex,
interconnected systems. Therefore, as Gandy (1989) states, the individual citizen,

worker, or consumer can be the target of bureaucratic control by electronic surveillanc
monitoring.

Rising levels of electronic surveillance with the use of the ECID cards scheme
i) Rising electronic surveillance levels in Korea
Since the first "Citizens Resident Registration Scheme" began operating in 1942
in Korea (Kim, 1979a), the collection of personal data and information has been
conducted continuously by government and its agencies, despite changes in government

and leadership. Surveillance of citizens to maintain government political power has als
been undertaken by government agencies such as the police. However, personal data
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collection and surveillance activities have been obscured by the proposed benefits by
government of the current ID scheme. As a result of activities being disguised, the
current ID card scheme has been extensively used as a method of personal data
collection and surveillance of citizens.

Modern electronic surveillance by the use of current ID cards has also been
utilised with the establishment of the Citizen Network and digitised personal
information (since the 1980s), through the 7th revision of the "Citizen's Resident

Registration Law" (Kim, 1984). Since the revision of this law, the government and most

of its agencies' computers have had their own network to aid task co-operation by data
sharing with other branches and agencies. Indeed, some networks have linked up to

increase work efficiency and provide greater convenience to citizens. As a result, the
current ED cards are used as a basic tool for the electronic surveillance of Korean
citizens.

With the rapid development of computer technology, the power wielded by
government through electronic surveillance has become great, and its infringement on
citizen's personal lives has increased (Kang, 1988). For example, most personal

information on current cards is stored in the Department of Police databases, and is u
to help identify criminal activity; information on a drivers license is stored on
"Automobile Registration Administration" databases; and information on medical

insurance cards, and citizen's welfare pension cards are stored in databases of public
medical insurance organisations and citizens welfare management organisations
respectively. This data and information can also be monitored by other government

agencies through the use of shared networks. With the connection of these networks for
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information sharing by government agencies, this databased information can provide
basic personal identification resources such as occupational status and property
ownership, family relationships, wages and salary, and other personal information
details.

The convergence of information and an increase in electronic surveillance,
through the use of computer networks and the ECID cards, will potentially provide
greater powers to government as per Big Brother in George Orwell's novel "1984"
(1954). As the previous example shows, electronic surveillance from a variety of
information sources has been conducted with the development of technology such as

networks, with citizens being unaware of privacy infringements. This situation has also
made it difficult to implement the ECID card and increased distrust of government and

its agencies. In addition, these factors have raised questions about the necessity of t
ECID card and individual ID numbers.

ii) The expected levels of electronic surveillance in social life via the use of the
E C I D card
In 1970, the 2nd revision of the "Citizen's Resident Registration Law" regulated

that all citizens over 18 years must be issued with the "Citizen's Resident Registratio

Cards" by the Local Principal (local official). Card holders may also have to show thei
"Citizen's Resident Registration Cards" to police and/or government officers for

general security reasons, if they are requested to (Park, 1996b). In 1980, the 5th revi
of the law also regulated that all citizens over 17 years must carry the cards (Kim,
1997b). This means the government has greater powers of control and surveillance of
their citizens legally, by order of law. These changes in the law and uses of the
"Citizen's Resident Registration Cards", mean the Korean government can manage and
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conduct surveillance on their citizens, and collect personal data, easily and
conveniently.

With the use of the ECID card, electronic surveillance can be conducted more
broadly by government and its agencies. As mentioned above, the "Citizens Resident
Registration Law" means that all citizens over 17 years old must carry the ECID card
for personal identification and other public and private purposes.

Without the use of the ECID card, for example, many certificates, such as the
certified copy and abridged copy of citizen's resident registration, will be required

the issuing of a passport. Also, for overseas travel, citizens will be required to fil
departure card every time. However, these inconveniences can be eliminated by the use
of the ECID cards. Citizen would now only have to present their ECID card to local
government offices to be issued a passport and to immigration offices for departures
from Korea.

Personal information normally used is contained in the ECID card, and is stored
at local government offices and airports connected to databases in the Ministry of
Foreign Affairs, local government offices and police through various networks
synchronously. This means that personal data and information, such as departure and
arrival records, can be monitored by government agencies when the ECID card is used.

Also, the ECID card can be used as an important medium for public and/or

private business and can provide for a more convenient social life for citizens. This i

because time is saved in issuing certificates and related processing by local governmen
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However, the E C I D cards can be used as a tool for electronic surveillance of citizen's
social life in Korea. In other words, citizens' personal life can be exposed for
government via the use of the ECID card.

3.4 Conclusion

Chapter Two is also a literature review. In this chapter, the main areas relating to
this study are considered, these areas are; the ECID card in Korea; public attitudes to
new IT acceptance; and sociotechnical factors likely to impact on acceptance of the

ECID card. The first section discuss the registration and identification schemes in Kor
and other countries. Even though many countries have implemented identification card
schemes, this study mainly focuses on a number of OECD nations. This section also
discusses the characteristics of the ECID card and the card operations for the Korean
pilot project. Through the discussion of the ID card schemes between Korea and other
countries with the constitutional approach, it highlights the differences between
historical and cultural backgrounds to the introduction of the ID card and scheme. The
proposed ECID card operation is discussed as well as the card characteristics and the
pilot project in Korea.

The second section, 'public attitudes in new IT acceptance', discussed the
attitudes of Korean citizens to the use of IT such as pagers, mobile phones and
PC/Internet communications. Through the discussion, it was implicated that the
citizens' attitudes regarding acceptance of the new IT in Korea is quite high, and the
main users are younger and educated persons. Additionally, they have stronger demand
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for use of n e w IT which overrides other subsidiary concerns about the use of those
technologies.

The last section of this chapter was 'sociotechnical factors for the ECID card',
and five sociotechnical factors which were regarded in implementation of the ECID
card. Through the discussion of sociotechnical factors which may impact on
determining the level of ECID card acceptance, this section showed the theoretical
relationships between sociotechnical factors and levels of ECID card acceptance with
the consideration of Korean circumstances.

Consequently, many countries have implemented ID cards or schemes with
similar purposes or backgrounds. However, with different historical, cultural and
political backgrounds, the ID schemes and their purposes have also changed
dramatically. These historical, cultural and political factors in Korea have great
differences compared to the ID schemes of other countries. These differences have also
led to the possible implementation of the ECID card in Korea.

Chapter Four
Identification of Preliminary Survey
Methodology of the Sociotechnical
factors

In the implementation of the E C D D card, the Korean government has mainly
considered its organisational and technical benefits, and developed its basic and

applicable technologies without much consideration of social aspects such as the variou

influences and changes to social life that may occur. The use of the ECID card however,
is not only related to the government sector, but also has strong relationships to its
(i.e. citizens). Without the co-operation of citizens, the ECID card cannot be
implemented successfully because they are the heart of the system. Therefore, for the

implementation of the ECID card, and investigations into the relationships and influenc
occurring between government and citizens, a new study of the issues is required.

In this chapter, methodologies for the preliminary survey will be discussed to

collect quality data and to discover the key factors which may impact on determining th
level of user acceptance of the ECID card in Korea. Survey methods regarding sampling

and questionnaire design will be discussed and justified. Also, methods and progress fo

reduction of possible errors will be discussed with the consideration of reliability an
validity of this preliminary survey.
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4.1

Survey Methodology

Surveys are generally regarded as the most commonly used method of data

collection in the social sciences, especially in sociology. Since the ancient empires of
Egypt and Rome, surveys have been used in terms of a periodic census as a basis for
taxation regimes and also in other ways to administer military conscription and as the
basis for making other administrative decisions (Warwick & Lininger, 1975). As

Sarantakos (1993) states, surveys are methods of data collection in which information is
gathered through oral or written questioning.

Surveys have been used for a variety of different purposes by researchers. As
Moser (1958) states, the purpose of many surveys is simply to provide information, and

as Fowler (1984) states, this can be in the form of statistics. Data on social situation
and/or awareness has been collected by governments, social organisations and

researchers. As Moser and Fowler show, surveys are a tool for the collection of data and
information directly from respondents. Social research has especially emphasised the
survey tool for this purpose because it is required to continuously collect and analyse

various data with changes of situation and issues. In line with this point of view, this
study also has characteristics of social research, because the ECID cards are very
significant to the social and individual life of Korean citizens. Thus, for identifying

citizens' awareness and related situations, the survey is an important tool in this stud

In general, the survey has several purposes: to collect basic statistical data,

identify problems (and their cause/s), find and select solutions to such problems, and fo
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prediction (Yoo, 1997). Furthermore, this preliminary survey has several purposes. They
are as follows:

i) To investigate influences on relationships and changes between sociotechnical
factors with the application of ECID cards.
ii) To identify problems related to current paper printed registration cards and ECID
cards
iii) To find the degree of government confidence in the ID card's project, and also
citizen's opinions about the ECID card.

As these three purposes show, this preliminary survey will be conducted to
identify general awareness regarding ECID card implementation from citizens who have
experience of the ECID card. Through the analysis of collected data, the key
sociotechnical factors will be discovered and determined to identify relationships
between the key factors in the primary survey, with the understanding of citizen's
awareness and the identification of new problems relating to the use of the ECID card.

4.2 Survey Plan

The preparation for the survey and its design was conducted from the middle of
May to early July in 1997. During this period, general and specific factors were

considered in order to achieve high quality and accurate data collection from citizens.
These factors included questionnaire design, sampling (including size) and survey
method. Also, methods to ensure a high respondent rate and quality of data management
were considered for accurate data collection.
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The first stage of preparation was deciding on the sample and its size. It was
conducted via a study of survey methodology. Survey methods were also considered

within the limited conditions (i.e. time, money and survey area), because this research

was privately funded. Following this, the questionnaire was designed using reference to
survey questions from the Korean government's pilot ID card project from early 1996.
The validity of these survey questions was inspected by the Korean government and
some universities related to the ECID card project (National Computerisation Agency of

Korea, 1996c). The direct use of the original questionnaires from the ECID card project
in Korea may increase bias in this study, because the questionnaires could be designed
support this project. Thus, to avoid this bias, this study modified the original
questionnaires and produced new, more appropriate ones. However, the details of
validity, method and progress were not published publicly. Other questions were
designed using some related questions in the area of social research, and with due
consideration of key characteristics of Korean citizens. The content validity of the
questionnaire designed for this study was inspected in Korea by a lawyer and a number
of professors (see Appendix B).

To improve the general reliability and validity of the survey instrument, several
assumptions developed via a literature review which incorporated pro and anti ECID
card views and discussions with members of ECID card opposition groups. The
assumptions are shown below:

i) People may well understand the major characteristics and implications of ECID
cards as they had direct and indirect experience from the pilot project in 1996.
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ii)

Citizens in Joong-Ang Dong are 30 - 39 years of age and are highly educated

(university undergraduates and above), and they may not agree to the
implementation of the ECID cards because of personal privacy concerns.
iii) Citizens confidence in government policy related to ECID cards may be low
because some of the previous government projects have been changed and/or
modified several times.
iv) Citizens also believe that replacement with ECID cards may not solve current
problems, and may in fact cause new problems.
v) Technical development (i.e. in computers, electronics, communications, etc.) may
be promoted and social life may change via the application of the ECID card.
vi) New types of influences and relationships between each of the sociotechnical
factors may occur via the application of the ECID card.

These assumptions for the survey were referred to when considering
determination of the sample and size and reduction in possible errors.

4.3 Design of Survey Instrument

The survey can be categorised by factors such as purpose and method. For
example, the pilot and sample surveys are included in the survey category by purpose,

whereas the interview and mail survey is included in the survey category by method (Yoo,
1997).

Survey category by method has four major components: interview, mail,

telephone and observation surveys. Each survey has different characteristics, advantages
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and disadvantages. The interview survey is a very popular survey method because it has
a high response rate compared to other methods. Questionnaires can also be explained to
respondents by the interviewer in person. However, it has some disadvantages, including
a high relative cost and substantial demands in terms of time spent orientating and
interviewing respondents. This study used the interview survey method to find evidence
regarding social awareness of citizens relating to the ECID card. This method was used
because it has many benefits, such as a high and accurate response level, compared to
other survey methods. This survey was thus designed to use the interview survey method
via the face-to-face procedures.

For the survey, four interviewers were employed, and well trained in the survey's
methodology, content and purpose. They also had a good working knowledge relating to
the important factors of this study. This was important because they needed to be
prepared for questions from respondents about questionnaires, and they also needed to
explain thoroughly the questionnaires to the respondents. For these reasons, they were
trained for over six hours about this survey's purpose, basic knowledge of the ECID

card and other related information. Thus, they were prepared to help increase the survey
achieve an optimal outcome.

4.4 Questionnaire Design

Three types of questionnaire are popularly used for accurate and high quality data
collection from respondents, defined by their question's purpose. They are fixedalternative, open-end and scale questions. The fixed-alternative question type asks
respondents to select one response from two or more provided responses. It sometimes
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uses 'yes' or 'no' alternatives. This question type has advantages which include high
validity, good response management and convenient coding for analysis.

However, it requires in-depth analysis to identify the most accurate meaning of
responses. The open-end question type allows respondents a great deal of freedom in

their responses. It can provide an easy understanding of responses for analysis. The sca
question type asks respondents to select a response within a defined scale. In other
words, respondents select the degree or value from the provided scale. Each question
type has advantages. Therefore, many research surveys use a mixture of question types
to increase accuracy in data collection (Kerlinger, 1986).

For this survey, a "fixed-alternative (so called pre-coded or closed)" question
type was used (see Appendix C). Sarantakos specifically notes the appropriate contexts
for such question type based on ideas from Kahn and Channell (1957);

"...the researcher is interested in classifying responses or respondents, if the
situation of the respondents is known, if they can communicate, and if they
are well informed and have formed an opinion, pre-coded questions can be
employed' (Sarantakos, 1993, p. 164).

This fixed-alternative question type has advantages and disadvantages, as the

above shows. However, this survey was trying to identify citizens' awareness relating to
the ECID card. Fundamental factors (i.e. problems and influences) were also identified
via a literature search. Thus, this survey was designed to confirm a respondent's
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awareness and identify n e w problems. For this reason, thisfixed-alternativequestion
type was implemented and designed.

This questionnaire was modified and revised several times because some

questions were identified as unsuitable to satisfaction of the purpose of the study. Th
the questionnaire was modified and tested for better response. The questionnaires were
designed following suggested general guidelines from Leedy (1993, p. 187-192). The
questionnaire for this study consisted of a total of 24 questions in order to discover
potential perceived problems and general citizens awareness relating to the ECID card.
Each question had a different focus, but they were grouped into several broad areas
according to their purpose and/or content.

Table 4.1

Description of^^areas^oyered by survey questions

Areas
General
respondent's
information

Citizens opinion
relating to E C I D
card

Questionnaires

Q. 1-4

Description
General respondent information (sex, age, occupational and
educational status)

Q. 5 - 6

General understanding of E C I D cards

Q7

Degree of confidence in government policy related to ECID
card implementation

Q. 8 - 10

Reasons for agreement/disagreement related to the
application of E C I D cards

Q. 11 - 13 & 24

Timeline justification, reason, purpose, and suggested added
items to E C I D cards

Q. 14 - 16 Problems of the current paper printed registration card and
the E C I D card

Sociotechnical
influences and
changes

Q. 17-18

Social influence and changes in social life broadly

Q. 19-20

Influence and changes in organisational factor roles

Q. 21 -23

Influence and developments of technical factors in industry
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A s Table 4.1 shows, most questionnaires were designed to focus on the citizen's
opinions relating to the ECID card to identify new problems, and some questionnaires
were designed to indicate influences and changes between each sociotechnical factor.

4.5 Sampling and Size

There are several sample design methods such as quota and random sample
methods. These methods are popularly used to decide the population of the survey and
sample size. However, this study used mixed non-probability and probability methods,
thus a suitable method was required for a decision on the sample and its size within
consideration of the current Korean situation.

In some social surveys in Korea, a random sampling method is normally used

because surveys are used to identify general social awareness and problems, and compa

age, educational and occupational status (Yoo, 1997). This survey study also had simi

purposes. In addition, some surveys in Korea use an accidental sampling method becaus

it is possible to collect data from a broad variety of respondents. As with Kim (1992
many surveys use a random sampling method via the use of a random table. However,
for this study, this method was not possible because the citizen group in the target
already had experience of ECID cards and their personal information such as name and

address could not be collected without local government co-operation. Therefore, this
survey used a 'Random sampling' via 'Accidental sampling' procedure (Leedy, 1993).
This sampling method was also used because of several limitations in determining the
sample:
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i)

It w a s impossible to define the population of the target area and their lists,

without the co-operation of local government and its offices in Joong-Ang-Dong.
ii) It was impossible to indicate the number of citizens who had experience with the
pilot ECID card project in 1996, because this survey was conducted 18 months
after the government pilot project, and thus some movement of citizens was to be
expected.

Thus, the sampling method was also chosen to help overcome the above

limitations. As limitations in determining the sample show, the determination of sampl

size was also made impossible through statistical methods (i.e. calculation), or by us

table for sample size determination, because it was not possible to identify citizens w
had experience with the ECID card. As Sarantakos (1993) states, when the

representativeness relates to quality, "the sample size can be evaluated in the context
the study, on the basis of criteria, and theoretical principles..." (p. 143).

The purpose of the above survey was to discover the basic levels of citizen

awareness of the ECID card and related information regarding sociotechnical factors and
citizens' who have had both direct and indirect experience of the ECU) card. Thus,
sample size was not such an important factor in this study. Quality and depth of

responses however was particularly important. This is because the purpose of this surve
is to discover essential factors regarding the implementation of the ECU) card from
citizens who have previous experience of the ECID card. Therefore, the sample size for
this survey (230 respondents) was determined by considering such factors as demands

relating to time spent on survey administration, the survey environment itself (whether
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convenience of both survey period/locations to respondents etc.), the quality of data
collected and other pertinent issues.

4.6 Method and Progress of Survey

In this section, several methods to increase responses to, and reduce possible

errors in the survey are considered. This is because the ECID card is a sensitive issu
Korean society, so increased responses and reduced errors are very important. This
section also describes how the pilot and main survey were conducted in Korea.

4.6.1 Respondents management method for increase responses

Respondents were treated in such a way as to ensure more accurate data
collection by interviewers. For the collection of more accurate data, interviewers
explained the survey's purpose and general information to respondents, before the
response. During this period, interviewers also explained more about the survey if
required by respondents. For this reason, the survey time was increased so each
respondent would take a minimum 15 minutes to complete the survey. Also, during the
responses to questions interviewers were able to answer any questions, if respondents
required more information about the questions.

4.6.2 Error reduction methods

Methods to reduce survey errors were suggested by many researchers such as
Yoo (1997). Errors can be divided into three major types; sampling, non-sampling and
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human error. Sampling error is general error which m a y occur during surveys. Thus it
cannot be avoided because the characteristics of the sample are not identified. Nonsampling error occurs during a survey's progress. The errors mainly occur for the
following reasons.

i) Dishonest responses by respondents,
ii) Lack of awareness about a particular question by either interviewers or
respondents,
iii) Refusal,
iv) Variations in interviewer's protocol and
v) Error from data coding.

These reasons for errors occurring can be reduced by effectively training
interviewers thus ensuring a high quality of response. A human error is an unconscious
error, thus impossible to prevent. However, it can also be reduced by considering the
reasons for such errors.

As the three error types show, most errors can be reduced or avoided by a

greater consideration of factors that occur (or should, but don't). Therefore, this sur
considered several ways to reduce such errors. The sampling error was not avoided as
mentioned above. However, to reduce non-sampling errors, the training of interviewers
and an increased and more pro-active study of researcher/interviewer relationship, was

considered. As a result, the survey tried to minimise the occurrence of errors. With th
pilot survey, these errors were also identified and considered when trying to find
problems relating to questionnaires and respondent management methods.
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4.6.3

Survey progress

This survey was conducted between 28th June - 12th July 1997 in Joong-AngDong in Gwacheon by four interviewers.

Pilot survey
The pilot survey was conducted on the 28th June 1997 to identify questionnaire

problems, the general situation (e.g. geographical area) in that area and the possible
degree of citizen's involvement with the survey. Through the pilot survey, some

problems were identified. Firstly, the content of questions was refined. Some question
covered sensitive areas such as confidence in government policy and educational and
occupational status. As a result, some respondents, especially government officers,
refused to respond because they worried about misuse of their responses, such as
evaluation by government. To overcome these problems, in each copy of the

questionnaire paper, survey purposes and the researcher's name (including contact pho
number), were indicated.

Other problems were identified such as a low level of citizen attendance in

residential areas. This is because most of the people in the houses did not permit the
interviewers to visit them for survey purposes. Also, during weekdays, most males and
young citizens of both sexes were not at home. Thus, to increase response level and

attendance from citizens, this survey was conducted in residential and commercial area
at weekends along with weekdays to increase response from males and young citizens.
As a result, the response from males and young citizens increased. Through the pilot

survey, some problems were identified and plans modified to increase response levels a
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reduce problems. This experience from the pilot survey was also used in the main survey

for effective management of respondents, to increase accuracy of data collection and t
reduce error from interviewers and respondents.

Main survey
The main survey was conducted from the 5th to 12th July. Four interviewers

were employed and the survey centred on a residential and commercial area. To minimise
bias (i.e. non-response bias and response bias) from the survey, several methods were

considered. Firstly, the interviewers consisted of a team of two to reduce error and b

with only one interviewer. Secondly, the survey used 'self-response' questionnaires fo
minimum bias from interviewers or other parties. Through the use of this type of
questionnaire, respondents could indicate their own opinion, even on critical issues.

Finally, to increase user confidence of this survey and to minimise bias from responde
a cover letter was used. The cover letter indicated the purpose of the study, the

researcher's name and the sponsor of the survey. Thus, bias from the interviewers coul
be minimised, and respondents concerns, particularly regarding responses to crucial
issues, could be minimised.

As a result, the response level and attendance from respondents, especially males

and young citizens, increased, and problems such as refusals, were reduced. The balanc
relating to respondent's gender rate was considered and most questions were managed

well by interviewers. Also, interviewers visited every 1 Oth house, as well as offices
shops on weekdays for more accurate data collection.
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4.7 Reliability and Validity of Survey

This section will discuss the methods of reliability and validity for this study.
Results of reliability may also be indicated via the use of Cronbach's alpha coefficient.

4.7.1 Reliability

In the context of survey research, reliability refers to the question of whether the
answers that are given can be trusted - even when their misstatements are honest ones.
Therefore, the survey questionnaires were also required to prove their reliability because
respondents may not answer honestly. Some questions were of a very sensitive nature for
government officers and/or workers related to government, because they could not
directly disagree with government projects. Reliability can be tested by two methods;
calculation and accuracy of measurement tool.

The reliability test has been used in a variety of research to prove the
questionnaires for survey. The measurement methods of reliability are divided into two
basic types of reliability; Test-Retest Reliability (also called re-test reliability) and
Internal-Consistency Reliability. Test-Retest reliability is mainly used in psychological
tests or other assessment procedures to make predictions about research, because it gives
an estimate of the degree of fluctuation of the instrument, or of the trait it is designed
measure, from one administration to another.

The other type is Internal Consistency reliability, which is the degree of

relatedness of the individual items. Internal consistency reliability has two other types o
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measures; Cronbach's alpha (invented by Lee J. Cronbach), called alpha coefficient and
K-R 20. In the reliability test for this survey, Cronbach's alpha was used to prove the

reliability of responses to these questionnaires. The result of the reliability test was
than 1.0. The reliability can be computed from the Spearman-Brown formula (Rosnow &
Rosenthal, 1996):

1 + (n - \)r

R = the new overall internal consistency
n = the total number of items
r = the average inter-correlation

This formula is operated through the computer statistic package (SPSS ver. 6.0)

for calculation of the reliability of this surveys questionnaires. The reliability test

conducted from data taken from the pilot survey. This reliability test was examined usin
17 items (questionnaires) because some of the questionnaires used different scales. The
result of the reliability test is that alpha is 0.78.

The other method to test reliability is to prove the accuracy of the measurement
tool. Some research tools for data collection, have several different purposes and are
used to collect data accurately. Much research is related to the social system, and has
used survey tools for data collection to measure situations and people's awareness.
Survey tools can also be divided into several methods, such as by mail or telephone.

However, survey by mail or telephone, has several disadvantages. These include a

low level of response and lack of confidentiality of data. As per Yoo (1997), research h

136

shown a 2 0 - 2 5 % response rate from mail surveys in Korea. Results from such surveys

cannot be reliable because the response level is too low. Thus, this survey used a direct
interview survey method to overcome such low response levels. With this measurement
tool and method, data was collected as accurately as possible. Additionally, to increase
reliability, many researchers suggested increasing sample size. However, in this survey,
with its constraints, this was difficult.

4.7.2 Validity

For proof of validity of experiments and survey studies, many methods are used
such as content and context validity. To prove this survey tool, content validity was
used. Thus, survey questionnaires were tested and re-tested several times with the
revision of questions required to collect data accurately. Thus the questionnaires were
also scrutinised by relevant authorities such as lawyers and professors to ensure
validation of the survey and its questions, (see Appendix B)

The other method of validity is data comparison with results from similar
previous research. As section 4.4 - Questionnaire Design - shows, some questionnaires
were used to quote and modify the study's original survey. These were sourced from the
Korean governments' pilot ID card project. This government survey was conducted on
some citizens and local government officers to identify general information and data
relating to the use of the ECID card. However, these results were not published publicly
by the government. Even if the results were published, they would probably not be very
reliable, because citizens have a low level of confidence in the Korean government.
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4.8

Conclusion

To collect high quality data, a variety of methods have been considered and
appropriate methods have also been justified in this chapter. In order to collect high
quality data from citizens, the interview survey was considered because the ECID card

project is related to personal information and government. High rates of refusal to atte
the survey and inadequate confidence in response questions were also expected for the
above reasons. Thus, to overcome these problems, this study also considered several
methods to reduce errors and to increase response rate.

The used questionnaires were imported from the existing survey study by the
Korean government and other related studies in order to increase validity of questions.
The pre-coded questions were used to increase responses and collect accurate data. The
survey questions were modified several times by testing some Koreans. The 230 sample
was determined by consideration of study purposes and random sampling was also used.
The reasons for selecting random sampling was to collect data from a variety of persons
in the survey area, because that area is a residential area and most young and male

citizens do not stay in during the day on weekdays. To test reliability, Cronbach's alph
coefficient was computed. The result of the test was reliable and significant. For the
validation of questionnaires, the questionnaires were delivered to people who were
familiar with the ECID card project.

To overcome limited circumstances of the study, this study carefully selected the
survey method to collect high quality data from citizens. Through the use of interview
surveys and random sampling, this study tried to increase response rates and reduce
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refusal to respond. Also, with the use of modification of existing questions, the study
tried to increase reliability of responses.

Finally, through consideration and justification of methodologies, more accurate
data will be collected and possible errors will also be reduced. Additionally, the key
sociotechnical factors regarding ECID card implementation will be identified to discover

relationships between the factors, via the analysis of this preliminary survey in the next
chapter.

Chapter Five
Preliminary Survey Results and Analysis

With consideration of survey methodology and the questionnaire designed in

Chapter Four, a preliminary study was conducted from the 5th to the 12th July 1997 at
Joong-Ang-Dong, Gwacheon. 230 copies of the questionnaire were administered by
four interviewers, who obtained 213 responses from the sample and 17 copies were not

collected. 13 of the 213 copies were excluded in analysis because of poor responses b

respondents. In this study, 'poor responses' are defined as less than 50% of response
the total number of questions. As a result, the analysis was conducted using a total
200 responses.

The collected data from the surveys will be analysed to identify the key
sociotechnical factors, which can impact on ECU) card implementation in Korea. To

achieve this purpose, this chapter will analyse citizens' opinions regarding the ECID

card and the expected sociotechnical influences and changes with the implementation o

the ECID card. The results will be analysed by descriptive analysis because this surv

was designed based on qualitative research methods and the purpose was identification
and determination of key factors. This result is analysed in three sections;

demographics, general opinion and sociotechnical factors. With this analysis, the maj
key factors that may impact on the implementation of the ECU) card, will also be
identified and determined for the primary survey study.
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5.1

General Information of Survey Respondents

This analysis will show survey respondents' status such as gender, age, and

occupational and educational status. It will also represent the status of the survey
and be used as basic resources for further analysis. These responses were collected
Korean residents who have already had experience with ECID cards in Gwacheon in
1996.

As Table 5.1 shows, the gender of respondents consisted of 130 males and 70

females. There were some differences in comparison of the real gender distribution i

that area, because this survey progressed under the assumption that male respondents

are more concerned about ECID cards than female respondents. As a result, the mal
respondent group was larger than the female respondent group.

Table 5.1 N u m b e r s and rates of survey respondents in Gwacheon
jac^cupatjonal and ed^

by gender, age,

Number

Percentage (%)

35
65
38
28

Gender

Female
Male

70
130

Age

20 - 29 years
30 - 39 years
40 - 49 years
5 0 - 5 9 years
Other (+ 60 years)

76
56
37
23
8

Self employed
Company employee
Student
Government officer
Housewife
Other (Unemployed)

35
60
50
15
26
14

17.5

Under middle school graduate
High school graduate
University graduate
Postgraduate
Other (Non-educated)

2
98
86
13
1

1
49
43
6.5
0.5

Occupational status

Educational status

18.5
11.5

4
30
25
7.5
13
7
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The age of respondents was mainly in the younger age groups (20 -30 years).

This distribution is similar to the national population distribution (National Statist
Office 1996a). 132 respondents (66% of total respondents) were aged 20 - 39 years.
Other age groups (those in their 40s, 50s, and over 50s) were each 37 (18%), 23 (11%)
and 8 (4%) respectively of respondents.

In terms of occupational status, 17.5% of respondents were self-employed, 30%
of respondents were company employees, 7.5% of respondents were government office
workers, 25% of respondents were students, 13% of respondents were housewives, and
7% were classified as "Other" ("Other" means unemployed). This distribution
represents the occupational status of the area. It also shows their occupations were
mainly in self-employment fields, company employees or students.

As educational status shows, respondents were mainly either high school

graduates (49%) or university graduates (43%). This means that most of the residents in
this area were highly educated people. As shown in "Cross-table of educational and
occupational status" (see Appendix D), respondents who were high school graduates

and students, were university students. There is a relationship between educational le

and occupation. As a result of this analysis, respondents were mainly 20 to 39 years ol
male, highly educated, company employees or students.

Table 5.2 Proportion and number of respondents and similarity in terms of image
in relation to E C I D cards
Number
Percentage (%)
Telephone Card
5
2.5
Cash/PIN Card
50
25
Building entrance Card
141
70.5
Other
4
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5.2

Citizens Opinion relating to the new E C I D Card

5.2.1 Respondent understanding of new ECH> cards

To the question "Do you have a good understanding of the new ECID cards?",
164 respondents (82%) answered yes and only 36 respondents (18%) answered no. This

was because the respondents in this area had already experienced a pilot of the ECI
card project in 1996, and so had a good understanding of the ECID card.

As Table 5.2 shows, to the question of "What do you think is most similar in
terms of image in relation to ECID cards?", 141 respondents (70.5%) chose the
"Building entrance card", and 50 respondents (25%) chose the "Cash/PIN card". This
means most respondents (95.5%) had an adequate understanding of the ECID card.

70.5% of respondents thought the ECID card would be similar to a "Building entrance
card". Currently, several companies in Korea such as Samsung co. and Korea Telecom

use the smart card as building entrance or employees identification cards. As Table
shows, smart cards have been implemented in many organisations for a variety of
purposes, since 1990.

25% of respondents thought the ECID card was similar to a "Cash/PIN card".
Since 1993, the "Kwang-Ju Bank" has used the smart card as a bankcard and for
employees' ID cards (Korea Telecom, 1994b). Many other banks have also considered
implementing such smart cards for cash/PIN cards. In addition, the "Korea National
Bank" has also considered implementing integrated finance cards for the unity of

financial structures of finance companies (Gu, 1997a). 2.5% of respondents thought t
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Table 5.3 Summary of appUcatio^
Year
1990. 2
1990. 6
1990

1991.3
1991. 12

Organisations
Samsung electronic co.
(Gu-Mi)
Dae-Young electronic co.
Electronics and
Telecommunications
Research Institute
The Ministry of Domestic
Affairs
Korea Telecom.

1992. 5

Korea Telecom.

1992. 5

1993. 1

The Korea Advanced
Institute for Science and
Technology
Electronics and
Telecommunications
Research Institute
Korea Export Information
& Communication
The centre of military
equipment for Korea
Defense
The Ministry of Foreign
Affairs
M e D E x Clinic

1993. 2

Samsung Medical Centre

1992. 6

1992.6
1992. 11

1992.12

1993. 3

Samsung electronic co.

1993. 5

Kwang-Ju Bank

1993. 7

Choong-Ju Country Club

1993. 7

Dae-Jun E X P O .

1993. 12

Dae-Jun E X P O .
Korea Defense Information
Institute
L.G. co.

1994. 1

Yeon-Se Sebrance Build.

1993. 8
1993. 11

in Korea (1990-1994)
Purpose

Local fund card
Shopping card
Employee card
Employees control
Entrance control

Providers

Type of card

Samsung electronic

Memory card

CO.

Dae-Young
electronic co.
Kyeong-Ki system

Memory card
Memory card

CO.

Computer security
Automatic booking system
(for experiment)
Automatic booking system
(for experiment)
Students & Employees' ID
card
Library & Restaurant card.
Research experiment system

Samsung, L.G., IllJin CO.
Samsung electronic

C P U card
C P U card

CO.

L.G. Information &
Communication co.
Samsung electronic

C P U card
Memory card

CO.

Samsung electronic

Memory card

CO.

Computer security
Electronic signature
Computer security

Computer security

L.G. Information &
communication co.
L.G. Information &
communication co.

C P U card

Samsung electronic

C P U card

C P U card

CO.

Medical card
Medical history record
Employees' ID card
Building entrance control
Employees control
Employees' ID card
Building entrance control
Employees' ID card
Employees' control
Bankcard.
Advance payment card
Membership management

M e D E x Clinic

C P U card

Samsung electronic

Memory card

Dong-Sung
Information &
communication co.
Korea Information
& Communication

C P U card

Operational managers' ID
card
Public telephone card
Computer security

A-Ju international

Memory card

Computer security
Entrance control

CO.

Samsung electronic

Memory card

CO.

Memory card

CO.

Korea Telecom.
L.G. Information &
Communication co.
L.G. Information &
Communication co.
Samsung electronic
CO.

Memory card
C P U card
C P U card
C P U card
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E C I D card would be similar to "Telephone cards". Since the late 1980s, the smart card
has been used in a widespread fashion for a variety of purposes throughout European
countries, especially France and Germany (Kaplan, 1996). They have used the smart

card as a public telephone card (Tack, 1994). In the case of Korea, Korea Telecom ha

researched the feasibility of using the smart card in public telephones, and subseq
thought developed their public telephones for use with smart cards (Korea Telecom,
1994c). Thus, these respondents thought the ECID card would be similar to telephone
cards. Currently, smart cards are used in public telephones in Korea.

5.2.2 Citizen's confidence in relevant government policy

As Table 5.4 shows, to the question of "To what degree do you trust government
policy?", 39% of total respondents answered "up to 25%", 41.5% of total respondents
answered "26-50%". Also, 16% and 3.5% of total respondents answered each "51-75%"

and "76-100%". This question had some very sensitive characteristics because answers

may show that like the ECID card system, respondents had some distrust in government
policies. The Korean government has also launched a number of projects, but many
have failed due to various factors, including social and organisational factors.

Table 5.4 Level of citizens' confidence in government project policy relating to the
new E C I D card
Confidence in Government project (ECID card)
Up to 2 5 %
26 to 5 0 %
51 to 7 5 %
76 to 100%

Number

78
83
32
7

Percentage (%)

39
41.5

16
3.5
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Table 5.5 R e s p o n d e d proportion of agreement and disagreement for operating
E C I D a n d reasons for supporting or rejecting the E C I D card
Reasons
Number Percentage (%)
43.5%
Agreement
86
Time saving (issue of certificates)
18
20.7
31
35.6
Easy carrying of certificates
42.5
37
Convenience for social life
1
1.0
Other
Disagreement
Privacy infringement
Misuse of personal information and increased crime
Personal information managed by government
The impossible identification, when cards lost or broken
Other

113
22
68
17
5
I

56.5%
19.5
60.2

15
4.4
9

5.2.3 Agreement/disagreement and reasons w h y the system w a s launched

To the question "Would you like the ECID cards system to fully operate?",
43.5%o of total respondents agreed, whereas 56.5% respondents indicated they disagree
with the full operation of the ECID card system (see Table 5.5). In comparison to
analysis of citizen's confidence in relevant government policy, even though, most
respondents (80.5%) showed less than 50% confidence in government policy, many
respondents wanted the ECID card to fully operate. The reasons for this will be
examined by the analysis of the next two questions. As Table 5.5 shows, to the question
"What is your reason for supporting the full implementation of ECID cards?", most
respondents indicated "Easy carrying of certificate" (36%) and "Convenience for social
life" (41.9%). Also some respondents (20.9%) answered "Time saving (issue of
certificate)".

A lot of certificates and documents (paper printed form) are required for citizens
to conduct a satisfactory social, business, and public life and work in Korea. The
certificates such as certified copy and abridged copy of citizen's resident registration
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the most important certificates for social life in Korean society. Without these

certificates, citizens cannot do anything in society. Therefore, they are essential fo
citizens.

However, these certificates are issued only from local government offices, thus

citizens must go to these places to apply and collect these certificates. This issuing

certificates is not convenient to citizens and government officers, wastes their time
also increases government paper work, and costs a great deal of money (Kim, 1979a;
Kim, 1979b). Therefore, a significant number of citizens agreed that the ECID card
would be more convenient to use and would save time and money.

However, as Table 5.5 shows, to the question "What is your main reason against
the full implementation of ECID cards?", 60% of respondents indicated the "Misuse of
personal information and an increase in crime", 19.5% of respondents answered
"privacy infringement" and 15% of respondents answered "Personal information
managed by government".

As results show, many respondents worried about the misuse of the ECID card
because they would contain a lot of personal information. Many examples of the misuse

of, and crime related to, personal information conducted in ID cards exists in Korea a
other countries. Some examples are shown below (Social Group of Citizens for
Opposition of ECID Card and Protection of Privacy, 1997):

i) In 1994, a government officer was arrested for selling citizens' personal
information and tax data obtained from government offices.
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ii)

In 1997, a telecommunication officer was arrested for selling citizens'

information and telephone numbers from a mainframe computer.

As these examples show, personal information has been used for other purposes

and can increase crime related to the misuse of personal information. Thus, more than
half of respondents indicated they disagreed with the use of the ECID card.

The other reason for opposition to such a card system is the potential intrusion

of citizen's individual life and the management of their information by government. T
ECID cards will be operated by the Korean government. This will include individual

information such as citizen's resident registration number, finger prints and so on,
collected and managed by the government (Kim, 1997a). As a result, as the above
examples show, personal information could be misused by government officers.

Additionally government can conduct electronic surveillance of their citizens via th
of the ECID card, as in Big Brother in the George Orwell novel "1984" (1954).

As the analysis shows, even though there was a low rate of confidence in
government policy, 43.5% of respondents wanted the full operation of the ECID card
because they believe the ID card would give more overall benefits than the current
paper printed ID card. However, 56.4% of respondents disagreed with the ECID cards.

Their reasons included that the application of the ECID card would increase misuse of

the card, including criminal and privacy infringement factors, and they were also un
about their personal details being managed by government.
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5.2.4 Preferred launching year, reasons w h y and purpose

As Table 5.6 below shows, to the question of "When would be the most suitable
year to commence the use of the ECID card system?", 63.5% of respondents expressed

their opinion that they wanted the ECID card to operate after the "year 2000". 13.5%
each of respondents answered either "1999" or "other". In this case, "other" means
strong opposition to the ECID card. Also, 2.5% and 7% of respondents wanted
operation of the ECID card in 1997 and 1998 respectively. This result means most

citizens thought that the right circumstances for the implementation of the ECID car

are not yet fully available in either society as a whole, or the government specific
Thus, it seems those who wanted the ECID card to operate, wanted to see it commence
after the year 2000.

The analysis of reasons given for a suitable "Operation year" are shown. Table
5.6 shows the reasons for the commencement year. 55% of respondents answered that
the government was not prepared for the ECID card sufficiently for successful
implementation, while 30.5% answered that citizens' awareness of the ECID card

needed to be further developed. Also, 7% of respondents answered that there were not
currently, sufficient technical factors available to support the ECID card.

The Korean government has been considering the ECID card since late 1990,
with an action being prepared since 1995 (Park, 1996a). Also, the government wanted
the ECID card in full operation by 1998 (Kang, 1997). It can be seen then that the

government has not been preparing this project for long. As analysis of confidence i
government policy shows in section 5.2.2, most citizens' had little confidence in
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government policy. This has been caused by the failure of m a n y former government
projects. Thus, citizens were worried about the success of the ECID card, and thus
expected in-depth consideration and careful preparation by the government before its
commencement.

Analysis also shows that citizens' awareness of the ECID card needs to be
further developed. The respondents in this survey had experienced the ECID card
through the pilot project in 1996. However, most other citizens who have never
experienced ECID cards, have their only understanding of it through news, newspapers

and some magazines. As a result, they only know its name, and they do not really know

what an ECID card is and how it operates. Therefore, for the successful implementatio

of the ECID card, government needs to advertise its characteristics, including how it
will operate and be beneficial to citizens' lives. Also, citizens need to try and

understand it and its influences on their social life. Therefore, respondents answere
should be increased before the ECID card is introduced.

It can also be seen that technical factors are not currently developed to support
the ECID card. Since the 1970s, the electronic industry has developed rapidly.
Samsung, Hyundai and L.G. have been responsible for major developments in the semiconductor industry. Their major products are volatile memory, especially RAM, and
other related electronic equipment (National Computerisation Agency of Korea, 1997).

As a result, they have a great deal of experience and know-how in semi-conductors and
electronic parts.
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Table 5.6 Proportion of citizens' expectations about launching year a n d its reason,
and the purpose of t h e J E C I D card a n d additional items
Number
Percentage (%)
Operation year
1997
5
2.5
1998
14
7
1999
27
13.5
After the year 2000
127
63.5
Other
27
13.5
Reasons of commence year
There are not currently enough technical factors (e.g. Hardware, Software,
Network, Database) to support the ID card system
Citizens' awareness of the ID card needs to be further developed
The government has not prepared the ID project sufficiently for a successful
implementation
Other

14
61
110
15

7
30.5
55
7.5

Purpose of new ECID card
Citizen identification and prevent of personal citizen resident registration
card forgery
Quick and convenient issue of personal resident registration
Unity management of a variety of certificates (i.e. drivers license, medical
insurance, etc.) and savings in government expenditure
A symbol for the "information age"

30

15

Additional items by citizens expectation
Cash / PIN cards
Occupational status
Personal medical history
Other

70
25
89
16

12.5
44.5

36

18

55
79

27.5
39.5

35

8

H o w e v e r , the E C I D card requires a m o r e developed software industry such as
COS and security algorithm, semi-conductor technologies such as CPU and non-volatile
memory such as ROM. The Korean semi-conductor industries have had little experience
of CPU and ROM. However, Samsung, and L.G. have been developing COS and nonvolatile memory for the ECID card (Gu, 1997b). Following the announcement by
government, the ECID card will contain COS and NVM (made in Korea). This means
currently, technical factors are not adequate for the ECID card implementation, but
these will soon be available.
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A s Table 5.6 shows, analysis of "What is the main purpose of the E C I D card?"
showed 39.5% of respondents answered "Unity management of variety certificates and
saving in government expenditure", while 27.5% of respondents answered "Quick and
convenient issue of personal resident registration". 18% of respondents answered
"Citizen identification and prevention of personal citizen resident registration card
forgery", and 15% of respondents answered "A symbol for the information age".

As the analysis shows, most respondents believe the implementation of the
ECID card will provide a convenient means of issuing and carrying a variety of
personal certificates, and reduce problems relating to the current ID cards. Some
respondents stated the purpose of the ECID card was only as a symbol for the coming
twenty first century, and the dawning of the information age. This analysis shows the
current ID card has many problems relating to processing of certificates by local
government offices.

Following analysis of operation year, reasons and purpose, most respondents
included the opinion that they wanted the ECID card to operate after the year 2000,
their main reason being that the government was not sufficiently prepared. Also they
thought that the purpose of the ECID card was to solve current problems and enable
convenient card use and issue. Therefore, most citizens wanted the ECID card to

operate on the basis of sufficient social, organisational and technical preparation, a
consideration, by government.

To the question "What other item would you like to see included in the ECID
cards?", 44.5% respondents answered they wanted to include "Personal medical
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history". Table 5.6 shows the results. The current ID cards do not carry any such
personal medical history. Thus when citizens go to hospital, medical staff does not
know the patients' medical history, and need to collect it, wasting time. Since 1993,
example, the MeDEx Clinic in Korea has used the smart card as a patient medical card
(Korea Telecom, 1994d). The card includes personal information, personal and family

medical history, and other details that enable fast medical treatment. As a result of
use of the medical card, they have reduced time wasting, and paper work in medical
records administration (Korea Telecom, 1994c). Therefore, citizens wanted to include

their personal medical histories into the ECID card for convenient use and time saving
opportunities this component offers.

As Table 5.6 shows, 35.5% respondents wanted to include "Cash/PIN card".
Most citizens who are over 18 years of age, have many kinds of cards such as bank

credit cards, Cash/PIN cards and so on. Statistics have shown, they have at least 1.02
bank cash or credit cards (National Statistics Office 1996a). Each bank card and PIN
card have different PINs (over 4 digits), and the cardholders need to memorise them.
Also, when an online system is off-line or malfunctioning, citizens cannot use their
cards through an ATM. They expected to reduce their number of cards by incorporating
then into the ECID card because it has large memory capabilities that could be used.
Therefore, they wanted to include cash or PIN cards with the ECID card. The
government has also considered this.

12.5% of respondents wanted to include their "Occupational status" in the ECID

card. Occupation is an important factor for social life in Korea because it represents

social position. Also when they obtain public documents and certificates, occupational
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status is required because it is used in the evaluation process to obtain such certificates.
Therefore, they wanted to include occupational status into the ECID card.

As the above analysis shows, citizens want to use the ECID card to increase
convenience in their social life via the incorporation of cash/PIN cards and medical
cards. The ECID card has potential to be used for a variety of purposes.

5.2.5 Current citizen's resident registration ID card and new ECID card problems

As Table 5.7 shows, the question "What is the main problem with the current
personal resident registration cards?" saw 45.5% of respondents indicating the problem
was "Ease of card forgery and misuse of personal information contained on the current
personal resident registration card", while 39.5% of respondents answered "Limited

storage of personal information details". 13% of respondents also expressed "Difficult
of updating personal information on the current ID card", because the current card is
paper printed and credit card sized with a plastic cover.

As the publication "Social Guide Post of Korea" (National Statistics Office,
1996b) states, crime in Korean society has increased rapidly with the fast development
of industry and a growing population. As Figure 5.1 shows, crime has increased each
year since 1984. The data between 1984 to 1996 is real data from investigation by
government, and the data between 1997 to 2007 is predictions only based on a
government computer model.
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Table 5.7 Discovery of current a n d n e w I D card problems a n d expected levels of

..jl!fi!?.H^

_ _
Number

Percentage (%)

Current problems
Difficulty of updating personal information
Ease of card forgery and misuse of personal information contained on ID card
Limited storage of personal information details
Other

26
91
79
4

13
45.5
39.5
2

Levels of solution by the new ECID card
Up to 2 5 %
26 - 5 0 %
51-75%
76 - 1 0 0 %

41
85
62
12

20.5
42.5
31
6

114
5
81

57
2.5
40.5

Problems of new ECID card
Information security
Card endurance
Personal information possessed by the government and potential misuse of
this information

Crime via the current I D card misuse and forgery, however, is currently a small
part of the total criminal activity in Korea. However, damage by type of ID card misuse
and forgery is continuously increasing in Korean society. The general card forgeries and
misuses are listed below:

i) Changes in photo identification
ii) Forgery of citizen's resident registration number
iii) Forgery of name
iii) Forgery of other individual information (e.g. address, place of birth, record of
military service, etc.)

As listed above, the forgery and misuse of cards and associated crime is

increasing. For this reason, citizens think the current citizen's resident registration ca
has some problems.
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N u m b e r of C r i m e s in Korea (1984-2007)

1988

1990

1992

1994

1998

2000

2002

2004

2006

Year

Figure 5.1 N u m b e r of crimes and predicted increase in Korea due to
industrialisation (1984 - 2007)
(Source: National Statistics Office, 1996b; Korea Housing co., 1995; The Ministry of
Domestic Affairs, 1995)

The respondents indicated the second main problem with the current ID card

was the limited storage of personal information details. The current ID card is almo
the same size as the current PIN/Cash cards. The card contains name, resident

registration number, address, fingerprints, military service record, photo, place of

and the head of a family. These are considered the basic personal information detai

all Korean citizens. However, the current ID card doesn't contain blood type, eye co

and so on. Therefore, the current ID card does not have enough individual informatio

These things will be contained on the ECID card, but the current ID card does not ha
enough space for including such information because it was designed by government
mainly to identify citizen's ID number and place of birth.

Another problem uncovered in the survey was the difficulty of updating personal

information. As mentioned previously, the current ID card is small and has a plastic
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cover to prevent forgery of personal information. Also, after issue of a card, the eight
basic information sets can not be changed at any time, but three sets of information
(photo, address and military record), can be changed when a new card is issued.
However, this system has some problems. For example, when a citizen moves from one
place to another, the address should be changed. This is difficult because the card

needs to go to one of the local government offices (Eop, Myon, Dong office) where the

local officer will write down the new address on the current ID card after taking off

plastic cover (Kim, 1977). The current ID card has only seven places for new changes.

Another similar example is that a persons' face can be changed by plastic
surgery and/or over time. However, the photograph on the current ID cards cannot be
changed without the reissue of a new ID card. This means the photograph has lost its
role in identifying the person because the photograph on the current ID card may be
different to their current appearance. Therefore, the current ID card is problematic
updating personal information because of legislation and the limitations of the card
itself.

Analysis of the question "At what level can the ECID card solve the problems of

the current ID card system?" is shown in Table 5.7. 42.5% of respondents answered tha
the ECID card would solve 26-50% of problems, and 31% of respondents answered 5175% of problems will be solved. Also 20.5% of respondents answered that it would
solve up to 25% of problems, and 6% of respondents answered that it would solve 76100% of problems. These figures show that most respondents believed the ECID card
would partly solve problems experienced with the current ID card.
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A s analysis shows, the current ID card has several problems and respondents

believe half of these current problems will be solved with the implementation of th

ECID card. However, responses to the question of "What do you perceive as the major

problem relating to the new ECID cards system?" highlighted new problems, different

from current problems relating to the current ID card. The Table 5.7 shows the res
the above question.

The major expected problem was information security, identified by 57% of

respondents, while 40.5% of respondents indicated problems with personal informati

being possessed by the government and the potential misuse of this information. Onl
2.5% of respondents answered card endurance as a new problem.
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Figure 5.2 Crime increase relating to information in Korea with rapid widespread
use of computers and networks (1973 - 1996)
(Source: National Computerisation Agency of Korea 1996a; 1997)
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Information security is not the only problem with the E C I D card. There are also
organisational problems relating to computer-networked information. With the fast and
widespread development of computers and their networks, information security has
become the most important issue to managers and/or organisations, and the crime
relating to misuse of such information has increased rapidly, (see Figure 5.2) As
analysis by the National Computerisation Agency of Korea (1996a; 1997) shows, with
the rapid and widespread development of the Internet and other computer networks,
new types of crime have appeared such as hacking.

The ECID card will also be operated and managed through a network, called
Citizen Network, for data transfer and information updated to main host computers
which will contain information and data about all citizens. The ECID card will also
contain individual information for personal identification and data transactions (The
Ministry of Domestic Affairs, 1997). Therefore, a large amount of information will be
exchanged through the Citizen Network and each ECID card. Without information
security, individual information may be used for other purposes by unauthorised

persons. In modern society, or what has been called the information society, informati
and data are most important products. Thus, it is imperative that citizen's individual
information should be protected from access and misuse by unauthorised persons.

As previous analysis for reasons of disagreement show, many respondents were
concerned about the management of their information by government, and potential
misuse. They believe the government will have access to a substantial amount of
personal information with the implementation of the ECID cards. They also had

concerns about Big Brother. As Orwell states in his book "1984" (1954), society will be
controlled by the appearance of the Big Brother, and people will be under constant
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surveillance. Therefore, the possession of personal information by the government will
possibly result in new forms of surveillance.

As analysis shows, the current ID card has many problems such as ease of
forgery. Respondents believe that implementation of the ECID card will solve half of
those problems. They also believe that new types of problems will appear with the
implementation of the ECID card, these problems being more severe than the current
problems,

5.3 Sociotechnical Influences and Changes

5.3.1 Influences and changes in social and user factors

The question of "What is the main influence of ECID cards in Korean society?"
shows how citizens believe the ECID card will influence social life. 44.5% of
respondents indicated their opinion that changes in citizens' life style via the use

smart cards (i.e. ECID card) will result, and 38% of respondents answered a change in

citizens' awareness about the importance of personal information will occur. 15.5% of
respondents also believe it will influence change in awareness of the smart card.

As Table 5.8 shows, many respondents believe the implementation of the ECID

card will influence and make changes in their life style. The current ID card has man
problems such as card forgery, and inconvenient administration and processing

procedures. Additionally, citizens require a number of personal certificates from lo
government and/or public offices for their business/social life. Such bureaucratic
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procedures are inconvenient and waste time and money. Therefore, as per the purpose
of the ECID card, both government and citizens believe implementation of the ECID
card will provide a more convenient method for personal identification and certificate
issue, and reduce cost and time taken to obtain certificates (Information & Culture
Centre of Korea, 1995). Thus, card users will be able to use the ECID card for
identification as a current ID card, and in obtaining personal certificates.

Citizens believe the use of the ECID card will influence a change in awareness
of the importance of personal information. In modern society, personal information is
very important to each person's social life, because such information is private and
should be protected from others. However, during the last three decades, the importance
of personal information collected by government agencies in Korea, has been ignored
with the use of the current ID card. As a result, many citizens have also ignored the
importance of their individual information. They have thought their information,
contained in their current ID card, has only been used for the purpose of identification
(i.e. photograph, address, name, and so on).

Table 5.8 Proportion of influences and changes in social a n d user factors due to
implementation of the E C D D card in K o r e a
Number _ _ Percentage (%)_
Main influence of new ID card
A change in citizens awareness about the importance of personal
76
38
information
15.5
31
A change in awareness of smart cards
44.5
89
Changes in citizen's life styles via the use of smart cards
2
4
Other
Main changes in life style
No need to carry wallets
Reduced attachment to documents or certificates
No need to go to public offices
Other

8
50
136
6

4
25
68
3
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Figure 5.3 Current structure of resident registration number including citizen's
information on Resident Registration Card and S c h e m e (Source. The Ministry of
Domestic Affairs, 1986)

However, anecdotal evidence shows they are unaware of the meaning of the

current ID card, especially the citizen's resident registration number (Interview with
Kim, 1997). The citizen's resident registration number has a number of serious
implications for personal information. It contains several items that identify each
person, such as date of birth, gender, area code (place of birth), order of resident
registration, and verification number. Figure 5.3 shows the structure of the resident
registration number in Korea.

This information is very important in identifying a family's hometown, and in

the extent of citizen surveillance. This information, managed by government, is used f

social life purposes and identification of persons. However, most citizens in Korea ha

ignored its importance with use of the ID cards. As analysis shows, citizens believe t
use of the ECID card will influence a change in their thinking from ignorance of the
importance of their personal information, to understanding of the importance of it.
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Respondents answered that the use of E C I D cards would influence change in

awareness of smart cards. Currently, the smart card is not so familiar to Korean citi

because it has only been operating since late 1990. It has been used by a limited num

of special organisations as an ID card in Korea Telecom. Recently, other application
the smart card have been introduced to citizens as a charging mechanism for

transportation fees in Seoul since 1996 (Institute of Transportation, and The Minist
Construction & Transportation, 1995).

In 1994, the application of the smart card for citizens was introduced by the
Kwang-Ju bank. They used the smart card as a general Cash/PIN card and employees'

management. The other application of the smart card has been as an identification car
for the employees of Samsung, a multinational corporation. They used the smart card
for managing employees' records, salaries, welfare and so on. (Korea Telecom, 1994a)
These uses of smart cards are only limited to specific people and organisations.

Thus, most citizens have little knowledge or understanding of smart cards used

in specific organisations. Most citizens have only experienced them indirectly throu
newspapers and magazines. Therefore, respondents expressed that the use of the ECID
card would influence a change in awareness, and increase applications and
understanding of smart cards.

To the question "What would be the main changes in life style caused by the use
of the ECID cards?", 68% of respondents answered "No need to go to public and/or
local government offices (Eop, Myon, Dong offices)", and 25% of respondents

expressed that would reduce the attachment of documents or certificates. Small number
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of respondents ( 4 % ) answered that they would not need to "Carry wallets" anymore.
The Table 5.8 shows the analysis of the main changes of life style with the use of the
ECID card.

Statistics by government show 170 million documents and certificates are
produced each year. This means each citizen uses 37.9 certificates and documents per
year (The Ministry of Domestic Affairs 1996, National Statistics Office 1996a). As the
information above shows, each citizen needs to go to local government and/or public

offices for the issuing and collection of certificates. Therefore, they can waste a gre
amount of time in doing this.

As analysis shows, citizens expect changes in their social life such as going to
local government and/or public offices for certificates, because they believe the ECID

card will supersede the issuing of personal certificates and documents. As a result, th

will not need to go to local government and public offices, making their social life mo
convenient, and they will save the money that was required for certificate issue.

The second change expected by citizens is reduction of attachment requirements

relating to documents and certificates used in business and/or social life. When a pers
buys a new house, for example, he/she is required to attach many kinds of certificates
and documents including the certified copy and abridged copy of citizen's resident
registration, and same copies of family resident registration. This means over 6 to 10
certificates and documents should be attached when processing the transaction. This is
inconvenient wasting both government and public's time and money. Therefore,
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citizens believe the use of the E C I D card will change, foregoing the necessity of
certificates and documents in many common business/social transactions.

Few respondents answered that changes to social life will no longer require them

to carry their wallet. The ECID card will contain 7 types (over 40 items) of individua
information. This means most current cards and information contained there in such as

driver's license, medical insurance and pension card, will be incorporated into the EC
card.

Following the plan for the ECID card by government, the card will contain over
8 Kbytes EEPROM. 6 Kbytes will also be used for the ECID card, specifically while

over 2 Kbytes will be used for other purposes such as electronic wallet, transportatio
charge card, stored-value card and telephone card (National Computerisation Agency of
Korea, 1996a). These plans are being considered by government, and a final decision
will be made when the ECID card is operating. Therefore, for these reasons,
respondents expected a change to their social life.

As analysis of influences and changes to social life shows, respondents expect

the use of the ECID card to influence their life style, and increase their awareness o
smart cards and the importance of individual information. Also, they believe that the

need to carry wallets and the requirement to go to local government and public offices
to attach certificates and documents, will disappear with the use of the ECID card.
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5.3.2

Influences and changes in organisational factors

To the question "What will be the main influence of ECID cards on the
government?", 37% of respondents answered it will increase the quality of service

delivery by government offices, and 36.5% of respondents indicated it will contribute t
government budget saving. Also 23% of respondents answered it will influence
structural changes in government offices (see Table 5.9).

As mentioned in the previous analysis, citizens require a number of certificates
and documents for their social life (government offices should also provide these
certificates). It is quite complex work, limited to the numbers of local government
offices and officers. As a result, sometimes, paper work and inquires are delayed and
ignored in spite of the best efforts of local government officers. Since the middle of
1980s, the implementation of computers and networks in government offices and

agencies has increased the quality of service delivery and reduced time taken for issui
certificates and documents (Kim, 1991). All information relating to citizen's resident
registration and other paper work is computerised, and information exchanged through a
computer network, called Citizen Network. As a result, there has been reductions in

processing time for the issuing of certificates, and increased work efficiency overall.

spite of computerisation of work processing, not all citizens are satisfied. Therefore,

citizens expect that the use of ECID cards will increase local government/public office
service delivery related to issuing certificates and documents.

Citizens believe the ECID cards will lead to government budget savings. As the
following government budget statistics show, 10.8% of the total budget is used for
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officers' salaries and general management costs (National Statistics Office, 1996a). This
is great outlay of funds can be reduced by implementation of the E C I D card. A report
by the National Computerisation Agency of Korea (1996b) shows implementation of
the E C I D card can make savings to the annual government budget of approximately 2
billion w o n (A$ 30 million). This can be achieved by reducing the number of local
government offices and officers. In Korea in 1996, 3753 local government offices (Eop,
Myon, Dong offices) were staffed by 75678 officers (see Table 5.10).

A local government office is on average staffed by 20.2 officers with 12.5% (2.6
officers) of these having a responsibility for issuing certificates and documents. They
are on a salary of 7367 w o n (A$10.52) per hour. Via the implementation of the E C I D
card, the government can reduce office staff w h o have a role in issuing certificates
(9740.7 officers). A s per the following formula, budget saving can be predicted.

Budget saving = Salary per hour x Numbers of officers x Hour x Day
(per year)

= 7367 x 9740.7 x 8 x 365
= 209,538,431,700 (won)
= A $ 29.9 million

As the above calculations show, the government can make savings in their
annual budget by implementing the E C I D card. This is because local government
offices will no longer have a role in issuing certificates. Therefore, respondents
answered the use of the electronic card will lead to savings in the government budget.
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Table 5.9 Respondents proportion and n u m b e r of influences and changes in
organisational factors (i.e. K o r e a n government) by implementation of the E C I D
card[ _ _ _ _ _ _ _

,_______™_™_™™-»____.
Number
Percentage (%)

Main influence on the government
Structural changes in government offices
Increases in the quality of service delivery in government offices
Government budget saving
Other

46
74
73
7

23
37
36.5
3.5

Changing role of local government offices
Current responsibilities and additional ECID card administration
Maintaining current role only
Closure of lower level offices
Other

108
57
33
2

54
28.5
16.5
1

Table 5.10 S u m m a r y of statistics of current government offices and officers in
Korea (1996)_
Numbers of
Numbers of
Name of local offices
offices

Eop

193

1,240
Myon
2.320
Dong
3,753
Total
(Data source: National Computerisation Agency of Korea, 1996b)

officers
27,805
8,932
38,941
75,678

Respondents believed structures relating to local government offices would be
changed by influences arising from the implementation of the ECID card. As mentioned
above, there are 3753 local government offices in Korea. The major role of local
government offices is issuing certificates and documents. Following a report by the
National Computerisation Agency of Korea (1996b), 66% of government offices total
role was shown to be in civil appeals, 28.8% in confirming certificates, 25.1% in
registrations, 13.5% in analysis inquiry relating to civil appeals, and 9.6% was other
matters. 20.2% (9740.7) of total officers had roles to play relating to the issuing of
certificates, while some others also worked on resident registration matters. However,
with the implementation of the ECID card, their role may be changed and/or numbers of
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offices and officers will be reduced so as to reduce Korean government expenditures.
The implementation of the ECID card can change structures and roles of local
government.

As the above analysis shows, the roles of local government offices and officers
can be changed via influences from the ECID card. The question "If the ECID card does
begin operating, how will the role of lower local government offices change?" showed
an expected point of view from respondents. 54% of respondents answered that local
government would maintain their current responsibilities and have additional ones
related to ECID card administration. 28.5% of respondents expected local government

to maintain their current role only, and 16.5% of respondents expressed the opinion tha
local offices will close.

With the implementation of the ECID card, the Korean government has a plan
which will entail a new organisational structure for the issue of the card (National
Computerisation Agency of Korea, 1996c). This means a reduction in role and staffing

levels for local government offices and officers. As analysis shows, respondents did no
want to reduce local government office services because they have been convenient for
a long time. Also, the plan for the new organisation requires a huge budget,
approximately 2.5 billion won; A$ 3.57 million (The Ministry of Domestic Affairs,
1997). This budget includes the cost of mainframe and communication equipment, but
does not include the extra costs of other facilities, training, salaries and so on. If

costs are included, the total cost for the new organisation will increase dramatically.
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However, current local government offices are already well organised. Officers
are also well trained, and understand their role well (Oh, 1996). This means the
government doesn't need extra officers and training for the implementation of the ECID

cards. Therefore, the current responsibilities and additional administration required f
ECID cards can be carried out by existing local government offices and officers.
Furthermore, there should be a minimum of additional problems such as increases in
staffing levels in the implementation of the ECID card.

Some respondents believed that current local government offices and officers
would maintain their current roles only which means that the current local government
offices and officers would not be involved with the ECID card. Thus, the ECID card
administration system would be divided into two parts. One part would be the current
resident registration administration conducted by local government offices, while the
other would be an ECID card administration system run by a new organisation. In other

words, current local government offices would maintain their role in citizen's resident

registration, civil appeal, confirming certificates and so on, with the new organisatio

having roles related to issuing cards, storing personal information, network management
and so on. This dual structure for the ECID card could cause new problems such as

confusion in information processing because both organisations have roles of a differen
character. It will also require a huge amount of money for the management of the two

separate organisations. This is the worst-case scenario for the structural change requi
by implementation of the ECID card. However, in the case of citizens, this proposed
dual system was not important to them, because they believe the use of the ECID card
will influence convenience in issuing documents etc.
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With the implementation of the E C I D card, some respondents believe local
government offices will close. Following the report by government (National
Computerisation Agency of Korea, 1996c), the roles, structures, and the numbers of
current local government offices will be reduced with the implementation of the ECID

cards. The current role of citizen's resident registration will move to a new organi
This action will mean structures of local government will change, and new structures
will appear. However, it may also lead to some problems, such as the management of
current offices and surplus officers.

As a result of analysis, respondents believed the implementation of the ECID
card would increase the quality of services, by changing the structure of local
government, and would bring savings to government budgets. They believe the shape
and roles of local government will be changed by the ECID card.

5.3.3 Influences and changes in technical factors

The question "What will be the main influence of ECID cards on the
development of technology?" showed 52.5% of respondents believed the ECID card
would influence "The development of techniques relating to smart card and peripheral
equipment", while 30% of respondents believed it would influence "The development
of techniques in smart card applications", and 14.5% of respondents expressed their
belief that it would influence "The development of the application program" such as
security and encryption. Table 5.11 shows the results of the analysis.
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Since the 1970s, the electronic and equipment industry has developed rapidly
with the fast developing national economy based on cheap labour (National
Computerisation Agency of Korea, 1996a). Since the 1980s, investment by government
and multinational corporations such as Samsung has been based on the development of
electronic and related equipment industries. However, with rising labour costs,
development speedhas slowed (National Computerisation Agency of Korea, 1997). In
spite of this change in situation, rapid and widespread computer technology and
networks have influenced and accelerated the development of basic electronic
industries.

Table 5.11 Respondents proportion to influences of technology development and
subsidiary techniques and industry development by implementation of the E C I D
jcanHnJKore^
Number

Percentage (%)

Main influence on the development of technology
The development of the application program (e.g. security and
encryption)
The development of techniques relating to smart cards and peripheral
equipment
The development of techniques in applying smart cards
Other

29

14.5

105

52.5

60
6

30
3

Base technique for Industry development
Security techniques
Data-base techniques
Computer communication techniques
Peripheral equipment techniques
Other

145
17
29
7
2

72.5

Expected industry development via new ID card
Service industries
Electronic industries
Telecommunication industries
Other

76
62
58
4

38
31
29
2

8.5
14.5

3.5
1
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In spite of the fast development of electronic and equipment industries,

technologies relating to smart card have not been sufficiently developed. They are at
early stage of the technology required. The main technology related to smart cards is
MCU, COS and NVM (i.e. EEPROM). Related technologies are network, security, and
other peripheral equipment. COS is currently being developed by Samsung and L.G.
(Cm, 1997b). Furthermore, Samsung is already using smart cards as their employees'

identification card. Samsung has invested in the technical development of smart cards,
and other related technologies.

Also, with this introduction of its technology from Simens, they have made
preparations to market the smart card (The Ministry of Telecommunication and
Industry, 1997). As the following article from the newspaper, the "Electronic
Newspaper" (Gu, 1997b) shows, Samsung has already finished the development of
COS, and will participate in the ECID card project. L.G. has also finalised the
development of COS with their introduction of technology from Hitachi. They have also
been developing the NVM area.

Other peripheral equipment has also been developed by many research institutes.
For example, card readers which can be adopted by personal computers, have been
developed by Ill-Jin electronic co. in 1995 (Ill-Jin electronic co., 1995). The cover
protection film, called the color heating transcription film, for the ECID card was
developed by Han-Sol chemical company in 1996 (Lee, 1996). These major

technologies thus are currently being developed by the electronic companies, and these
technologies will develop more rapidly with the influence of ECID cards.
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Technologies in applying smart cards have been developed through m a n y other
industries such as electronic and telecommunication industries. Since 1990, some
research institutes have developed technologies relating to smart cards such as card

readers and writers (Ill-Jin electronic co., 1995). Some companies have used the smart
card to increase customer services and/or management of their employees. As a result,
with the plans for the ECID card, many research institutes have been developing
relevant application techniques. For example, Korea Telecom has been developing
public telephones that use smart cards. Also many other related technologies are
currently being developed with the investment support of corporations and government
agencies. This means that currently new techniques are being developed for smart card
applications.

Singapore 42.0
Australia & N Z
189.4
Malaysia 13.4

Taiwan 37.9

India 10.6

Korea 11.6

Thailand 11.6

Japan 757.8

Figure 5.4 Statistics of import of major Operating Systems (OS) for personal
computers from the U.S. to Asian countries in 1995 (million dollar)
(Data source: National Computerisation Agency of Korea, 1997)
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The history of the software industry in Korea is not long because personal
computers were only introduced into Korea in the early 1980s. Currently, most major
Operating System (OS) and offices package programs are imported from expert
software companies in the United States such as Mcrosoft co., Lotus co. and so on.

This graph shows (Figure 5.4) how many operating system (OS) programs for
personal computers are imported from the United States to Asian countries. In 1995,
Korea imported 34.4 million dollars of OS programs, whereas 33 million dollars of
software was exported (National Computerisation Agency of Korea, 1997). However,

the software industry in Korea has continuously developed, including a rapid increa
the number of software companies. The number of companies in 1981 was 42, while in
1996 this number had grown to 320. This marks a 760% increase in the number of
software companies in 15 years (National Computerisation Agency of Korea, 1997).
These software companies have developed rapidly with the development of educational
and communication software packages.

However, currently the manufacturing software packages such as Computer
Added Design (CAD), Computer Added Manufacturing (CAM) and Graphic
Information System (GIS), and communication and educational software packages have
increasingly been in consumer demand with the rapid development of computer

technology. The Table 5.12 shows the production levels of software in Korea for 1995
1997.
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Table 5.12 S u m m a r y of increase in the a m o u n t of production of software (S/W)
packages and its prediction in Korea (1995 -1997)
Operating system
Communication S/W
OAS/W

1995
321.6
87.9
56.3

18

GIS
CAD/CAM
Game
Educational S/W
Other

42.2
69.4

Total

614.1

9
9.7

1996
427.5
139.9
71.8
38.2
76.2
97.6
20.2
131.8
1003.2

(Data source. National Computerisation Agency of Korea, 1996a;

1997 (prediction)
542.1
195.4
87.3
57.2
108.8
109.5
37.7
149.7
1287.7

1997) (Million US$)

In spite of rapid developments in the software industry, encryption software has
not been developed sufficiently, because it needs special algorithms. Application
software has been developing rapidly, however, including system software such as

operating software. This means that the software industry has sufficient potential to
develop smart card application programs such as COS, read/write software, and so on.
Thus, respondents believed the development of such application programs would
influence the development of the ECID card.

Table 5.11 shows the results for the question "For the development and
associated technology of the new ECID cards, on which technique should these
processes be mainly based?". 72.5% of respondents indicated "Security techniques",
while 14.5% of respondents indicated the "Computer communication technique". Also,

8.5% of respondents believed "Database techniques" should be the basis, while 3.5% of
respondents indicated the "Peripheral equipment technique".
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Table 5.13 S u m m a r y of general (Hardware and Software) security methods used
for the E C I D card and its operational networks
Category
—
Methods
Type
Card Security
Software
PIN
Electronic signature
Hardware
Printing
Network System Security Software Encryption
_
__
Hardware
(Source: National Computerisation Agency of Korea, 1996d)

Lock

In the use of the ECID card, an important factor is security because it contains
personal information. With the rapid development of computers and network
technologies, an emphasis on security has become an important factor, because
information is a new product for the information industry itself.

Currently, security techniques for the ECID card are being considered by the
Korean government and its agencies. In the use of the ECID card, security can be
divided into two major categories; card security and network system security (see Table

5.13). Card security relates to the protection of classified information from unauthori
use. It also can be divided into software and hardware forms. Software card security
methods prevent illegal uses. They include PIN and electronic signature. PIN is

currently a popular method used in magnetic strip cards. Indeed, for the use of cards at
ATMs, the cardholder key-types their PIN into the ATM for transaction identification
purposes.

However, this system has several problems. For example, when a cardholder has
several different bank or credit cards, the cardholder must memorise all PINs because

each card has a different PIN. For this reason, the PIN is often difficult to use for e
people. In Korea's case, the PIN is not provided by bank or credit card companies. The
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PIN is created by cardholders themselves, so they mainly m a k e their P I N easy to
memorise (i.e. date of birth, telephone number, address, or resident registration
number). Thus, the PIN can be easily discovered from such information, and carries
some risks.

The other card security method is the electronic signature. It has been developed
with computer and network technology. The use of the non-electronic signature has
mainly been in westerncountries2. Currently it is in use in Korea for personal
identification purposes. This technique is now being developed by many electronic
institutes and government agencies for the implementation of the ECID card.

Hardware methods include printing. The current ID card uses a plastic cover for
protecting indicated information and photo. However, the personal information and
photo on the ECID card will be printed and covered by a specific film. Thus, it will
protect the information contained in the ECID card.

The network system security is to protect information from misuse outside. A
method of network system security by software is via the encryption of information for
transaction and processing. "Encryption is the transformation of data into a form
unreadable by anyone without a secret key" (Tarbox, et. al, 1997, p.251). It is mainly
used to prevent interception of data and information by unauthorized users. Thus, data
by encryption can only be read by decrypting it. This technique has been used by most
network systems. The encryption technique is currently being developed by a
government agency for use as network system security related to the ECID card. A

2

In this study, 'western countries' are defined as occidental countries such as most Eu
including the U.S. and Canada and they are an opposite notion to 'oriental' countries.
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potential network security method is locking the system. This uses a lock and key for

use in a network system. The key can be kept by authorised officers who can operate the
network system with the key.

Table 5.11 shows the result of the question "Which industries will most develop
via the use of ECID cards?". 38% of respondents indicated that "Service industries"
would develop with the use of the new ECID card, whereas 31% of respondents
indicated that the Electronic industry would develop, and 29% of respondents indicated
the Telecommunication industries. The analysis shows thus, the use of the ECID card,
indeed the smart card, will, according to respondents contribute to development of the
service industries. The service industry domain is very broad including banking,
shopping, and so on.

5.4 Conclusion

This chapter has analysed a variety of sociotechnical factors which were

discussed in literature reviews. This analysis shows that these five key factors can be
addressed in terms of social and organisational aspects. This is because these five
factors can be major combination factors between social and organisational aspects in
implementation of the ECID card in Korea. Through the preliminary survey, a variety of
questions relating to implementation of the ECID card were asked and a variety of
responses were collected from Korean citizens. This collected data has been analysed
carefully by descriptive analysis methods. Also these factors have been discussed in
order to identify the most important key factors in evaluating ECID card
implementation.
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The five important key factors to impact on the implementation of the E C I D
card in Korea have been identified via this analysis. The first key factor is that
information crimes related to the current ID card can be reduced by use of the ECID
card. As discussed in literature reviews, ECID cards have higher levels of security
functions than the current paper based ID card (National Computerisation of Korea,
1996b; 1996d). For this reason, citizens may have expectations that the ECID card is

safer than the current ID card and current problems related to personal information ca
also be reduced. The second factor is awareness of convenience of use. Currently
various types of personal certificates exist in Korean society and citizens are aware

their inconvenience in public life (Ha, 1996). With the use of the ECID card, however,
citizens can believe these various certificates will be managed by a card which will
increase quality of personal life in Korean society.

The third factor is confidence in government and the ECID card. The ECID card
is a personal identification card, which is provided by the government and which
contains a lot of personal information. Thus, confidence in government and the ECID

card by citizens can be an important factor. This is because the ECID card can be used

as a surveillance tool and without public support, the ECID card cannot be successfull
implemented in society. However, public confidence in government was identified as
not very significant in this analysis. The fourth factor is privacy concerns with the
of the ECID card. These privacy concerns are the most important factor to the
implementation of the ECID card. The reason for opposition to ID and/or ECID cards in
other countries is mostly personal privacy concerns (Kim, 1997a; Kim, 1997b; Davies,
1996). This is because personal information can be managed by government and the

information can also be used for other purposes by government or unauthorised persons.
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Thus, privacy concerns can also be related to factors in confidence in government and
information crimes.

The last factor can be determined as electronic surveillance by government with
the use of the ECID card. This is a subsidiary factor of privacy concerns. The ECID
card can be used as a surveillance tool by government, because it can contain a great
deal of personal information. Also, this potential use as a surveillance tool can
adequately increase privacy concerns and reduce confidence in government by citizens.
Thus, with the increase in privacy concerns, citizens may have electronic surveillance
concerns. Citizens also believe the ECID card could possibly be used as a surveillance
tool.

In summary, these five identified key factors can possibly impact on
implementation of the ECID card in Korea, and these will be used as key factors in the
primary survey study. The next two chapters will discuss methodologies used in the
primary survey and analysis of the survey to identify relationships between user
acceptance of the ECID card and five sociotechnical factors.

Chapter Six
Primary Survey Methodology and
Design for Determining Citizens'
Attitudes to User Acceptance of the
E C I D card

Through the analysis of the preliminary survey in the previous chapter, this
study has identified five major key factors which may impact on the level of user
acceptance of the ECID card in Korea. These key factors are deeply related to social and
organisational aspects. They will also be used as the main variables in the primary
survey to determine levels of user acceptance of the ECID card, to identify the
influential relationships between them, and to develop a relational model for system
designers and decision makers.

In Chapter Four, the interview survey method and other related methodologies
was generally discussed and justified to conduct the survey effectively and to reduce

possible errors including design of the survey instrument. This chapter will also discuss
and justify the design of the main survey and the administration of the survey with the
other considered factors such as reliability and validity.
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6.1

Design of Main Survey

Through the survey design, parent population and area for the main survey will
be determined, and sampling procedure and sample size will also be justified. The
procedures for survey instrument design will also be discussed.

6.1.1 Determination of parent population

The parent population of this survey was determined as persons who are Korean

citizens, 17 years and over and in possession of a resident registration card. Currentl

the resident registration cards are issued to registered Korean citizens 17 years and o
(Kim, 1979a). This means that citizens 17 years and over possess the resident

registration card and use it in Korea as proof of identification for themselves and for

variety of other purposes. Therefore, they can potentially understand the pros and cons

of the resident registration card they are using. For this reason, the parent populatio
was determined to be Korean citizens 17 years and over.

For the determination of the parent population, data from the National Statistics
Office was used and analysed carefully. Data from the Regional Statistical Yearbook by
the National Statistics Office (1997) and the Population Statistics of Resident
Registration by Seoul Metropolitan Government (1998), the total population of Korea in
1995 was 44 608 726 (31st, December), while the number of citizens who possessed the
Resident Registration card was 32 481 798. Appendix E shows the distribution of the
resident registration card owners in Korea by age and educational level. It was
reconstructed and derived via analysis of three different statistical sets from the
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National Population Census in 1995; total national population, population by age level
and population by educational level.

6.1.2 Determination of survey area

Korea consists of six metropolitan cities (i.e. Seoul, Pusan, Degu, Kwangju,
Dejeon and Incheon) and nine provinces (i.e. Kyoung-gi, Chung-cheong-buk, Chungcheong-nam, Kang-won, Jeon-la-buk, Jeon-la-nam, Kyoung-sang-buk, Kyoung-sangnam and Je-ju). As the National Population Census in 1995 and data from the National

Statistics Office (1997) shows, 21 844 228 citizens live in the six metropolitan citie

and 24 589 692 citizens live in the nine provinces (or local regions). In 1996, in ter
the age group 15 years and over, 17 017 652 (47.4%) citizens were living in the six

metropolitan cites, while 18 931 661 (52.6%) citizens were living in the nine province

in this age group. In addition, in terms of the educated persons, data shows 19 426 58

(47.7%) citizens were living in the six metropolitan cities and 21 060 869 (52.0%) suc
citizens lived in rural areas.

Table 6.1 shows data relating to the population's geographical location, their
educational status and number of persons aged 15 years and over. This was done to

identify the geographical differences between local and metropolitan cities in terms o

age and educational status. Thus, this table was carefully re-constructed using analys
on figures from the National Population Census in 1995 (National Statistics Office,
1996a; 1996b), Regional Statistical Yearbook (National Statistics Office, 1997),
Population Statistics of Resident Registration (Seoul Metropolitan Government, 1998)

and the statistics database located in the National Statistics Office. For the constru
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of the table, data relating to size and population of administrative area, total census
population and population by age and educational status, was analysed.

Comparing the total population in each category (i.e. Population, number of
educated persons and persons aged over 15), with each metropolis and province by the
total population, and the number of educated persons and those aged over 15, similar
proportions are in evidence. For example, Seoul has 22.6% of the total population,
23.1% are educated persons and 23.1% are persons 15 years & over. In addition,
Kyoung-gi has 17.7% of the total population, 16.7% of educated persons and 17.0% of
persons who are 15 years & over. As the above example shows, the proportions by age,
region and education are not very different. This means any metropolitan city and
province can adequately represent each metropolis and province. However, for this
study, Seoul and Kyoung-gi province were selected, because both Seoul and Kyoung-gi
province have the largest number of population for each category, as well as having a

typical distribution of population by age and educational status and other social fac

For this reason, the survey was conducted in Seoul and Kyoung-gi province

(mainly in Suwon). Seoul is the biggest city and the capital of South Korea. Statistic
the population of Seoul in 1997 (Seoul Metropolitan Government, 1997) show there

were 10 469 852 citizens living in Seoul at this time. Light and commercial industry h
well developed and education and culture have also reached an advanced level. The
citizens in Seoul (if sex, age and educational levels are considered) are distributed
normally and broadly compared with other major cities in Korea, because of this data

collection can be easily obtained from a variety of respondents and also a reduction o
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bias arising from regional characteristics (e.g. low educational level in an industrial
area) should be achieved.

Kyoung-gi province is a mid size province and has the largest population of all
South Korean provinces. This province also has a typical population distribution
compared with other provinces. Suwon is the capital city of Kyoung-gi province. It is
one of 72 local cities and has the fourth largest population of the cities in the nine

provinces. It had 772 265 citizens in 1996. It is also a typical mid-size local city, an
industry and commercial activity has developed to an advanced level compared to other

local cities. It also has a typical distribution of sex, age and educational levels (Nat
Statistics Office, 1997) compared with other small and mid-sized Korean cities. The
major industries are manufacturing and services.

For this reason, the survey in Kyoung-gi province (Suwon) is able to collect data
easily from the local respondents and to identify geographical differences in the
characteristics of the small and/or mid-size local cities. Therefore, from conducting
surveys in two regions, Seoul and Kyoung-gi province (Suwon), the geographical
differences can be identified. Additionally, the other areas such as "satellite cities"
"rural areas" in Kyoung-gi province were also carefully considered, because citizens in

these areas may have different ideas. Even though "satellite cities" and "rural areas" a
included in Kyoung-gi province (i.e. Suwon), the results will be analysed separately.
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Table 6.1 Statistical distribution of total population, n u m b e r of educated citizens
and citizens aged over 15 years by metropolis or province in Korea

METROPOLITANS
AND PROVINCES

TOTAL
POPULATION*

Seoul

10 469 852

(22.6%)

Pusan

3 878 918

(8.4%)

Degu

2 490 960

(5.4%)

Kwangju

1302 261

(2.8%)

Dejeon

1 297 884

(2.8%)

Incheon

2 404 353

(5.2%)

Total Metropolitan

21 844 228 (47.2%)

8 190 938

(17.7%)

Chung-cheong-buk

1 458 033

(3.1%)

Chung-cheong-nam

1 878 130

(4.0%)

Kang-won

1 531 337

(3.3%)

Jeon-la-buk

2 009 148

(4.3%)

Jeon-la-nam

2 177 368

(4.7%)

Kyoung-sang-buk

2 799 171

(6.0%)

Kyoung-sang-nam

4 021 831

(8.7%)

523 736

(1.1%)

Kyoung-gi

Je-ju

NUMBER OF
EDUCATED
PERSONS**
9 362 290
(23.1%)
3 504 221
(8.7%)
2 227 716
(5.5%)
1 134 343
(2.5%)
1 147 627
(2.8%)
2 050 383
(5.1%)
19 426 580
(47.7%)
6 774 171
(16.7%)
1 274 502
(3.2%)
1631 398
(4.0%)
1 349 261
(3.3%)
1 750 830
(4.3%)
1 906 993
(4.7%)
2 456 676
(6.1%)
3 460 603
(8.6%)
456 435
(1.1%)
21060 869 (52.0%)
38 487 449

NUMBER OF
PERSONS (15
YRS.& OVER)***
8 278 872

(23.1%)

3 059 626

(8.5%)

1 923 597

(5.4%)

981 161

(2.7%)

978 396

(2.7%)

1 796 000

(5.0%)

17 017 652

(47.4%)

6 094 658 (17.0%)
1 130 343

(3.1%)

1 490 053

(4.1%)

1211969

(3.4%)

1 583 584

(4.4%)

1 734 854

(4.8%)

2 220 124

(6.2%)

3 060 979

(8.5%)

405 097

(1.1%)

18 931661 (52.6%)
24 589 692 (52.9%)
Total Province
35 949 313
46 433 980
Total Population
(Data source: National Statistics Office, 1997; Seoul Metropolitan Government, 1998)
* Including foreigners (1996) ("foreigners" are all those persons without Korean citizenship)
** Excluding foreigners (1995) ("educated" refers to all persons w h o have attended primary school or above)
*** Excluding foreigners (1996) ("age" refers to persons w h o is 15 years and over)
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A s Table 6.1 shows, the data represents distribution of the Korean population by
resident, educational and age status. In this regard, 47.5 % of the population live in

six metropolitan cities while the remaining 52.5 % of the population live in rural area

(i.e. including local cities). This means that the survey can be conducted with a divis
of the sample size using the ratio of the population to help uncover any regional
differences. Thus, the survey was conducted using the divisions of the sample size and
using the above proportion of the population.

6.1.3 Sampling for survey

Justification of sampling method
The proportional stratified sampling method was used for this survey research.
This sampling technique is a method used to justify the sample by the categorising of
specific groups or stratum. This method is used when a researcher has data and

information on the parent population, and the sample can be justified as the same ratio
in the characteristics of the parent population. Accuracy of sampling can also be

increased by the use of the proportional stratified sampling method (Leedy, 1993; Park,
1997). As Kim (1996a) states, sampling error can be reduced more via this method than
by other sampling methods (e.g. cluster sampling). He also mentions that the use of

proportional stratified sampling is more effective when large heterogeneity of the par
population is present.

However, the proportional stratified sampling method has the following pros and

cons (Park, 1997). The pros include: 1) it increases the representativeness of the samp
2) a higher presumption of the characteristics in the parent population are present
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compared to the random sampling method, and 3) a reduction of sampling errors is
achieved (compared to random sampling). The cons of this sampling method however
are 1) it is difficult to identify the proportional sample because this requires the

distribution of the parent population, 2) a great deal of time may be needed to identify

several strata in the parent population, and 3) a possibility exists that classification
errors may occur when defining several strata.

With the consideration of the above pros and cons and other factors such as
accuracy and reliability, proportional stratified sampling was selected for the survey.

The reasons for this selection are that 1) this method does not require a checklist (i.e

name, personal details, etc.) for the parent population (Park, 1997), 2) the results can
adjusted according to the respondents' status (i.e. age level, educational and regional

status) and 3) to increase reliability, a higher accurate representativeness of the par

population is required because the sample size is small - compared to the numbers of the
parent population (Park, 1997).

Sampling procedure
The sampling progressed in the following way as per recommendations by
Sarantakos (1993) and Park (1997). Firstly, for the first stratified sample, the parent
population was divided into four strata according to age groups of the population (i.e.
17-29 years, 30-39 years, 40 - 49 years and 50 years and over). Secondly, for the
second stratified sample, each age stratum was divided into four strata according to
education attainment groups in the population (i.e. middle school graduate and below,

high school graduate, current university student, university graduate & above). Thirdly,
the second level of the stratified sample created twenty categories (see Appendix E).
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Finally, the number of the parent population w a s analysed to identify proportions in
each stratum.

Interviewers selected the actual respondents for this survey, because the
proportion of respondents should be adjusted to increase reliability of survey results.
Every 10th person within the respondent area was selected and interviewers visited
houses and offices using the same selection method. This rule was discussed with
interviewers and decided upon because without it, the survey may have reduced the

fairness of respondent selection and the reliability of results. Thus, with this rule, i
expected that the bias from interviewers was reduced, and the reliability of the survey
procedures was increased.

Justification of sample size
Sample size means the number of the sample which was appropriate to

investigation of the parent population (Park, 1997). For determination of the sample siz
for quantitative research, there are largely two methods that can be used; using tables
and formulas. The determination of sample size by tables was developed by Parten
(1950) and Krejcie and Morgan (1970). This method uses the developed tables by
consideration of confidence levels, errors, and population size (Kim, 1996c).
Researchers thus can use the tables to determine sample size conveniently. However,
the determination of sample size by the use of tables has limitations and may decrease
accuracy because they use confidential levels, incidence of cases in the population and
fixed sampling error.
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Leedy (1993) and other methodological researchers (eg. Sarantakos; 1993; Lee,
et. al. 1998; Yoo, 1997) have recommended using a formula for the determination of
sample size. This formula is also used popularly to determine sample size by
researchers. Leedy and Park (1997) have assisted in their consideration of several

factors to determine sample size. These include; degree of precision between the sample
and the general population, the variability of the population, method of sampling and
time and cost of surveying.

As shown above, both methods are commonly used to determine sample size,

when the characteristics of the parent population are heterogeneous. However, it can be
determined that the parent population in this study has homogeneous characteristics
because all citizens (over 17 years) currently have a resident registration card and
experience of it. Also, 'homogeneous characteristics' in this study means the same

citizen attributes, notions, or experiences coming from a culture or society. The paren
population was also determined as persons who are current resident registration

cardholders. Thus, determination of sample size by statistical method does not suit thi
survey study because the parent population has homogeneous characteristics.

For this reason, the sample size was determined by the consideration of research
purposes, methodology, instrument, survey area, funding, and accuracy, as the
determination of sample size in qualitative research. To determine sample size, the
suggestions by Sarantakos (1993, p. 143-144) were considered carefully. Sarantakos
(1998) states, "if the population is homogeneous with respect to the study object, a
small sample may suffice" (p. 158). Sarantakos also mentioned larger samples do not
always give a higher degree of precision, validity or success in a research study.
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The sample size was determined by the consideration of the survey area. Seoul

consisted of 25 census districts and Suwon consisted of 3 census districts in 1997. To
determine sample size in Seoul, 16 samples per census district were considered to
conduct the main survey. Thus, a total of 400 samples were determined in Seoul.

As the information shows in the above survey area, the population in
metropolises and provinces consisted of 47.5% and 52.5%. This means the population

of provinces (i.e. Suwon) is 1.11 times larger than the population of metropolises (i.
Seoul). Thus, the sample size in Suwon determined 444 samples and 148 samples per
census districts were considered. However, to determine final sample size, the

proportion from proportional stratified sampling by age and educational level was also
considered. The proportion and samples are shown in Appendix E. The final sample
was determined as Seoul (396 samples) and Suwon (448 samples) with consideration of
proportion of stratification (i.e. ideal sample size by stratified sampling).

6.1.4 Survey instrument design

This survey used a self-response questionnaire because this can reduce the
incidence of personal bias from other surrounding parties such as family members or
even the interviewers themselves. As Park (1997) states, it is also expected that the
respondent can indicate his/her own opinion by the use of this type of questionnaire.

The survey questionnaire was printed on A4 size white paper and used 12-point

font size, (see Appendix F - Survey Questionnaire) To increase the visual impact of th
questionnaire, two different fonts styles (such as Gothic and Times New Roman) were
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also used to help classify the questions and responses. This was done because the use of

different fonts can lead to reductions in response errors such as miswriting or pen-sli
(Park, 1997).

To achieve the purposes of the study and to collect quality of data, 73 questions
were included in the survey instrument. As Park (1997) and Lee, et. al. (1998) states,
larger number of questions would only increase incorrect responses and may cause a
refusal to respond from the respondents as a longer questionnaire may take up too much
time/ become boring to the respondent. Thus, to reduce the number of refusals from
participants, the minimum number of questions were used with consideration of study
purposes and time plan.

To increase the validity and reliability of this instrument, the format of the
instrument was modified several times in accordance with the experience gained in the
pre-test conducted by many Korean students at university to confirm suitable language

use, structure of instrument, context and translation of instrument. For the instrument
design, rules of questionnaire design as suggested by many researchers such as
Sarantakos (1998, 3rd Ed.) were also considered carefully.

Justification of scale and range of responses
The Likert scale which was developed by Likert in 1932 is similar to the

Thurston scale. It consists of a set of items and a set of response categories. Each it
and category has equal value and a continuum of set responses related to respondents'

agreement/disagreement with any set of questions. It is also very often used in the soc
research area, because it is easy to construct and is more reliable than the Thurstone
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scale. Indeed, Sarantakos (1993, 2" Ed.) states the reasons the Likert scale is often

preferred is that it: 1) has a high degree of validity, 2) can provide single scores from
set of items, 3) has a high reliability (between .85 and .94), 4) allows ranking of the

respondents and 5) is relatively easy to construct (p. 84). For these reasons, this surve

instrument implemented the Likert scale to increase external validity and reliability and
to obtain clearer responses.

Many science researchers normally assign 4, 5 or 7 - answer response categories

(eg. Igbaria, et. al, 1997 and Davis, 1993). The use of these different categories can be
defined by the researchers' consideration of the research method, of questionnaire
design and for analytical purposes. For this reason, this survey questionnaire
implemented a 5 - answer response category to increase respondent visualisation to the
questionnaire, for ease of coding and to reduce the time required for coding and
analysis. The assigned ranges are from 'strongly agree' through 'agree', 'neutral' and
'disagree' to 'strongly disagree'. However, the words were translated differently in the
Korean language with consideration of the context.

By the use of the word, 'strongly', this instrument expected to separate the
common responses (i.e. 'agree' or 'disagree') and the stronger responses (e.g. 'strongly
agree' or 'strongly disagree'), in order to identify the relative strength of respondent

opinion related to specific questions. Also by the use of 'neutral', the respondents coul
indicate a response in the middle of 'agree' and 'disagree', when they could not decide

on a specific response. This is done in order to reduce refusals to specific questions or
assist those unwilling to respond. For this reason, this survey instrument used a 5-

answer response category (i.e. 5-point Likert scale) to increase validity and reliabilit
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Types of questions used in the main survey
Several different types of question were used to increase accuracy of response

and provide for a variety of data collection in this study. Firstly, factual questions w
used to identify and verify the representativeness of the sample with the parent
population to increase validity and individual status of respondents (eg. age, sex,
educational level and resident region).

Secondly, opinion questions were used to collect data on respondents' attitudes
and opinions relating to ECID card acceptance and other factors in the form of a
mixture of direct/indirect questions and open/closed questions. Many social researchers
use these types of questions because they can cover the disadvantages of each type and
provide more reliable responses from respondents by the use of both of these types of
questions. For this reason, this survey study used a mixture of types of questions.

Thirdly, direct/indirect questions were used to collect accurate responses from
the participants. Direct questions normally are used to increase correct opinions and
responses. However, indirect questions are often used when respondents are avoiding
and/or refusing to respond to questions. Thus, responses can be collected through the
use of different questions with content. As Park (1997) asserts, the avoidance and
refusal of respondents to answer questions can occur because of social and personal

situations, organisational and human relationship factors, and also sophisticated social

issues. The incorrect and/or avoided responses can reduce the reliability of a survey, a
causes severe problems in analysis to occur.
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This survey includes sophisticated social issues (i.e. E C E D card, electronic
surveillance, privacy concerns and confidence in government). These issues are also
related to government and their projects, thus incorrect and untruthful responses are
expected because respondents will have concerns about indirect infringement from
government such as an intensive taxation investigation. Therefore, indirect questions
were also used to mitigate against these likely incorrect responses.

Finally, closed/open questions were also included in this survey instrument. The
closed question is used to gain easy responses and to aid easy coding of data. This
question type is usually used when the target sample (i.e. respondents) knows the issue
related to the question and a prediction of specific responses from respondents can be

made by the researcher (Park, 1997). This type of question can also increase reliability.
For this survey, responses were limited by the use of a 5-point Likert scale, and
participants selected a given response. Open questions were also used to get free
responses or opinion from the respondents. This survey instrument included open

questions to allow unlimited opinion by participants, which is an important factor in thi
research. Therefore, this survey used both open and closed questions to recover from the

disadvantages of each type of question, to increase reliability and to reduce errors from
responses and coding procedures.

Arrangement of survey instrument
The survey instrument for this study consisted of three parts; a cover letter, main
body (section 1 to 8), respondents' demography (section 9) and comments.
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1)

Cover letter

As Sarantakos (1993, 2nd Ed.) states, the aim of the cover letter is to introduce to
the respondents the research purpose and topic, and it can also help to motivate
respondents to participate in the study and to increase their response rate and assure
confidentiality. Thus, to introduce the purpose and general information (including
'instruction for completion') of this research to participants, the cover letter was
carefully designed. The cover letter for the citizens' perception of the ECID card
included some information such as title and institution of survey and contact address to
give confidence to participants and to increase participation.

2) Main body
The main body consisted of eight sections (i.e. General knowledge, User
acceptance of the ECID card, Citizens' awareness of the ECID card, Confidence in
government, Privacy concerns, Information crimes, Electronic surveillance and General

questions). It contained direct/indirect and open/closed questions to aid the collection
accurate data. Questions were also designed in consideration of the "Rules of
questionnaire construction" suggested by Sarantakos (1998, 3r Ed.).

Section 1 - General Knowledge
The aim of 'Section 1 - General knowledge' was to determine the level of prior
knowledge of ECID card applications in Korea. This section consisted of a closed
question with 5-point Likert scales ('Strongly Agree' to 'Strongly Disagree') and
included four items such as drivers' license, resident registration card, medical
insurance card and citizens' welfare card. To achieve the aims of this section, the
question was designed with the consideration of three specific purposes; how do users
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understand the E C I D card?, what is the degree of understanding of each application?
and what application can impact on determining the level of each factor?. Thus, the
question asked how users understand the each application of the ECID card. This

question also has three specific purposes; to achieve the aim of the section; to ident
the degree of understanding of each application and to identify the degree of general
understanding of the use of each application was. The identified results are used to
discover which application of the EICD card impacts on other variables - user
acceptance of the ECID card, awareness of the ECID card, confidence in government,

privacy concerns, information crimes and electronic surveillance - with the comparison
of results from section 2 to 7.

Section 2 - User Acceptance of the ECID card
The aim of 'Section 2 - User Acceptance of the ECID card' was to identify the

level of user acceptance of the ECID card in Korea. This section set out to measure th

level of user acceptance of the ECID card by eight closed questions and with a 5-point
Likert scale. The questions were designed by the modification of existing questions
from other 'user acceptance' research (e.g. Davis, 1993). This section was designed
using two measurements; usefulness and ease of use. To measure the 'usefulness', six

questions were asked about general usefulness of the ID card in Korean society such as

quality of life, personal information control, personal documents, public services, an
adequate identification by the ID card. To measure 'ease of use', only two questions
were asked due to the fact that the ECID card is not currently used in Korea. The

questions included 'learning to use' and 'uses of the ECID card'. Section 2 was used t
identify how users will accept the ECID card by usefulness and ease of use and to
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discover which aspects impact on actual use of the E C I D card. Through the results of
section 2, the level of acceptance of the ECID card is discovered.

Section 3 - Citizens' Awareness of the ECID card
The aim of 'Section 3 - Citizens' Awareness of the ECID card' was to
determine the level of awareness of the ECU) card by users. Six closed questions with

5-point Likert scale were used to identify the level of awareness of the ECID card. Th

section consisted of two main measurements; 'security of card and related aspects' and
'information handling of the ECID card'. The level of'security' was measured by three
questions - use of PIN, card and network safety. The questions were asked to identify
how users understand the use of security of the card and the network. The level of

'information handling' was measured by three questions - personal resident registrati
numbers, fingerprints and place of birth. The questions were asked to discover how
users understand how to use the card containing personal information. Through section
3, the level of awareness of the ECID card can be identified with the impact on ECID
card acceptance. Measurements, which influence to determination of the level of user
acceptance of the ECID card, can also be discovered.

Section 4 - Confidence in Government
The aim of 'Section 4 - Confidence in Government' was to determine the level
of confidence in government regarding the ID card and personal information. Section 4
was designed to identify the level of confidence in government with six closed
questions on a 5-point Likert scale. Three measurements were included to measure
confidence in government; trust in the ability of government to manage personal

information on the ECID card, trust in policies relating to personal information priv
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and trust in information and data from the government. Three questions were asked to
discover the degree of trust in management ability of the government, such as
information sharing among government agencies and with other agencies, and the
degree of information management. Two questions were asked to discover trust in

policies relating to privacy of personal information; adequate regulations and protect
of personal information privacy. Finally, one question was asked to identify trust in
information and data from the government. The question asked how users believe the
information and data which are provided from government and their agencies will be
used.

Through the six questions, this study identifies the level of management ability,

policies and reliability of information from government. These results are also used to
identify which measurement can impact on the level of user acceptance of the ECID
card and how confidence in government can influence and determine the level of user
acceptance.

Section 5 - Privacy Concerns
The aim of 'Section 5 - Privacy Concerns' was to determine the level of privacy
concerns regarding the ECID card in Korean society. This section included nine closed
questions with a 5-point Likert scale. Privacy concerns were measured by the use of
four measurements; collection of personal information, unauthorised secondary use by
others, errors of use and improper access from unauthorised person. These four
measurements were derived from research by Smith, et. al. (1996). Two questions were
used for 'collection of personal information'; amounts of information in government
and companies and information collection without individual consent. Four questions
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were asked about 'unauthorised secondary use'; data matching, use of other purposes,

information sharing and sales. 'Errors in use' was asked by a statement that citizen can

receive different treatment because of incorrect data entry. Two questions were asked to
identify the degree of 'improper access'; information access by criminals and by
authorised persons.

Throughout section 5, this study discovers the level of privacy concerns with
how privacy concerns impact on determining the level of user acceptance of the ECID
card. In addition, measurement, which can influence to the level of user acceptance of
the ECID card, is also identified.

Section 6 - Information Crimes
The aim of 'Section 6 - Information Crimes' was to determine the level of
information crimes and personal resident registration information in Korea. Eight
questions were asked with a 5-point Likert scale. Section 6 consisted of three
measurements; illegal copying of information, unauthorised information disclosure and
unauthorised information forgery. The 'illegal copying of information' was asked in
two questions; easy to copy and information use by criminals. The 'unauthorised
information disclosure' was asked in two questions; using information in crimes and
information disclosure by companies without permission. The 'unauthorised
information forgery' was asked in three questions; ID card information forgery, credit
card forgery, forged information uses in crime. Finally, one question was asked to
identify the degree of overall information crime in Korean society.
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Through section 6, the level of information crime is determined by the current

resident registration card, the degree of personal information disclosures and the degre
of personal information forgery in Korea. In addition, this study discovers how
information crimes will impact on determining the level of user acceptance of the ECID
card and how each measurement can influence to user acceptance.

Section 7 - Electronic Surveillance
The aim of 'Section 7 - Electronic Surveillance' was to determine levels of

electronic surveillance in Korean social life. This section had two sub-sections; person
information surveillance by the Korean government and electronic surveillance of
computerised personal information. Both sections used the same measurements but
different question types were used. The level of electronic surveillance in Korea was
tested using three measurements - computerised personal information in government
and agencies databases, personal information in companies and government enterprises
and direct individual secret surveillance via the use of equipment or persons.

Section 7.1 consisted of 11 closed and direct questions with a 5-point Likert
scale. In this section, each question asked about the degree of surveillance of specific
personal information directly, which was included in three different categories (i.e.
measurements). The information in category 1 was personal information which is
currently managed in databases by government and their agencies such as personal
resident registration numbers, resident area, taxation records and overseas travel
records. The information in category 2 was personal information which can be obtained
from outside of government such as in companies or banks. Four personal information
questions were asked such as occupation, income, bank transaction records and
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educational status. The information in category 3 was personal and secret which is very
sensitive information and can be obtained from individual surveillance directly via
persons or equipment. Details on personal lives and communications were included in
this category. In addition, an overall question was asked to discover general level of
electronic surveillance in Korea.

Section 7.2 asked six indirect and closed questions with a 5-point Likert scale.
Questions 1 and 2 asked for personal status and details indirectly which were included
in category 1. Question 3 and 4 asked for personal information from other companies
which was included in category 2. Question 5 and 6 asked about direct individual
surveillance such as e-mail or personal communications. Through section 7.1, result
shows which personal information is the most interesting to government and which
personal information is commonly monitored by the Korean government. Throughout
section 7.2, the results show the level of surveillance by each measurement.

Thus, through the section 7, the current level of electronic surveillance by the
Korean government is discovered and how such electronic surveillance impacts on
determining the level of user acceptance of the ECID card. It also identified how each
measurement influences the level of ID card acceptance.

Section 8 - General Questions
The aim of 'Section 8 - General Questions' was to collect respondents' ideas
regarding user acceptance of the ECID card in Korea. This section consisted of six open
questions to indicate personal ideas freely. Each question focused on factors such as
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electronic surveillance and privacy concerns, in order to discover broad ideas which
were unexpected.

Question 8.1 asked for the advantages and disadvantages of the use of the ECID
card in social life to identify acceptance and objection. In this question, citizens
indicated their variety of ideas and opinions regarding the pros and cons of the use of

the ECID card in their social life. Thus, unexpected different ideas could be discovered
Question 8.2 asked about the convenience of use to discover awareness of the ECID
card in social life. Through this question, citizens' opinions regarding the convenient

use of the ECID card via social life may be identified. Indeed, respondents may indicate
the purpose of use and types of expected convenience.

Question 8.3 asked about the expected infringement of privacy via the
management of personal information by government to identify privacy concerns.
Through this question, the types of citizens' privacy concerns may be discovered.
Citizens may indicate expected privacy infringement via the use of the ECID card and
management of personal information by government. Question 8.4 asked about the most
important personal information to government to discover electronic surveillance. Each
citizen may have different ideas on the importance of personal information. Thus, it
may be asked, what is the most important personal information to citizens regarding
concerns about electronic surveillance via the use of the ECID card?

Question 8.5 asked about the degree of personal information management by
government to identify confidence in government. The purpose of this question was to
collect citizens' ideas regarding the ability of information management by government.
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Respondents m a y also indicate confidence levels in the government. Question 8.6 asked
about the expected changes in information crimes with the use of the ECID card to
identify information crimes. Through this question, citizen's ideas relating to changes
information crimes may be identified. They may indicate expected changes of
information crimes with ECID card use. Thus, a variety of ideas may be expected.

Section 9 - Demographics
The aim of 'Section 9 - Demographics' was to show the representativeness of

participants and the sample itself, and to help to verify the reliability of the sample.

personal information questions (i.e. sex, age, educational status and region) were asked

to identify the responses' differences via each section. They were also used to verify t
distribution of population and participants.

3) Comments section
The aim of the comments was to obtain additional information or participant's
opinions about research related subjects or issues.

6.2 Pre- and Pilot- Test
6.2.1 Pre-test

A pre-test was conducted to solve isolated mechanical problems of the
instrument (e.g. arrangement and wording of questions), and to test whether the
questionnaire was adequate or whether it needed to be adjusted (Sarantakos, 1993, 2nd
Ed.). To test, both Korean and English versions of the questionnaire were provided to
15 current, Korean university students to identify problems with the questionnaire and
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to check translation of words used in it. This w a s because the survey would be
conducted in Korea and thus, the questionnaire was translated into Korean. As a result
of the pre-test, some questions were modified and adjusted such as order of questions,
translations, and question formats, to increase participation and reduce refusals and
errors.

6.2.2 Pilot test

A pilot-test was conducted to identify administrative and organisational
problems related to the survey study and the respondents. The pilot-test was conducted
in Seoul and Suwon for a week (3rd - 7th, May, 1999) by two interviewers. The test was
conducted with 50 respondents through the same administration method (e.g. interview
techniques) as the main survey. For the pilot-test, administrative and organisational
problems such as time consumption and respondents management were discovered. To
solve these problems, interviewer training and time and respondents management were
also carefully considered as suggested by Sarantakos (1998, 3rd Ed., p.293). The results
of the pilot-test were carefully analysed and considered to improve participation in the
main survey and reduce the problems which were identified. The results were also used
as a source for verification of reliability.
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6.3

Administration of Survey

6.3.1 Administration for reducing the incidence of errors in the survey

Some errors can occur during a survey as the result of actions by researchers,
interviewers and/or respondents. Thus, this section will consider methods for the best
reduction of these possible errors during the survey.

Respondent management
For the survey study, respondents are the most important party, because the data
is collected from them. Thus, respondent management is a vitally important factor in
reducing possible errors. To reduce respondents' bias and errors, this study was
designed with several considerations; 1) to survey in as short a time as possible, 2) to
give a small gift to respondents after the survey completion, 3) to indicate and explain
the purpose of the survey, and the institute conducting it (ie. explain "We are not a
government agency"), 4) to explain unsigned survey responses are invalid to increase
the number of usable responses, and 5) to utilise a face-to-face interview survey to
reduce possible bias from other parties.

Interviewer management
In the survey study, the quality of data can be displayed differently according to

the interviewers' ability. In other words, if an interviewer has a lack of survey skills
abilities, the quality of data obtained may be poor. Thus this study considers training
interviewers as very important as such training should ensure the collection of high
quality data and reduction in errors.
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Interviewers were trained in the general purposes of this study, interview survey
methods, the proper attitude of the interviewer to the respondents and in the use of

standard and formal language (i.e. They were told not to use a dialect). For the survey,
the interviewers consisted of a team of two to reduce error and bias from any one
interviewer. Also, respondents were selected from every 10th shop, house, office and
person by interviewers to reduce any personal bias in respondent selection.

Data management
Some data errors can possibly be identified such as computer mis-coding,
skipped questions and damaged questionnaires. These small errors can impact on the
analysis of data and can sometimes lead to severe mistakes in data analysis. For a
reduction of these possible errors, the study considered 1) providing details of the
response method used in the questionnaire, 2) reducing refusals and incorrect responses

by the use of suitable words in questions, 3) preparing effective judgement principles o
incorrect responses (ie. miswriting or pen-slip) and avoided responses (i.e. skipped or
non-response), and 4) verifying questionnaires after the survey was conducted to reduce
non-response rates.

Time management
This survey study had time and financial limitations. Furthermore, responses and
their rate can be affected by the seasons, weather, day or even personal psychological
changes in the respondents and/or interviewers. However, this study could not consider

all the limitations for this survey. This study thus mainly considered response rates in

terms of time (i.e. use a suitable time for respondents) and verified time consumption o
responses through a pre-test (completed within 15 minutes).
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6.3.2

Administration for data error reduction in survey design

As Yoo (1997) states, errors can be reduced by a more effective study design
and deeper consideration of situations related to experiments. In study and survey
design, sampling, conducting surveys and in data analysis, many kinds of errors can
occur. Some (but not all) errors can be reduced by careful consideration of design
and/or data and research management. In this study, error reduction methods arising
from contexts in study and survey design, sampling, and from other sources were
considered. In survey design, many errors can occur by a lack of understanding of the
method and/or carelessness. Thus, this section will consider such problems and possible
solutions to reducing errors from a survey design viewpoint.

Errors arising from the survey method
Some errors are displayed differently by the survey method. Normally, in the
use of mail or telephone surveys, errors from incorrect responses, refusals to respond
and low response rates can occur. Thus, for reducing these errors in this study, a
questionnaire survey via face-to-face interview was considered and selected because it
could give a high accuracy and response rate (Park, 1997) and ensure effective survey
progress. It could also effectively reflect the own opinions of citizens because
implementation of the ECID card is a social issue.

Errors arising from sampling
For the sampling in this survey study, several errors may occur such as lack of

representativeness of the parent population. This is because the sample is not the paren
population, and its representativeness may be indicated differently by the sampling
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method. This is sampling error and can be reduced by the careful consideration of
sampling and its method. For a reduction of sampling errors, firstly, this study

employed proportional stratified sampling, because it is possible to be representative by
the use of a small number of the sample size (ie. this study sample size was 0.000003%)
of the total population of Korea). Secondly, for determination of an accurate sample,
recent statistical data from the National Statistics Office was used. However, the data

also has limitations as the data was collected in 1995, and thus, its vintage is a sort o
sampling error. For a reduction in this error, the latest data it was possible to obtain
used (1995-1996).

Non-sampling errors
Non-sampling errors cannot be reduced by researchers (Yoo, 1997). However,
these errors can occur from incorrect responses arising from questionnaire and question
design. For elimination of these non-sampling errors, existing questions were employed

because these questions were already verified in terms of their reliability from their us
in other studies. Non-sampling errors can also occur via measurement method problems.
This can occur by the selection of the wrong measurement tool, and is a factor in

reduction of validity and reliability. Therefore, this error can be eliminated by careful
consideration of the measurement tool and its determination.

Errors arising from sample size
Several errors can occur by the determination of incorrect and/or too small a

sample size. To reduce this error, this study used an increased representativeness of the
parent population by the use of proportional stratified sampling, and a larger number of
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sample size within a consideration of survey costs, time consumption and possible
errors.

Errors arising from the questionnaire
The design and arrangement of question(s) can increase errors. For this reason,
instruments can have low validity and reliability. Errors can also occur from a lack of
response instruction. To reduce errors relating to a questionnaire and its design, this
study implemented existing questions/questionnaires which were verified as valid and
reliable by other studies. Also, the questionnaire indicated the response instructions in
detail so they could be easily understood by respondents.

Incorrect responses and refusal to respond may also cause errors arising from
questionnaire design. To reduce these errors, the questionnaire was carefully designed
and constructed within the "rules of questionnaire construction" considerations
(Sarantakos, 1998, 3r Ed). Therefore, to reduce errors by incorrect responses and

refusals, the questionnaire utilised a logical question re-arrangement, the employment of
more plain English wording, modification of the mix of direct/indirect questions,
indication of details of response method and purpose and considered font and font size
carefully.

Many errors can occur through the bias of the researcher and/or interviewer.
These possible errors can be reduced by the use of closed and open questions and by
provision of clear principles in respondent selection, such as selecting every tenth
person, every tenth house or office.
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6.4

Coding of the Data

For analysis of collected data, the data coding is required. Data coding can be
defined as a conversion of people's answers from questions or one's own observations
to numbers. The coding procedures and methods were suggested by De Vaus (1991,
p.233-248). The questions in Section 1 to 8 were coded '1' (Strongly Disagree) to '5'
(Strongly Agree). This is because the questions already provided numbers with
statements.

However, the two questions in Section 3 - Confidence in government, were

coded as '1' (Strongly Agree) to '5' (Strongly Disagree), because the negative question
were asked to get data and thus opposite data coding was required. The coding table is
shown in Appendix G. The coding of open questions was carefully considered with
other postgraduate students because respondents answered freely with their own ideas.
Thus, to give codes for each answer, an initial code table was designed with
considerations of answers. As a result, the answers included categories which were
determined with the analysis of answers.

As De Vaus (1991) states, missing data can occur due to refusals, no opinions
and missing questions by interviewers. The missing data was treated as non-valid data
because it resulted from refusals by respondents. Thus, the missing data was coded as
'blank' and excluded in the data analysis. They were treated as "Missing Value" in the
statistical package (e.g. SPSS). To eliminate coding errors, the valid range check
methods were used as suggested by De Vaus. The valid range check was conducted by
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the use of frequencies, because invalid data m a y result from inclusion of out of range
scores.

6.5 Reliability of Survey Results

6.5.1 Internal reliability

The internal reliability of survey measurements was identified using Cronbach's
alpha coefficients. As a result, the coefficient alpha shows between 0.64 (level of
confidence in government) to 0.88 (level of information crime). These coefficient
values are adequate to prove the reliability of the survey measurements. The results are
shown in Table 6.3.

6.5.2 External reliability

To test external reliability, the results of the pilot and main survey were used.
The pilot survey was conducted between 3rd - 7th May 1999 and the main survey was
conducted between 10th -27th May 1999. The pilot survey used the same sampling and
other methods as the main survey, but time, sample and size were different.

As Table 6.4 shows, these surveys have adequate alpha coefficients in both the
pilot (0.66 -0.89) and main survey (0.64 -0.88), in spite of different times and sample
size. Thus, if both alpha coefficients are similar or the same, the data can be reliable.
shown below, both survey results show similar alpha coefficients and are significant. In
other words, this survey result is reliable.
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6.6

Validity

6.6.1 Internal validity

To test validation of survey instrument, construct validation was used. It can be
tested by two substantial methods; convergent and discriminant validity. Factor analysis
was used to verify survey questions, which were correctly measured according to the
purpose of the study model. This study was designed based on six conceptual
frameworks (e.g. User acceptance, Awareness of the ECID card, Confidence in
government, Privacy concerns, Information crimes and Electronic surveillance).

However, the dependent factor, user acceptance, was excluded in the test for
several reasons. Firstly, inclusion and exception of dependent factors depend on the
purpose of factor analysis and the research focus. Some researchers include the
dependent factor into factor analysis, but some do not. This is because the research
focus and the purpose of factor analysis are different. Secondly, the purpose of factor
analysis in this research was to verify the independence between potential independent
factors. This is because the factors have some relations with the other factors and with
social and organisational characteristics. Thus, the independence of questions is
required to identify the factors. Finally, the dependent factor was asked in order to
identify the level of user acceptance of the ECID card in Korea. Thus, this factor does
not require independence from the independent factors. For this reason, the dependent
factor was excluded in this factor analysis.
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Table 6.3 S u m m a r y
measurement
Factor

Level of User
Acceptance
Level of Awareness of
E C I D card

Level of Confidence in
Government

Level of Privacy
Concerns

Level of Information
Crimes
Level of Electronic
Surveillance
Information surveillance

of Cronbach's

alpha coefficients for the m a i n
Items

Usefulness
Ease of use
Applications
Security
Information handling
Trust in ability of information
management
Trust in policies
Trust in information from
government
Collection of personal information
Unauthorised secondary use
Errors in use
Improper access
Illegal copy
Unauthorised disclosure
Unauthorised forgery
Databases
Data from other companies
Personal life surveillance
L o w level surveillance
Middle level surveillance
High level surveillance

survey

Alpha

Standardized

.85

n e m Aipna
.85

.82

.82

.64

.62

.75

.78

.88

.88

.79

.79

.82

.82

Table 6.4 C o m p a r i s o n results of Cronbach's alpha coefficients between the pilot
and the m a i n survey results to identify reliability of instruments
Pilot survey
Main survey
Factors
S.D. Alpha
Alpha
S.D. Alpha
Alpha
0.85
0.85
0.89
0.89
User acceptance of the E C I D
card
0.82
0.82
0.89
0.88
Awareness of the E C I D card
0.62
0.64
0.70
0.73
Confidence in government
0.78
0.75
0.71
0.66
Privacy concerns
0.88
0.88
0.90
0.89
Information crimes
0.79
0.79
0.86
0.86
Electronic surveillance
0.82
0.82
0.88
0.88
Information surveillance
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With factor analysis, questions regarding measurements were used because each
measurement was used for a different number of questions. Electronic surveillance was
especially tested by two measurements; level of electronic surveillance and information
surveillance. Even though both measurements were used to test the level of electronic
surveillance, information surveillance was excluded in factor analysis because it was
measured for other purposes such as information sensitivity by government

surveillance. Thus, only five factors were included in the factor analysis. A question o
information crime was also excluded in the factor analysis because the question did not
include any measurements and it only asked about overall information crime. Questions
and variables used are shown in Table 6.5.

Table 6.5 N u m b e r s of items and questions used in factor analysis
Variables
Level of Awareness of the E C I D card
Applications
Security
Information handling
Level of Confidence in government
Trust in ability of information
management
Trust in policies
Trust in information from government
Level of Privacy concerns
Collection of personal information
Unauthorised secondary use
Errors by use
Improper access
Level of Information crimes
Illegal copy
Unauthorised disclosure
Unauthorised forgery
Level of Electronic surveillance
Databases
Data from other companies
Personal life surveillance

Total

N u m b e r of
questions

N u m b e r of
questions in
items

Comments

10

4
3
3
6
3
2
1
9
2
4
1
2
7
2
2
3
6
2
2
2

38

38

Question for
'overall' was
excluded
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T o verify construct validation, convergent validity w a s used. A s Kerlinger (1986,
3r ed., p.585) states, convergence is a construction concept that uses data from a variety
of resources and different methods. Also, the result from a convergent validity is the

same as, or similar to, other results by other data resources or different methods. To test
convergent validity, 16 variables in 5 factors were used. The factor loading was
identified by the factor analysis and its rotation (i.e. Varimax). As Thurston (1947,
p508-509) states, for clearer analysis of results, the component matrix should be rotated,
and rotation is an appropriate method to reduce the complexity and simplify of
variances (Kerlinger, 1986, p.798-801). For clearer analysis of factors and to represent
the results, therefore, the component matrix was rotated by the Varimax rotation. As a

result of Varimax rotation, 16 variables were included in five factors. In other words, all
variables were included in five categories.

All the factor loadings (k: item reliability) are considered very significant (they
exceeded 0.50) and the least reliability of the constructs exceeded 0.64 (Cronbach's
alpha coefficients). The factor loadings are significant because all included factors were
loaded between 0.55 and 0.85, and all factors have adequate reliability in this study (see
Table 6.3). The results of factor analysis are shown in Table 6.6. All items are loaded
acceptably according to their constructs.

In interpreting the factors, results show factor 1 loaded heavily on variables,
Applications and Information handling. These items are known as awareness of ECID
card items. Factor 2 is loaded mainly on items (i.e. illegal copy, unauthorised disclosure
and forgery), which measure information crimes. Factor 3 is loaded on items about
confidence in government (i.e. trust ability of information management, trust polices,
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trust information from government), as well as an awareness of E C I D card items. Factor
4 is loaded on four privacy concerns items (i.e. collection of personal information,
unauthorised secondary use, errors in use and improper access). Factor 5 is loaded on
three electronic surveillance items (i.e. databases, data from other companies and
personal surveillance).

The Average Variance Extracted (AVE: proportion of the variance extracted)

was calculated by 1\?/N. AVE for three constructs was slightly below 0.50 (i.e. level
awareness of the ECID card, level of confidence in government, and level of privacy
concerns being 0.42, 0.48 and 0.47, respectively).

The other items have indicated separate factors such as confidence in
government, privacy concerns, information crimes and electronic surveillance.
However, an item ('Security') on awareness of the ECID card was loaded significantly
in both factors; confidence in government (0.52) and awareness of the ECID card

(0.60). In other words, the item has attribution of both factors. As Jobson (1992) shows
in his book (p.401), these items have a higher factor loading. Thus, this item
('Security') was decided upon to analyse the factor ('Confidence in government'). This
is because the item was strongly loaded to the factor ('Confidence in government') than
to the other factor ('Awareness of the ECID card').
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Table 6.6 S u m m a r y of factor analysis (Varimax rotation) for assessment of the
m e a s u r e m e n t a n d variables in the m a i n survey
Component

i

Variables (N=775)
Awareness of E C I D card
Applications
Security**
Information handling
Confidence in government
Trust in ability of
information management
Trust in polices
Trust in information from
government

Factor 1

Factor 2

Factor3

Factor4

Factor 5

0.70
0.52
0.79

0.05
0.08
0.07

0.16
0.60
0.13

0.00
-0.04
0.10

0.10
-0.05
0.06
0.48

-0.15

-0.03

0.62

-0.33

-0.26

0.27
0.19

-0.12
-0.18

0.76
0.69

-0.08
-0.10

0.12
0.12

Privacy concerns
Collection of personal
information
Unauthorised secondary use
Errors in use
Improper access

0.10

0.15

-0.21

0.68

0.22

0.06
-0.05
0.04

0.20
0.18
0.16

-0.22
-0.08
0.46

0.73
0.76
0.55

0.22
-0.01
-0.05

Information crimes
Illegal copy
Unauthorised disclosure
Unauthorised forgery

0.11
-0.01
0.01

0.81
0.84
0.84

-0.10
-0.11
-0.07

0.13
0.19
0.23

0.09
0.12
0.10

Electronic surveillance
Databases
Data from other companies
Personal life surveillance

0.47

0.69

0.59
0.32
0.10
-0.24

0.11
0.02
0.25

-0.03
0.04
0.04

0.08
0.06
0.22

0.75
0.85
0.69

3.99

2.73

1.49

1.19

1.00

24.9%
17.0%
9.3%
Percentage of variance
Loadings greater than 0.5 were regarded as significant
*
Proportion of variance extracted = £ A,;2 / N
Item will move to factor 3 in further analysis

7.4%

6.3%

Eigenvalues

Proportion
of the
variance
extracted*
0.49
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T o assess discriminant validity, sub scales must be examined to ensure they are
not perfectly correlated (i.e. correlations equal to 1). As Table 6.7 shows, all subscale
correlations are significantly different from one (p<0.05). This suggests that while the
sub scales are measuring aspects of the same construct, they are also measuring unique
dimensions of that construct. Further, more rigorous evidence of discriminant validity is
also observed by looking at the AVE of each factor relative to that factors shared
variance with other factors in the model. In every case, the AVE associated with the
factor (see Table 6.6) is greater than the shared variance (i.e. squared correlation)
between that and every other factor (see Table 6.8).

Table 6.7 Inter-correlation a m o n g the study variables
Variables
1
2
3
1. User acceptance
2. Awareness
3. Confidence
4. Privacy concerns
5. Information crimes
6. Electronic surveillance
*/?<0.05, **/><0.01

0.586**
0.446**
0.111**
0.015
0.167**

0.431**
0.138**
0.103**
0.187**

-0.077*
-0.153**
0.076*

4

5

0.465**
0.286**

0.261**

6

Table 6.8 Result of discriminant validity a m o n g the study variables for the main
survey
5
4
3
2
1
Variables
1. Awareness
2. Confidence in government
3. Privacy concerns
4. Information crimes
5. Electronic surveillance

0.49
0.20
0.01
0.00
0.03

0.48
0.02
0.01
0.03

0.47
0.02
0.01

0.69
0.08

0.59

Note: The diagonals represent the average variance extracted (AVE), while the other matrix entries
represent the shared variance.
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Table 6.7 presents the inter-correlations a m o n g the study variables, and Table
6.8 shows the discriminant validity of the survey instrument. In all of the 15 entries
examined, the squared correlation, representing the shared variance among variables,
was found not to exceed the average variance explained.

In summary, the convergent validity of survey measurements using samples was
adequate. Average variance extracted for three of the constructs exceeded 0.50 (except

three constructs which were slightly below 0.50), the item reliability in variables (fact
loadings) exceeded 0.50, and the composite reliability of all scales exceeded 0.64. Thus,
the convergent and discriminant validity of survey instruments was satisfied.

6.6.2 Generalisability

As Kerlinger (1986) states, to achieve usefulness of instruments, an instrument
should be applicable to "other subjects, other groups and other conditions" (p.99). Such

is "external validity". Straub (1989) defined "external validity" as "persons, settings a
times which findings can be generalised". To achieve generalisability of the survey
instrument, it was administered to, and validated with two different sample populations
of citizens' in Seoul (n=425) and Suwon (n=240) who participated in this survey.

As Table 6.9 and Table 6.10 show, the results of factor analysis of data from two
samples support the validity and reliability of the instrument. In spite of geographical

differences (i.e. between Seoul and Suwon), these tables show similar results. Thus, it is
evidence of the instrument generalisability.
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Table 6.9 Factor loading ( F L ) a n d average variance extracted ( A V E ) in Seoul for
assessment of Generalisability
Variables (N=425)

Factor

1
Awareness of E C I D
card
Applications
Security**
Information handing
Confidence in
government
Trust in ability of
information management
Trust in polices
Trust in information from
government
Privacy concerns
Collection of personal
information
Unauthorised secondary
use
Errors in use
Improper access
Information crimes
Illegal copy
Unauthorised disclosure
Unauthorised forgery
Electronic surveillance
Databases
Data from other
companies
Personal life surveillance

0.08
-0.06
0.05

Component {Seoul)
Factor
Factor
Factor

2

0.03
-0.10
0.10

3

0.25
0.61
0.08

4

0.11
-0.03
0.00

/

Factor

R**

0.49

0.80

0.48

0.64

0.50

0.75

0.67

0.88

0.57

0.78

5

0.62
0.47
0.85

-0.10

-0.40

0.49

-0.31

-0.07

-0.10
-0.20

-0.12
-0.13

0.80
0.75

0.13
0.11

0.19
0.07

0.14

0.77

-0.11

0.19

0.05

0.21

0.77

-0.07

0.24

0.02

0.14
0.31

0.77
0.37

-0.10
0.49

-0.02
-0.18

0.04
0.09

0.80
0.82
0.84

0.13
0.18
0.21

-0.07
-0.11
-0.09

0.09
0.15
0.17

0.09
0.04
0.02

0.14
0.06

0.12
0.10

-0.05
0.08

0.73
0.83

0.39
0.07

0.29

0.18

0.41

0.69

-0.26

1.43
9.0%

1.25
7.8%

1.01
6.3%

2.64
4.14
Eigenvalues
16.5%
25.9%
Percentage of variance
* A V E = Average Variance Extracted = I A.;2 / N
** R = Reliability

AVE*
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Table 6.10 Factor loading (FL) and average variance extracted (AVE) in Suwon
for assessment of Generalisability
Variables (N=240)
Awareness of E C I D
card
Applications
Security**
Information handing
Confidence in
government
Trust in ability of
information management
Trust in polices
Trust in information from
government

Factor
1

-0.03
0.63
0.20

Component (Suwon)
Factor
Factor
Factor
2
3
4

-0.10
-0.14
0.17

0.14
-0.07
0.13

-0.00
0.14
0.07

Factor
5

R**

0.54

0.82

0.54

0.64

0.41

0.75

0.69

0.87

0.56

0.78

0.81
0.52
0.76

0.69

-0.08

-0.30

-0.02

-0.17

0.79
0.73

-0.16
-0.15

0.12
0.20

-0.06
-0.11

0.25
0.08

-0.25

0.30

0.47

0.40

0.02

Privacy concerns
Collection of personal
information
Unauthorised secondary
use
Errors un use
Improper access

-0.43

0.28

0.32

0.49

-0.08

-0.26
0.21

0.26
0.01

0.04
0.04

0.74
0.80

0.03
0.10

Information crimes
Illegal copy
Unauthorized disclosure
Unauthorized forgery

-0.11
-0.20
-0.12

0.84
0.84
0.82

0.13
0.13
0.02

0.01
0.12
0.25

0.07
-0.09
0.02

0.10
0.06

0.09
-0.02

0.74
0.80

0.03
-0.07

0.24
0.19

-0.07

0.14

0.70

0.20

-0.12

2.81
4.14
Eigenvalues
25.9%
17.6%
Percentage of variance
* A V E = Average Variance Extracted =•ZXf/N
** R = Reliability

1.49
9.3%

1.18
7.4%

1.06
6.6%

Electronic surveillance
Databases
Data from other
companies
Personal life surveillance

AVE*
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6.7 Limitations of the Survey

According to the National Statistic Office (1997) of Korea's figures, 22.8 % of

the total population in the age category 17-29 years is 18 years and under. However, this
group of respondents (i.e. 18 years and under, and current high school students) has a
lack of resident registration card usage in their social lives, because their school
identification card is used for identification purposes, rather than the resident
registration card. In addition, the resident registration card for them is used for

secondary identification purposes. This means that their resident registration card usag

is very low and it is seen as having few suitable purposes. For this reason, those aged 1
years and under (and current high school students) were excluded from this survey.

As the National Statistics Office (1997) states, 19.7 % of the age category (50
years and over) is 70 years and over. Currently, most respondents in this age group (70

years and over) have already retired. Also, their resident registration card is only use
for simple personal identification purposes. Indeed, their card usage is very low

compared to other age groups. They are also often too set in their ways to understand or
accept new unfamiliar technologies such as smart cards. This means they are not very
concerned about whether the implementation of the ECID card is public or not. Thus,
the response rates and the quality of responses from this age group are expected to be
lower than that of other groups. Therefore, the age group 70 years and over, was also

excluded from this survey. These limitations will help to obtain higher quality data and
increased response rates.
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6.8

Conclusion

This chapter has discussed and justified several methods of conducting the
primary survey and collecting high quality data from Korean citizens. It has also
justified with consideration, other related studies and discussed with in-depth
understanding, the methodologies for the primary survey. This collected data will be
analysed in the next chapter to discover the influential relationships and to develop a
relational model between factors and user acceptance of the ECID card in Korea.

Sampling method and size were carefully decided to assert the reliability of the
primary survey and to increase representativeness of the population in Korea. 844
samples were determined by a proportional stratified sample method and analysis of
national statistics in Korea. This is because the parent population is too large to be
covered by this simple survey. The survey instrument was also carefully designed to
promote responses and reduce possible errors. To do this, a variety of survey questions
in related studies have been considered and various types of questions have also been
used in the questionnaire to increase accuracy of data. Justification and methods for the
pre- and pilot-test were discussed to discover problems regarding survey design and
questionnaire, and administration methods for reducing possible errors in the survey and
its design. Thus, results of the pre-test show several problems in questionnaire design
and translation of questions. Operational problems and data to verify reliability were
also identified and collected via the pilot test. To reduce possible errors in the survey
and its design, methods of survey design and administration were also considered.
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Reliability w a s tested by two methods; internal and external. Internal reliability
was verified by the use of Cronbach's alpha coefficients, and external reliability was
tested by the use of comparison of alpha coefficients between the pilot and main
surveys. Both reliability tests were identified as significant. The validity of the survey

instrument was also verified by internal validity and generalisability (external validity).
To verify internal validity, the factor analysis tested five independent factors. As a
result, the used items in independent factors were categorised in a 5-separate factor.
However, an item in awareness of the ECID card (i.e. 'security') was identified to link
to 'confidence in government' stronger than 'awareness of the ECID card'. In order to
verify validation, the convergent and discriminant validation methods were used, and
the result was identified. To verify external validity, the generalisability was used. In
order to verify the generalisability, the collected questionnaire was categorised by
survey area (i.e. Seoul and Suwon), and both instruments were separately tested by
factor analysis. As results of comparisons show, in spite of different survey areas,
Cronbach's alpha coefficients and factor loading were identified as similar. Thus, it can
be seen as evidence of the instrument generalisability.

In summary, this chapter has discussed and justified methodologies to increase
accuracy of data, to promote responses from citizens, and to reduce possible errors in
the primary survey. With these methodologies, it is expected that a high quality of data
will be collected and errors will also be minimised in survey design and administration.
Thus, the identified key factors from the Chapter Four will be tested by this survey, and
more accurate data will be collected for analysis in the next chapter.

Chapter Seven
Primary Survey Results and Analysis

Survey methodologies for the primary survey to reduce possible errors and to
collect high quality of data from respondents in Korea were discussed in Chapter Six.
The main survey was conducted from 10th to 27th May 1999 at Seoul and Suwon. 844
copies of the questionnaire were administered by four groups of interviewers, who
obtained 838 responses from the sample and 6 copies were not collected. 5 of the 838

copies were excluded in analysis due to poor responses by respondents. As a result, the
analysis was conducted using a total of 833 responses.

The collected data from the main survey will be analysed to discover the levels
of the key factors and the relationships between user acceptance of the ECU) card and
those key sociotechnical factors, in order to develop a relational model for system
designers and decision makers. This analysis will help to understand the ideas of
Korean citizens regarding implementation of the ECID card, including the levels of

those factors. This will also help to develop a relational model between user acceptanc
and the key sociotechnical factors with the consideration of influential relationships
between such factors.
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7.1

Results of Survey

7.1.1 Profile of respondents

Section 9 of the survey questionnaire asked for a respondents' profile in order to

identify whether or not respondents adequately represented the sample and also to be
used for further analysis of this study. The results show survey respondents' status

as gender, age, educational status and current living area. The summary of respondent
profiles in the main survey is shown in Table 7.1.

As Table 7.1 shows, a total of 833 respondents participated in this survey. 437
male (52.5%) and 396 female (47.5%) respondents were included. There were some
differences in the comparison with the real gender distribution in the survey area,
because the data used was from 1997 and male respondents were more concerned about
the ECID cards than female respondents. However, this distribution of respondents by

gender is similar to the distribution of the total Korean population (National Stati
Office, 1997). Thus, the respondents by gender could be valid.

In terms of respondents' ages, 42.6% were '29 years & under' and 24.4% were
'50 years & over'. Respondents of '30 - 39 years' made up 21.5% and '40 - 49 years'
made up only 11.5%. As Figure 7.1 shows, the number of respondents of '40 - 49

years' was slightly lower compared with other age groups. This is because they refuse
to response more so than other age groups. Educational level, distribution compared
well with the design sample for this survey. The survey result showed 'University
graduates & above' made up 239 (28.7%), and 'Middle school graduates & below'
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Table 7.1 Profile of survey respondents in Seoul and Kyoung-gi province (Suwon)
by Gender, Age, Educational status and current living area (1999)
Variables
Items
Count
Percentage (%)
Gender
Male
437
52.5
Female
396
47.5
Age

29 years & Under
30 to 39 years
40 to 49 years
50 years & Over

355
179
96
203

42.6
21.5
11.5
24.4

Educational Status

Middle school graduate & Below
High school graduate
Current university students
University graduate & Above

178
227
189
239

21.4
27.3
22.7
28.7

Current living area

Seoul (including other metropolitans)
Satellite cities (near Seoul)
Suwon
Kyoung-gi Province & other rural area

425
94
240
74

51.0
11.3
28.8

8.9

made up 178 (21.4%) of respondents. Each 'High school graduate' and 'Current

university student' were also identified as 227 (27.3%) and 189 (22.7%). In terms of
region currently living, 425 (51.0%) respondents were living in 'Seoul' and 'other

metropolitan cities', 240 (28.8%) were living in 'Suwon'. The other areas (i.e. 'Satel
cities' and 'Kyoung-gi province') were identified as 74 (8.9%>) and 94 (11.3%)3.

7.1.2 User acceptance of the ECID card

Section 2 asked eight questions to identify the level of user acceptance of the
ECID card. It was measured according to 'Usefulness' and 'Ease of use' which were
used in several user acceptance studies such as those by Davis (1989; 1993). To

measure usefulness, six questions (e.g. quality of life, personal information control,
reduction documents, fast government services, represent personal information and

They included a more in-depth analysis of regional differences.
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perceived usefulness) were asked, and two questions (e.g. learning to use and perceived

ease of use) were also asked to discover the 'ease of use' of the ECID card. Figure 7.1
shows the result of user acceptance of the ECID card.

In terms of the usefulness of ECID cards, 13.6-35.7%) of respondents indicated
they strongly agree or agree to acceptance the ECID card, and 4.0 - 20.1% indicated
they strongly disagree or disagree. Also, 17.0 - 34.1% of respondents displayed a
neutral response. 48.5%> of respondents believed 'agree' (30.3%) and 'strongly agree'
(18.2%>) that the use of the ECID card would improve the quality of their lives. 37.1%
of respondents indicated 'agree' (23.5%) and 'strongly agree' (16.3%) that the ECID
card would give greater control of their personal information. In contrast, 34.3%
('disagree' and 'strongly disagree') indicated the ECID card would not give control of
their personal information by themselves. 74% of respondents indicated 'agree' (39.7%)
and 'strongly agree' (34.3%) that the ECID card could reduce the number of documents

or certificates needed to obtain government and other public services. 35.3% ('strongl
agree) and 36.6% ('agree') of respondents believed it would provide faster government
services.

Additionally, 71.9% of respondents indicated 'agree' (36.6%) and 'strongly
agree' (35.3%) that the ECID card would adequately represent a variety of personal
information because it contains most of their personal details. In general, 27.2%
('strongly agree') and 35.5% ('agree') of respondents indicated the ECID card may be
useful in personal life. 63.0% of respondents indicated 'agree' (38.1%) and 'strongly
agree' (24.9%) that learning to use the ECID card would be easy for them. 25.1%
('strongly agree') and 35% ('agree') of respondents believed using the ECID card
would be easy for them.
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Figure 7.1 Respondents level of acceptance of the E C I D card (%) to each
question of ease of use and usefulness (see Appendix H - (a))

Table 7.2 S u m m a r y of responses of convenience in daily life with the use of the
E C I D card
Convenience in daily life
Count
Percentage (%)
(26.2)
Easy to carry
218
(23.8)
198
Fast certificates issuing by increase administration services
(20.2)
168
Easy personal identification
(0.7)
6
Easy to reissue of ID card
(3.1)
26
Easy information management by individuals
(26.1)
217
No answer

In summary, most respondents believe that the E C I D card will be useful and
easy to use in their daily social lives. Also, 16.2%> to 34.7% of respondents in this
survey indicated 'neutral'. They may be potential ECID card users to lead successful
implementation of the ECID card in the future. In contrast, some respondents (4.0% to
20.1%) indicated 'disagree' and 'strongly disagree'.

Question 8.2 in section 8, an open-ended question, asked about the expected
convenience in daily life with the use of the ECID card. The results are shown in Table
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7.2. In terms of convenience in daily life with the use of E C I D card, 2 6 . 2 % of
respondents indicated they were easy to carry, and 23.8% reported faster issuing of
certificates by administration services. Also, 20.2% believed it would be easy for

personal identification. The other responses were that it was easy to reissue the ECID
card when lost (0.7%), and individuals experienced easy information management
(3.1%o). 26.1%o didn't respond to this question.

7.1.3 Awareness of the ECID card

In awareness regarding applications of the ECID card use, the respondents

agreed or strongly agreed to the use of the ECID card as a 'Drivers license', 'Residen

Registration card', 'Medical insurance card' or 'Citizen's welfare pension card'. 78.1
74.8% and 71.5% of respondents indicated 'agree' and 'strongly agree' for use of the

ECID card for these applications. Only, the use of the ECID card as a 'Citizen's welfa
pension card' was slightly lower (51%) than other applications. In contrast, the
responses ('Disagree' and 'Strongly disagree') were between 10.2%> to 26%>. Thus, as
results show, the respondents agreed to and were aware of the use of the ECID card
with other applications, (see Figure 7.2)

In awareness of security relating to the ECID card, 28.2%> and 26% of
respondents indicated 'strongly disagree' and 'disagree' that the use of a Personal
Identification Number (PIN) in an ECID card would provide good security. 24.5%> of
respondents disagreed that the stored personal information in an ECID card would be

safer than the equivalent information in the current ID card. To the question of wheth
transferring personal information in ECID cards via secured networks would be a safe
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Figure 7.2 Respondents level of awareness of the E C I D card to each question (%)
regarding applications, security and information handling (see Appendix H - (b))

Table 7.3 Summary of expected advantages of E C I D card use in terms of
awareness
Advantages of E C I D card use
Count
Percentage (%)
Convenience
(68.1)
567
High security
(2.9)
24
High information accuracy
(2.0)
17
Effective information management by government
(5.5)
46
Easy to carry
(3.4)
28
Easy individual information management by computerisation
(4.9)
41
Fast administration by government offices
(5.0)
42
(8.2)
N o answer
68

Table 7.4 S u m m a r y of expected disadvantages of E C I D card use in terms of
awareness
Disadvantages of E C I D card use
Privacy infringement
L o w security
Different treatment because of incorrect data entry
Personal information disclosure
Inconvenience w h e n card lost
Use of personal information in crimes
Electronic surveillance
Mechanised society
N o answer

Count

130
32
8
311
53
115
22
20
142

Percentage (%)
(15.6)
(3.8)
(1.0)
(37.3)
(6.4)
(13.8)
(2.6)
(2.4)
(17.0)
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procedure, 2 4 . 4 % indicated 'neutral' and 2 0 . 8 % indicated 'agree'. 2 1 . 9 % to 2 4 % of
respondents indicated 'strongly disagree' and 'disagree'. Only 8.8% and 16% indicated
'strongly agree' and 'agree'.

In awareness of information handling of the ECID card, 52.2% ('strongly agree'

and 'agree') of the respondents believed the individual resident registration number w

used to identify personal details and 74.1% ('strongly agree' and 'agree') indicated t
fingerprints in the ECID card would be used for identification of individuals. The
information ('Place of register') can be used to verify an individual's hometown
(58.4%). Thus, citizens' were aware that individual information (i.e. 'Resident

registration number', 'fingerprints' and 'Place of register') could be used for individ
identification.

In terms of awareness, most respondents believed the advantages of ECID card
use could be convenience (68.1%), and other responses were quite low. (see Table 7.3)
Thus, this result shows users may accept use of the ECID card due to convenience.
Respondents however indicated disadvantages of ECID card use were personal
information disclosure (37.3%>), privacy infringement (15.6%) and use of personal
information in crimes (13.8%>). (see Table 7.4) As results show, users were very
concerned about personal information disclosure by information managers such as
government or other companies. Users also have concerns about privacy infringement
and criminal activities through information misuse.
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7.1.4

Confidence in government

The level of confidence in government was measured by three measurements
(e.g. Trust ability of information management, Trust in policies, and Trust data from

government). In the 'trust ability of information management', 64.5%> ('strongly agre

and 'agree') of respondents believed collected personal information on citizens is sh
among government agencies, and 60.8%> ('strongly agree' and 'agree') also believed

that collected information is shared with other agencies outside of government. To the
degree of the information management by government, only 23.4% ('strongly agree'
and 'agree') of respondents believed the government manages personal information

well, while 52.5% ('strongly disagree' and 'disagree') indicated the government doesn
manage collected information well. Thus, citizens believe the ability of information
management by government is slightly low. (see Figure 7.3)

Info, sharing in govt.
agencies
Info, sharing with ouside
govt, agencies
Info, management
~K- - Strong regulations
- X — Protection of privacy
concerns
-•— Reliable data from govt.

Strongly
Disagree

Disagree

Neutral

Agree

Strongly
agree

Level of agreement
Figure 7.3 Respondents level of confidence in government (%) regarding
information m a n a g e m e n t and regulations (see Appendix H - (c))
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Table 7.5 S u m m a r y of responses to the ability of individual information
m a n a g e m e n t by government
Individual information management by government
It doesn't well managed
Normal
It managed well
I don't believe the government
N o answer

Count

411
154
80
24
164

Percentage (%)
(49.3)
(18.5)
(9.6)
(2.9)
(19.7)

In confidence regarding policies, 24.1%> ('strongly agree' and 'agree') of
respondents believed the Korean government has strong regulations (i.e. policies)

relating to personal information privacy, and 51.8% ('strongly disagree' and 'disagre
indicated the regulations for protection of personal information privacy are not

adequate. 45.6%> ('strongly disagree' and 'disagree') believed the existing regulatio
for information privacy protection can not reduce the privacy concerns.

Confidence regarding to data and information from government was also quite
low. Only 19.7%o ('strongly agree' and 'agree') of respondents believed the data and
information from the government is reliable, while 47.4% ('strongly disagree' and

'disagree') indicated the information is not adequate or reliable. In addition, 49.3%>
respondents believe government does not manage collected personal information well.
2.9% of responses were that "I don't believe the government", (see Table 7.5) As this
result shows, most Korean citizens have little confidence in government. They also
believed that the government does not have adequate ability to manage personal
information, and some did not believe any actions by government.
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7.1.5

Privacy concerns

In collection of personal information regarding information privacy concerns,
70.4%o ('strongly agree' and 'agree') of respondents agreed that the Korean government
and commercial companies have too much personal information on citizens. 79.8%
('strongly agree' and 'agree') of respondents were also concerned that personal
information is collected without the individual consent or knowledge on citizens, (see
Figure 7.4)

In unauthorised secondary use relating to privacy concerns, 64.6% of
respondents agreed or strongly agreed that new data and information produced by data
matching systems is now in use. 73.4% of respondents agreed (and strongly agreed) that
collected personal information is used for purposes other than the original purposes of
such data collection. Over 41%> of respondents agreed (and strongly agreed) that
collected personal information is shared with other agencies or companies, and over

37.6%o indicated they agreed (and strongly agreed) that collected personal information
often sold between companies. In the aspect of potential errors from collected

information, over 42.4%o ('strongly agree' and 'agree') of respondents believed a pers
can be mistaken for another person due to wrong data entry or incorrect information
collection.

In the aspect of improper access, 40.6% and 42.3% of respondents agreed and
strongly agreed that computerised information is accessed by criminals. The
respondents indicated (with little difference between strongly agree (20.2%>) and
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strongly disagree (14.8%)) that collected information on citizens can only be accessed
by authorised persons.

27.7%o of respondents were concerned about disclosure of personal information
and 15%o were concerned about electronic surveillance and privacy infringements via
management by government of personal resident registration information or other

personal data, (see Table 7.6) As result shows, users have great concerns about privacy

infringements such as information disclosure and electronic surveillance. They believe

that illegally disclosed personal information and electronic surveillance by use of th
ECID card, may severely irrfringe on personal life.

• Info, collection by govt.
Info, collection without
consent
Data matching
~H— Use of other purpose
-*S— Information sharing
-•— Information sales
H — Different treatment
Strongly Disagree
Disagree

Neutral

Level of agreement

Agree

Strongly
agree

—— Info, access by criminals
—' Info, access by unauthorised
persons

Figure 7.4 Respondents level of privacy concerns (%) regarding information
collection, secondary use, errors and improper access (see Appendix H - (d))
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Table 7.6 S u m m a r y of expected concerns about information privacy infringement
with the use of the E C I D card
Concerns about privacy infringements
Count
Percentage (%)
Different treatment because of incorrect data entry
5
(0.6)
Sale of collected personal information
(2.9)
24
Personal information disclosure
(27.7)
231
(15.0)
125
Electronic surveillance
(6.6)
55
Use of personal information in criminal activities
(8.6)
72
No infringement
(38.5)
321
N o answer

7.1.6

Information crimes

For the illegal copying of card and information crimes, respondents agreed
(37.7%) and strongly agreed (34.3%>) that personal information in the current resident
registration card is easy to copy. 43.8%> of respondents agreed and 31.4% strongly
agreed that illegally copied information from the resident registration card is used by
criminals, (see Figure 7.5)

— • — Easy to copy
— • — Info, access by criminals
Info.uses in crimes
" - X — Illegal forgery
— X — Forged info, uses in crimes
• illegally forged information
— i — Customers' info, disclosure
- Increase crimes

Strongly
Disagree

Disagree

Neutral

Agree

Strongly
Agree

Level of a g r e e m e n t

Figure 7.5 Respondents level of information crimes (%) regarding illegal copy,
disclosure a n d forgery (see A p p e n d i x H - (e))
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Table 7.7 S u m m a r y of expected changes to information crimes with the use of the
E C I D card
Changes of information crimes
Count
Percentage (%
Greauy increase crimes
192
(23.0)
New types of crimes
291
(34.9)
More severe damages to people
35
(4.2)
Reduction crimes
46
(5.5)
The same as before
25
(3.0)
No answer
244
(29.3)

For unauthorised disclosure, 33.6%o ('strongly agree') and 4 5 . 7 % ('agree') of
respondents indicated personal information from lost cards is often used in crimes. The
respondents agreed (44.3%) and strongly agreed (35.3%) that a lost personal ID card is
often used in crimes via illegal forgery (e.g. changes in photo or names).

For unauthorised forgery, 34.8%> ('strongly agree') and 46.5%. ('agree') of
respondents indicated a forged credit card and information is often used in some
criminal activities. 82.6% ('strongly agree' and 'agree') of respondents believed

illegally forged information is used in other crimes. Also, 34.4%> ('strongly agree') a
38.1%o ('agree') of respondents indicated that customers' information in banks and
telephone companies is disclosed without the permission or knowledge of the
information owners. Consequently, respondents (85.9%») agreed and strongly agreed

that crimes relating to illegal copying of information are increasing in today's society

In terms of changes in information crimes, 34.9%> of respondents believed new
types of information crimes will occur, 23%> believed crimes regarding to information
and its uses will greatly increase with the use of the ECID card. Respondents also
indicated information crimes will be the same as before (3%>), reduce (5.5%>) and give
more severe damage to people (4.2%>). As results show, users believe that new types of
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crimes such as high-tech crimes will occur through the use of the E C I D card, and the
crime rate will also increase, (see Table 7.7)

7.1.7 Electronic surveillance

For database surveillance, 33.1% and 47.7% of respondents strongly agreed and
agreed that the government can identify personal status (e.g. address and place of
register) by the use of information in their own databases. 47.4%> and 27.5%> of
respondents agreed and strongly agreed that the government can identify personal

details (e.g. taxation details and overseas travel records) by the use of their agenc
databases, (see Figure 7.6)

-•— Identification personal status
byDB
— B — Personal surveillance details
byDB
Surveillance of Occupations
2 ^ 30

•--Mr- Surveillance incomes
OK Surveillance personal secrets
v
—•—Monitoring bank transactions

Strongly Disagree Neutral Agree Strongly
disagree
agree

Level of agreement

Figure 7.6 Respondents level of electronic surveillance (%) with regarding
databases, data from other companies and personal life surveillance (see Appendix

H-(0)
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For surveillance of personal information which is provided from other private

companies, 41.9%o and 25.2%o of respondents indicated 'agree' and 'strongly agree' that
the government can identify personal occupation, position, salary and financial
transactions. 39% and 21.6% of respondents agreed and strongly agreed that taxation
offices know individual monthly or annual incomes via the information provided by
banks.

For surveillance of personal life, 33.4%) and 37.7% of respondents strongly

agreed and agreed that the government has access to some personal secrets (e.g. details
of private communications via telephone and e-mail). 39.2%> and 25.8% of respondents
strongly agreed and agreed that the government has monitored personal banking
transactions through the use of computerised information searches.

In terms of level of electronic surveillance of potential ECID card information,
31.3% and 36% of respondents strongly agreed and agreed that the government knows
resident registration numbers, and 35.3% and 28.2% agreed and strongly agreed that the
government manages personal resident status or region, with low levels of surveillance

(e.g. resident registration number, resident region, taxation details and overseas tra
records). 29% and 21.7% of respondents agreed and strongly agreed that the
government monitors taxation details, and 23.4% and 15.5% agreed and strongly agreed
that the government monitors personal overseas travel records, (see Figure 7.7)

In the middle level of surveillance, respondents indicated 'neutral' (32.1%),
'agree' (22.9%) and 'strongly agree' (14.8%) for monitoring personal occupations by
the government. For management of salary by government, responses were 'strongly
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agree' (7.8%) and 'agree' (14.7%). However, respondents indicated 'strongly disagree'

(25.8%o) and 'disagree' (24.2%>). Respondents indicated agree (19%>) and strongly agr
(10.1%o), while 23.6%o and 21%> indicated disagree and strongly disagree about

monitoring personal banking and financial transactions. Respondents indicated neutra
(27.6%o), agree (22.1%>) and strongly disagree (20.8%>) for management of personal
educational status.

For high levels of surveillance, 40.7%> and 24.2% of respondents indicated
'strongly disagree' and 'disagree' for management of details of personal lives. 48%>

18.3%o of respondents also responded 'strongly disagree' and 'disagree' to monitoring
details of personal communications. In general, 33.2%> and 22.5% of respondents
responded with agree and strongly agree to electronic surveillance by government.

Resident registration No.
Resident status
•.&•• Taxation details
•M— Overseas travel records
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S ~ 30

••— Salary

-I— Bank transactions
— Educational status
Strongly
disagree
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Level of agreement
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Strongly
a ree
9

~~~• Details of personal lives
Details of personal
communications
Electomic surveillance by
aovernment

Figure 7.7 Respondents level of electronic surveillance by potential E C I D card
information (%) (see Appendix H - (g))
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T a b l e 7.8 S u m m a r y of the m o s t desirable personal information to g o v e r n m e n t
The most desirable information to government
Count
Percentage (%)
Personal resident registration numbers
50
(7.5)
Current address & resident status
14
(1.7)
Taxation details
180
(21.6)
Overseas travel record
2
(0.2)
Occupation
25
(3.0)
Salary (Incomes/Outcomes)
(22.6)
188
Financial transactions
44
(5.3)
Educational status
16
(1.9)
Criminal record
22
(2.6)
Personal property status
59
(7.1)
Personal credit record
(2.9)
24
Details of personal life
31
(3.7)
(1.2)
Details of personal communications
10
N o answer
(20.2)
168

A s Table 7.8 shows, 2 1 . 6 % and 2 2 . 6 % of respondents indicated taxation details
and salary are most desirable information to the government. In other words, users
believe the government wants to know personal information such as income and

outcomes to grant taxation and has electrically monitored personal financial transacti
records via banks or other sources.

7.2

Analysis of Survey

7.2.1

Analysis of respondents' status

The respondent's status w a s analysed to discover the differences in responses
between age, educational status and regional distribution. To identify differences, a

square test was used and 18 items were included in the test. The results of the chi-squ
are shown in Table 7.9.
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iauie i.y jtesuiis 01 cni-squ lare rest to aiscov er tne differences in responses
b e t w e e n age, educational status a n d regional distribution
Items
Significance Level

Age

Education
Region
Usefulness
0.486
0.103
0.840
Ease of use
0.808
0.433
0.085
Applications
0.222
0.492
0.002**
Information handling
0.844
0.430
0.063
Trust ability
0.555
0.154
0.729
Trust polices
0.419
0.035*
0.151
Trust information
0.861
0.172
0.273
Security
0.370
0.137
0.015*
Collection of information
0.772
0.289
0.455
Secondary use
0.631
0.312
0.062
Errors
0.802
0.645
0.228
Improper access
0.181
0.023*
0.643
Illegal copy
0.243
0.077
0.172
Disclosure
0.795
0.047*
0.678
Forgery
0.530
0.501
0.762
Databases
0.334
0.004**
0.000**
Data from companies
0.511
0.444
0.094
Personal surveillance
0.446
0.062
0.262
* p < 0.05, ** p < 0.01 (Note: the used scale was merged to the Chi-square test because the responses
were too small in a cell. See Appendix I)

A s results of the chi-square test show, most responses do not show significant

differences between age, educational level or regional status. In particular, as the ch
square test shows, user acceptance of the ECID card (i.e. usefulness and ease of use)
does not show any response differences between age, educational level and region. In
other words, the responses for user acceptance do not show any differences. Most

respondents in each category indicated similar responses to user acceptance of the ECID
card.

Through the chi-square test, it w a s discovered that only seven items showed
significant differences (p<0.05); databases by age, trust policies, improper access,

disclosure and databases by education and applications and trust information by region.

In terms of age, most items in the chi-square test indicated little significant differe
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The respondents in each age group also indicated similar responses to most items.
'Databases' only identified differences in response and satisfaction at significance
levels (p<0.05). In other words, respondents in each age group had different opinions
about the electronic surveillance by use of databases by the government. For

educational level, results show that four items (trust policy, improper access, disclosu
and databases) had differences at significance levels (p<0.05). This means that
responses for most items were similar between educational levels, with the exception of
four items.

In terms of regional status, the results show only two items (applications and
security) had differences at significance levels (p<0.05). Thus, responses for
applications and security were different between metropolitan and local areas.
Consequently, differences in responses were identified in only a few items. In other
words, only seven items identified differences between ages and educational level and

regional status. Thus, the characteristics of responses were not significantly different,
and most respondents had similar ideas regarding the implementation of the ECID card
in Korea.

7.2.2 Correlation analysis

To identify the correlations between user acceptance of the ECID card and other
sociotechnical factors such as awareness of the ECID card, confidence in government,
privacy concerns, information crimes and electronic surveillance, this analysis
conducted Pearson correlations. Table 7.10 shows the correlations between factors.
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Table 7.10 Results of correlation
Variables
l
1 User acceptance
2 Awareness
0.586**
3 Confidence
0.446**
4 Privacy concerns
0.111**
5 Information crimes
0.015
6 Electronic surveillance
0.167**
*p<0.05, **p<0.01

between dependent and independent variables
2
3
4
5
6

0.431**
0.138**
0.103**
0.187**
"^

-0.077*
-0.153**
0.076*

Table 7.11 General level of perceived usefulness
determine user acceptance of the E C D D card
N
Valid
Missing
Perceived usefulness
826
7
Perceived ease of use
831
2
Valid N
824

0.465**
0.286**
~~

0.261**
~

and perceived ease of use to
Mean

Std. Deviation

3.6558
3.6877

0.8141
1.0088

Table 7.12 Stepwise regression to discover the perceived level of user acceptance
of the E C I D card
Dependent factor
User acceptance

Independent factors
(Constant)
Applications
Information handling
Security
Databases
Trust data from government
Trust ability

B
7.461
0.504
0.492
0.529
0.585
0.489
-0.229

R square
0.292
0.394
0.447
0.469
0.473
0.478

beta

t

0.327
0.207
0.267
0.138
0.088
-0.078

5.804*
11.222*
6.807*
8.240*
4.876*
3.012*
-2.747*

*p<0.01

Table 7.13 B a c k w a r d regression to discover the perceived level of user acceptance
of the E C I D card
Dependent factor
User acceptance

Independent factors
(Constant)
Applications
Information handling
Trust ability
Trust data from government
Security
Disclosure
Unauthorized forgery
Databases

*p<0.05, **p<0.01

B
7.472
0.499
0.493
-0.223
0.197
0.523
-0.357
0.233
0.591

R square
0.478
0.479
0.479
0.480
0.480
0.479
0.478
0.478

beta

t

0.324
0.207
-0.076
0.089
0.264
-0.087
0.083
0.139

4.659**
11.130**
6.809**
-2.668**
3.023**
8.138**
-2.435*
2.301*
4.881**
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A s results show, the correlation between user acceptance of the E C I D card and
other sociotechnical factors had positive relationships (0.17 < r < 0.59, p<0.05). The
study model was designed so that awareness of the ECID card, confidence in
government and information crimes would have a positive relationship, and privacy
concerns and electronic surveillance would have a negative relationship. However, as
results show, privacy concerns and electronic surveillance were identified as having a
positive relationship and information crimes did not have a relationship with user
acceptance of the ECID card.

The correlation between user acceptance and awareness of the ECID card shows
a strong relationship (r=0.59) at the significant level (p<0.05). The correlation with
other independent factors such as confidence in government (r=0A5), privacy concerns
(r=0.11) and electronic surveillance (r=0.17), was identified. However, 'information

crimes' does not correlate with user acceptance of the ECID card at the significant lev
(p<0.05).

7.2.3 Analysis of level of sociotechnical factors

Level of user acceptance of the ECID card
To analyse the level of user acceptance, the mean of questions used in each item

was tested, and the scale of items consisted of a 5-point Likert scale. The level of us
acceptance was measured by two items; usefulness and ease of use. The results are
shown in Table 7.11. The level of user acceptance by usefulness was identified overall

as 3.66 (73.2%) and 3.69 (73.8%) for ease of use. This seems to indicate that ease of u
contributes more in determining levels of user acceptance of the ECID card. In
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conclusion, the overall level of user acceptance of the E C I D card in Korea can be
defined as 3.67 (73.4%) at the range between 1 to 5.

In order to predict and assess the best predictors (i.e. 18 items were used in this
study) of user acceptance of the ECID card, two types of multiple-regression were
conducted (stepwise and backward regression), because the impact and order of
predictors can be changed. As a result, two similar models (but not the same) were
identified.

Stepwise regression showed that the model for user acceptance was significant,
F(6,768)=l 17.387, p< 0.01. The final results in Table 7.12 show that the application

the ECID card was the most significant predictor of user acceptance, explaining 47.8%>
of the variance (Beta=0.327, t=5.804, p<0.01). Information handling was the next

significant predictor (Beta=0.207, t= 11.222, p<0.01). Table 7.12 shows that the factor
(i.e. awareness, confidence and electronic surveillance) significantly impact on

determination of levels of user acceptance, and none of the other factors (i.e. privac
concerns and information crimes) were significant predictors.

With the results of stepwise regression (see Table 7.12), the regression equation
was also determined in order to predict range of user acceptance. The slopes (B) were
identified applications (B=0.504, Range=4<Xi<20), information handling (B=0.492,
Range=3<X2<15), security (B=0.529, Range=3<X3<15,), databases (B=0.585,
Range=2<X4<10), trust data from government (B=0.489, Range=l<X5<5) and trust
ability (B=-0.229, Range=3<X6<15). The constant (B=7.461) was also identified.
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The regression equation was determined as below;
UA (Y) = 7.461 + 0.504Xi + 0.492X2 + 0.529X3 + 0.585X4 + 0.489X5 - 0.229Xe
The range of UA (Y) is 8<Y<40.
The minimum prediction level of user acceptance is 13.51 (33.78%) and the maximum
prediction level is 37.72 (94.29%).

As the results above show, three factors (e.g. awareness of the ECID card,
confidence in government and electronic surveillance) mainly impact on determining

the level of user acceptance of the ECID card significantly. Also, with the exception

trust ability, most variables have positive relationships with the level of user acce
of the ECID card. Consequently, awareness of the ECID card, electronic surveillance
and confidence in government have a strong impact on determination of levels of user
acceptance of the ECID card.

The other model was discovered by the backward regression. Using regression,
it was discovered that eight variables impact on the level of user acceptance of the
ECID card. The six variables showed the same result as the stepwise regression, and
another two new variables were included (e.g. disclosure and unauthorised forgery).
(see Table 7.13)

The regression result for the backward model was significant, F(8,766)=89.449,
p<0.01. Table 7.13 shows that the most significant predictor of user acceptance was

applications, explaining 48.3% of the variance (Beta=0.324, t=l 1.130, p<0.01), and th
next significant predictor was information handling (Beta=0.207, t=6.809, p<0.01).
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However, the order of other variables was different compared with results of stepwise
regression.

With the results of regression, the regression equation was also identified.
Slopes (B) were identified as applications (B=0.499, Range=4<Xi<20), information
handling (B=0.493, Range=3<X2<15), trust in ability (B=-0.223, Range=3<X3<15),
trust in data from government (B=0.497, Range=l<X4<5), security (B=0.523,
Range=3<X5<15), disclosure (B=0.357, Range=2<X6<10), unauthorised forgery
(B=0.233, Range=l<X7<5), and databases (B=0.591, Range=3<X8<15). The constant
(7.472) was also identified.

The regression equation was determined as below;
UA (Y) = 7.472 + 0.499Xi + 0.493X2 - 0.223X3 + 0.197X4 + 0.523X5 - 0.357X6 +
0.233X7 + 0.591X8
The range of UA (Y) is 8<Y<40.
The minimum prediction level of user acceptance is 13.34 (33.4%) and the maximum
prediction level is 36.79 (92%).

As the results show, five factors (awareness of the ECID card, confidence in
government, privacy concerns, information crimes and electronic surveillance) were

identified as significantly impacting on level of user acceptance. Especially, awar
of ECID card, confidence in government and electronic surveillance have more impact
than the other two factors.
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Level of awareness of the ECID

card

In order to assess the level of awareness of the ECID card, the mean of each
item was used and measured by two items; applications and information handling. The
level of awareness of applications and information handling was discovered as 3.90
(78%) and 3.64 (72.8%>). This means awareness of applications was higher than

awareness of information handling. In conclusion, the overall level of awareness of t
ECID card may be calculated as 3.78 (75.6%>) at a range between 1 to 5 (see Table
7.14).

Stepwise regression was conducted with other sociotechnical factors to predict
the level of awareness of the ECID card. Through this test, the predicted level of
awareness of the ECID card can be identified by the impact of other sociotechnical

factors. The use of stepwise regression should that the model for the awareness of th
ECID card was significant, F(4,779)=53.155, p<0.01. The results are shown in Table
7.15. As results show confidence in government was the most significant variable for
awareness, explaining 21.4% of the variance (Beta=0.43, t=13.033, p<0.01). The next
variable to impact on awareness of the ECID card was electronic surveillance
(Beta=0.156, t=4.576, p<0.01).

Additionally, Table 7.15 shows that the other variables, privacy concerns
(Beta=0.085, t=3.473, p<0.01) and information crimes (Beta=0.085, t=2.130, p<0.05),
significantly impact on determining awareness of the ECID card. As results show, all

sociotechnical factors used in this thesis, have positive relationships with the leve
awareness of the ECID card. The level of confidence in government has the primary

impact in determining the level of awareness of the ECID card. To determine the level
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Table 7.14 General statistics for the level of awareness of the E C I D card by items
N

Valid
Applications
Information handling

Missing
3
11

830
822
819

Valid N

Mean

Std. Deviation

3.9015
3.6436

1.0116
0.8678

Table 7.15 Regression test of level of awareness with other sociotechnical factors
Dependent factor
Awareness

Independent factors
(Constant)
Confidence
Electronic surveillance
Privacy concerns
Information crimes

EJ
5.756
0.370
0.208
0.132
0.100

R square

beta

0.139
0.187
0.209
0.214

0.430
0.156
0.129
0.085

t
3.352**
13.033**
4.576**
3.473**
2.130*

*p<0.05, **p<0.01

Table 7.16 S u m m a r y of level of confidence in government by items
Mean
N
Trust ability
Trust polices
Trust information
Security
Valid N

Valid

Missing

829
829
830
830
820

4
4
3
3

2.4306
2.6526
2.5880
2.6707

Std. Deviation
0.7150
1.0879
1.1142
1.0504

Table 7.17 Analysis of stepwise regression of confidence in government to discover
impacts from other sociotechnical factors
beta
t
R square
B
Independent factors
Dependent factor
Confidence

25.279
0.478
-0.225
-0.249

(Constant)
Awareness
Electronic surveillance
Information crimes

0.139
0.211
0.237

0.412
-0.189
-0.182

15.130*
13.068*
-5.336*
-5.158*

*p<0.01

Table 7.18 Analysis of level of privacy concerns by items (Mean and Standard
N
Collection of personal information
Unauthorised secondary use
Errors by use
Improper access
Valid N

Valid

Missing

832
827
830
830
822

1
6
3
3

Mean

Std. Deviation

4.0385
3.7884
3.9145
3.6416

0.8399
0.7522
0.9854
0.8150
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Table 7.19 Analysis of stepwise regression of privacy concerns to identify impacts
from other sociotechnical factors
Dependent factor
Independent factors
B
R square
beta
r
Privacy concerns

(Constant)
Information crimes
Electronic surveillance
Confidence
Awareness

17.266
0.406
0.255
-0.144
0.115

0.210
0.253
0.267
0.278

0.352
0.196
-0.172
0.118

11.568*
10.697*
6.044*
-5.010*
3.473*

*p<0.01

Table 7.20 S u m m a r y of level of information crimes by items
Mean
N
Illegal copy
Unauthorised disclosure
Unauthorised forgery
Valid N

Valid

Missing

832
826
831
823

1
7
2

Std. Deviation

3.9694
4.0169
4.1087

0.8361
0.7665
0.7429

Table 7.21 Analysis of stepwise regression of information crimes with other
sociotechnical factors
t
B
R square
beta
Dependent factor
Independent factors
Information crimes

(Constant)
Privacy concerns
Electronic surveillance
Confidence
Awareness

14.938
0.316
0.156
-0.126
-0.006

0.210
0.230
0.248
0.253

0.364
0.139
-0.173
0.080

11.314**
10.697**
4.160**
-4.958**
2.310*

*p<0.05, **p<0.01

Table 7.22 M e a n level of electronic surveillance and standard deviation by items
( M e a n and Standard Deviation)
Mean
Std. Deviation
N
Databases
Data from other companies
Personal life surveillance
Valid N

Valid

Missing

833
829
829
825

0
4
4

0.7425
0.9221
0.9307

4.0180
3.7027
3.8203

Table 7.23 Result of stepwise regression test of electronic surveillance with other
sociotechnical factors
t
beta
R square
B
Independent factors
Dependent factor
Electronic surveillance

*p<0.01

(Constant)
Privacy concerns
Awareness
Information crimes

9.756
0.181
0.115
0.144

0.108
0.133
0.154

0.235
0.154
0.163

8.599*
6.322*
4.643*
4.393*
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of awareness of the E C I D card, the level of electronic surveillance was identified as the
secondary influential factor.

Level of confidence in government
The level of confidence in government was measured by four variables. The
level was identified as 2.43 (48.6%) for trust ability of information management, 2.65
(53%o) for trust policies, 2.59 (51.6%) for trust information from government and 2.67
(53.4%o) for security. The lowest confidence level was trust ability of information
management. Overall, the level of confidence in government has been calculated as 2.59
(51.6%) at a range between 1 to 5. This figure shows that confidence in the government
was slightly lower than other levels of dependent factors (see Table 7.16)

The results also show that awareness has a positive impact on determining the
level of confidence, and other factors (i.e. electronic surveillance and information
crimes) have no impact on determination of the level. In other words, increased
awareness in the ECID card leads to increased confidence in government, while
increases in electronic surveillance and information crimes lead to reductions in
confidence levels. However, as these results show, privacy concerns have no impact on
determining the level of confidence in government. Indeed, even though privacy
concerns and confidence have a weak or negative correlation (r = -0.077, p<0.05), as
correlation Table 7.10 shows, privacy concerns do not impact on confidence directly.

In summary, increased awareness of the ECID card leads to increased
confidence in government and increases in electronic surveillance and information
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crimes lead to reduced confidence. In addition, privacy concerns have no impact on
confidence in government.

Level of privacy concerns
The level of privacy concerns was measured using four variables. It discovered
4.04 (80.8%) by collection of personal information, 3.79 (75.6%) by unauthorised
secondary use, 3.91 (78.2%) by errors in use and 3.64 (72.8%) by improper access. The

overall level of privacy concerns was slightly higher compared with other factors. Thus
the overall level of privacy concerns has been calculated as 3.85 (77.0%) at a range
between 1 to 5 (see Table 7.18).

To predict level of privacy concerns, stepwise regression was conducted.
According to the regression, the model for privacy concerns was significant,
F(4,779)=74.993, p<0.01. As results show in Table 7.19, privacy concerns have a strong
correlation coefficient (R=0.527) with other variables. Indeed, privacy concerns and

other variables have a strong relationship, and this regression test may explain 27.8%
correctness. As the regression results show, information crimes strongly impact on
determination of the level of privacy concerns (Beta=0.352, t=10.697, p<0.01).

The next significant variable for privacy concerns was electronic surveillance
(Beta=0.196, t=6.044, p<0.01). The other variables, confidence in government (Beta=0.172, t=-0.50T0, p<0.01) and awareness of the ECID card (Beta=0.118, t=3.473,
p<0.01) were also significant. However, it was found that confidence in government had

a negative impact on determination of the level. Consequently, increases in information
crimes, electronic surveillance and awareness of the ECID card lead to increased
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privacy concerns, and increased confidence in the government leads to reduced privacy
concerns.

Level of information crimes
The level of information crimes was measured by three variables. The level was

identified as 3.97 (79.4%) for illegal copying, 4.02 (80.4%) for unauthorised disclosur
and 4.11 (82.2%) for unauthorised forgery. The overall level of information crimes has
been calculated as 4.03 (80.6%o) at a range of between 1 to 5 (see Table 7.20).

The use of stepwise regression showed that the model for information crimes
was significant, F(4,799)=66.018, p<0.01. As results of the regression show in Table
7.21, privacy concerns were the most significant variable in information crimes,
explaining 25.3% of the variance (Beta=0.364, t=10.697, p<0.01). Electronic

surveillance was the next significant variable (Beta=0.139, t=4.160, p<0.01). The other
significant variables are shown in Table 7.21.

As regression test results show, information crimes and other variables have

strong relationships (r = 0.503) in this test. Privacy concerns and electronic surveill
have a positive impact on determining the level of information crimes, and confidence
in government and awareness of the ECID card have negative relations with
information crimes. As results show, awareness has quite a low impact on information
crime. Indeed, it does not effectively impact on determination of the level of
information crimes. Consequently, increases in privacy concerns and electronic
surveillance lead to increases in information crimes, while increases in confidence in
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government and awareness of the E C I D card also lead to a reduction in information
crimes.

Level of electronic surveillance
The level of electronic surveillance was measured using three variables. The
level of electronic surveillance was 4.02 (80.4%) by electronic surveillance via
databases, 3.70 (74.0%) by data from other companies and 3.82 (76.4%) by personal

life surveillance. Overall, the level of electronic surveillance has been calculated as
(77.0%) at a range between 1 to 5 (see Table 7.22).

To predict levels of electronic surveillance, stepwise regression was conducted.
In this test, three variables were identified which impact on electronic surveillance by
government, and the correlation coefficient (R) between electronic surveillance and
other variables was also discovered (r=0.393).

Using this regression, the model for the electronic surveillance was significant,
F(3,780)=47.373, p<0.01. The results in Table 7.23 show that privacy concerns were the
most significant predictor of electronic surveillance, explaining 15.4% of the variance
(Beta=0.235, t=6.322, p<0.01). This seems significantly lower than other models.
Awareness of the ECU) card was the next predictor (Beta= 0.154, t=4.642, p<0.01). The
other variable, information crimes (Beta=0.163, t=4.393, p<0.01), was also identified as
significant in the model.

This test thus identified three variables (i.e. privacy concerns, awareness of the
ECID card and information crimes) which impact on determination of the level of
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electronic surveillance. Indeed, confidence in government does not impact on
determination of the level. Privacy concerns are a primary source of impact on

determination of levels. Consequently, increases in privacy concerns, awareness of the
ECID card and information crimes lead to increases in the level of electronic
surveillance, while confidence in government does not have any impact on
determination of the level of electronic surveillance.

7.3 Test of Hypotheses

This section will analyse the proposed hypotheses to verify the relationships
between the key sociotechnical factors and user acceptance of the ECID card in Korea.

With this analysis, their relationship will be clearly discovered and will help to dev
a relational model.

7.3.1 Level of user acceptance and level of awareness of the ECDD card

HI. Increases in citizens' awareness of the ECID card are associated with an increase
in user acceptance of the ECID card

To verify hypothesis 1, the sum of user acceptance levels was defined as a
dependent variable and two sums of items were defined as independent variables. The
multiple-regression (stepwise) result is shown in Table 7.24. As the Table of ANOVA
tests show, the model of user acceptance by awareness of the ECID card was identified
as significant, F(2,807)=260.928, p<0.01).
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In the result of stepwise regression, both applications and information handling
are shown to impact on the level of user acceptance of the ECID card at the level of

significance, p<0.01. As results of regression show in Table 7.25, the applications wer
the most significant predictor of user acceptance, which explains 493% of the variance
(Beta=0.425, t=14.630, p<0.01). The information handling was identified as the next
predictor (Beta=0.341, t=l 1.740, p<0.01).

As Table 7.25 shows, the slope (B) of independent variables (applications and
information handling) is 0.650 and 0.810, and the constant is 10.307. Two slopes and a

constant are statistically significant at the level of 0.05 with the Mest. The level of
acceptance of the ECID card and both independent items have positive relationships.
The result also shows applications (r=14.6) are more influential to the level of user
acceptance of the ECID card than information handling (^=11.7). This is because this
regression used sums of each item which are measured by different numbers of

questions. Thus, the f-test result is more appropriate in determining the contribution.

In conclusion, the level of user acceptance may be increased by the increases in

level of awareness of applications and information handling. Additionally, the analysis

shows awareness of'applications' is more influential to the level of user acceptance of
the ECID card than awareness of 'information handling'.
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Table 7.24 Result of A N O V A

df
Regression
Residual
*p<0.01

2
807

test to verify the analysis of results for awareness
Mean square
F
Sig.
6086.813
260.928*
0.000
23.328

Table 7.25 Result of multiple-regression test to discover the impact of awareness in
determining the level of user acceptance of the E C I D card
R square
beta
Dependent Factor
Independent Factors
t
B
12.020*
10.307
User acceptance
(Constant)
0.425
14.630*
0.650
0.289
Applications
11.740*
0.393
0.341
Information handing
0.810
*p<0.01

Table 7.26 Result of A N O V A

test for validation of the stepwise regression to

confidence in g o v e r n m e n t

df
Regression
Residual
*p<0.01

4
806

Mean square
2272.129
27.380

F

P

82.984*

.000

Table 7.27 Result of multiple-regression to discover the impact of confidence in
g o v e r n m e n t o n the level of user acceptance of the E C I D card
Dependent Factor
Independent Factors
B
R square
(Constant)
22.902
User acceptance
0.250
0.883
Security
0.269
Trust ability of information
-0.513
management
0.288
Trust policies
0.355
0.292
Trust information from
0.442
government
*p<0.05, * * p < 0 . 0 1

beta
0.450
-0.177

t
30.822**
12.547**
-5.616**

0.125
0.080

3.072**
2.131*
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Table 7.28 Result of A N O V A test to verify the validation of the regression for
privacy concerns
df
Mean square
Regression
1
1162.734
31.430*
0.000
Residual
811
36.994
*p<0.01

Table 7.29 Result of multiple-regression to discover the impact of privacy concerns
on the level of user acceptance of the E C D D card
Dependent Factor
Independent Factor
B
R square "~beta~~
t
User acceptance
(Constant)
23.955
24.547*
Improper access
0.733
0.370
0.193
5.606*
*p<0.01

Table 7.30 Result of A N O V A test for validation of the stepwise regression to
electronic surveillance
df
Mean square
2
1578.855
45.803*
0.000
Regression
Residual
813
34.470
*p<0.01

Table 7.31 Result of multiple-regression to discover the impact of electronic
surveillance on the level of user acceptance of the E C I D card
Dependent Factor
Independent Factors
B
R square
beta
t
User acceptance
(Constant)
20.797
16.774*
Databases
1.428
0.089
0.340
9.571*
Personal life surveillance
-0.391
0.101
-0.118
-3.320*
*p<0.01
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7.3.2 Level of user acceptance and level of confidence in government

H2. Increases in confidence in government are associated with an increase in user
acceptance of the ECID card.

For verification of hypothesis 2, the sum level of user acceptance was defined as
a dependent variable and four means of items were defined as independent variables.
The multiple-regression (stepwise) result is shown in Table 7.27. The table shows
validation of the regression and this regression is significant at the level of 0.05
(R=0.540, R square=0.292).

Results of regression show that all independent variables (i.e. trust ability of

information management, trust polices, trust information from government and security)
impact on the level of user acceptance of the ECID card at the level of significance,
F(4,806)=82.984, p<0.01). (see Table 7.26) R square is 0.292 which means the change
of cases regarding level of user acceptance is 29.2% with the changes of independent

variables. Additionally, user acceptance and other factors have a positive correlation
(r=0.54) (see Table 7.27).

Furthermore, security was the most significant variable to impact on user

acceptance (beta=0.450, t=l2.547, p<0.01), and the next significant variable was trust
ability of information management (beta=-0.177, t=-5.616, p<0.01). Table 7.27 also

shows other significant variables to impact in the user acceptance model - trust poli
(beta=0.125, t=3.027, p<0.01) and trust information from government (beta=0.080,
t=2.131,p<0.05).
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Consequently, the slopes (B) of independent variables are 0.883, -0.513, 0.355
and 0.442, and the constant is 22.902. Also 'security' has more influence on user

acceptance than other variables in this stepwise regression. Four slopes and a constant
are statistically significant at the level of 0.05 with the r-test. In conclusion, the

user acceptance may increase with the increase of 'security', 'trust policies' and 'tru
information from government', whereas it may be reduced by increases in 'trust ability
of information management' because they have a negative correlation.

7.3.3 Level of user acceptance and level of privacy concerns

H3. Increases in information privacy concerns are associated with a reduction in user
acceptance of the ECID card.

For verification of hypothesis 3, the sum level of user acceptance was defined as
a dependent variable and four means of measurements were defined as independent
variables. The stepwise multiple-regression results show in Table 7.29. It also shows

validation of the regression and this regression is significant at the level of 0.05 (R
0.193, R square = 0.037).

The results of stepwise regression show that the model for user acceptance was

significant, F(l,811)=31.43, p<0.01. (see Table 7.28) The final result as shown in Tabl

7.29 indicates that improper access impacts on the level of user acceptance of the ECID

card at the level of significance (beta= 0.193, t=5.606, p<0.01). R square is 0.037 whi
means the change of cases regarding level of user acceptance is 3.7% with the changes
of independent variable (improper access). It seems quite low, and relationships were
also lower than other factors (r=0.19). The other variables were excluded in this
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stepwise regression. The slope (B) of improper access is 0.733 and the constant is

23.955. 'Improper access' is significantly influenced by the level of user acceptance i

this regression test. In conclusion, the level of user acceptance may increase with the
increase of 'improper access'. In other words, privacy concerns (i.e. only improper
access) impact positively on user acceptance of the ECID card.

7.3.4 Level of user acceptance and level of Information crimes

H4. Increases in information crimes are associated with an increase in user acceptance
of the ECID card.

This hypothesis was rejected because significant levels do not satisfy at 0.05 in

the correlation with the level of user acceptance and variables. Also, all variables in
information crimes were excluded in the stepwise regression. In conclusion, the
'information crimes' does not relate to the level of user acceptance of the ECID card,
and does not impact on the determination of the level of user acceptance.

7.3.5 Level of user acceptance and level of electronic surveillance

H5. Increases in electronic surveillance are associated with a reduction in user
acceptance of the ECID card.

For verification of hypothesis 5, the sum level of user acceptance was defined as
a dependent variable and four means of measurements were defined as independent
variables. The stepwise multiple-regression result is shown below. Table 7.31 shows
validation of the regression and this regression is significant at the level of 0.05
(R=0.318,R square = 0.101).
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In the result of stepwise regression, two independent variables (i.e. Databases
and Personal life surveillance) show impacts on the level of user acceptance of the
ECID card at the level of significance, F(2,813)=45.803, p<0.01. (see Table 7.30) R
square is 0.101 which means that the change of cases regarding to level of user
acceptance is 10.1%> with the changes of independent variables. The relationship
between the level of user acceptance and both items was identified as 0.32 (r<0.05).
(see Table 7.31)

As the results in Table 7.31 show, the 'databases' were the most significant
predictors of this model (beta=0.340, t=0.571, p<0.01). Personal life surveillance was
the next significant variable (beta=-0.118, t=-3.320, p<0.01). The other variable, data
from other companies, was not significant and was excluded in regression. The slopes
(B) of independent variables are 1.428, and -0.391, and the constant is 20.797. Indeed
'databases' had more influence in determining the level of user acceptance than other

variables in this stepwise regression test. The 'personal life surveillance' has negativ
relationships with the level of user acceptance. Two slopes and a constant are

statistically significant at the level of 0.05 with the f-test. 'Data from other compan
was excluded from this test because it does not impact on the level of user acceptance

significantly. In conclusion, the level of user acceptance may increase with the increase
of'Databases' and it may reduce with 'Personal life surveillance'.

In summary, the proposed hypotheses were analysed by multiple regression to
identify their relationship to and degrees between the key sociotechnical factors and
user acceptance of the ECID card in Korea. As the summarised results show in Table

7.32, it was identified that four key factors impact positively on user acceptance of the

266

Table 7.32 S u m m a r y table of Hypotheses Test to discover the impact of key
factors in determining the level of user acceptance of the E C I D card
beta
~1
Dependent Factor
Independent Factors
User acceptance
Awareness of the E C D D card
Applications
0.425
14.630**
Information handing
0.341
11.740**
Confidence in G o v e r n m e n t
0.450
12.547**
Security
Trust in ability of information management
-0.177
-5.616**
Trust in policies
0.125
3.072**
_Tnistininfo
0.080
2.131*
Privacy Concerns
0.193
5.606**
Improper access
Electronic Surveillance
0.340
9.571**
Databases
-Q.H8
-3.320**
Personal life surveillance
*p<0.05, **p<0.01
" " ~—" """"-"

E C I D card, but one factor, information crimes, does not impact on acceptance directly.
In other words, increases in awareness of the ECID card and confidence in government
leads to increased acceptance of the ECID card as might be expected, but the item, trust
ability, has been identified as having a negative impact on acceptance. Analysis also
shows that privacy concerns and electronic surveillance have a positive impact on
acceptance of the ECID card, but were quite lower than impact of privacy concerns and
electronic surveillance. The reasons will be discussed in Chapter Eight. Notably, it was
identified that information crimes do not direct impact on determination of acceptance
of the ECID card, but they do with other key factors.

7.4

Level of Privacy Concerns and Level of Electronic Surveillance

A s section - 7.3.2 correlation analysis - shows; privacy concerns and electronic
surveillance have quite a low positive relation (r=0.076, p<0.05). This is an unexpected
result. Thus, analysis needs to be done on how these variables impact on each other. To
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identify the relationship between privacy concerns and electronic surveillance, two
types of regression were conducted, and each variable was defined as a dependent or
independent variable.

The result of the A N O V A test identified that both regressions had similar results
and both models were significant. The validation of regression is shown in Table 7.33.
Firstly to regression analysis, privacy concerns were defined as a dependent variable,

and electronic surveillance was defined as an independent variable. As the results show,
the regression is significant at the level of 0.05 (R=0.311, R square=0.097). The
independent variable (i.e. electronic surveillance) also shows an impact on privacy
concerns at the level of significance, F(l,813= 87.111, p<0.01).

Table 7.33 Result of A N O V A test for validation of the regression test

Regression
Residual
*p<0.01

df
1
813

M e a n square
2315.078
26.576

F

P

87.111*

0.000

Table 7.34 Result of regression for identifying; impact of electronic surveillance
B
beta
t
R square
Independent Factors
Dependent Factors
25.009
24.434*
(Constant)
Privacy Concerns
0.407
0.097
0.311
9.333*
Electronic surveillance
*p<0.01

Table 7.35 Result of regression for discoverinjI impact of privacy concerns
B
beta
Independent Factor
R square
Dependent Factor
14.917
(Constant)
Electronic Surveillance
0.025
0.238
0.311
Privacy concerns

*p<0.01

t
16.812*
9.333*
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A s Table 7.34 shows, R square is 0.097, which means that the change of total

cases regarding level of privacy concerns is 9.7% with the change of level of electronic

surveillance. The relationship between both variables was identified 0.31 (p<0.05). (see
Table 7.34) By the regression, it was identified that electronic surveillance was

significant (beta=0.311, t=9.333, p<0.01). As the result of coefficients shows, the slop
(B) of electronic surveillance is 0.407, and the constant is 25.009. Indeed, electronic
surveillance impacts on privacy concerns positively (B=0.407, p<0.01) with the Mest.
Thus, increases in electronic surveillance may cause on increase in privacy concerns.

The second regression analysis shows the same result of R (0.311) and R square
(0.097). This analysis is also significant statistically at the level of 0.05. However,
coefficients were identified differently. The regression model was also identified as
significant, F(l,813= 87.111, p<0.01). (see Table 7.33)

Using the regression, privacy concerns were identified as the significant

variable to electronic surveillance (beta=0.311, t=9.333, p<0.01). As the result in Tabl
7.35 shows, the slope (B) of privacy concerns is 0.238, and the constant is 14.917. In
other words, privacy concerns impact on electronic surveillance positively (B=0.238,

p<0.01) with the f-test. Thus, it also seems that privacy concerns have a lower impact o
electronic surveillance than vice versa.

Finally, the two-regression analysis mentioned above (Table 7.34 and Table

7.35) show that each variable significantly impacts on the other, but its impact is quit
low. The impact (B=0.407, p<0.01) from electronic surveillance to privacy concerns is
stronger than vice versa (B=0.238, p<0.01).
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7.5

General Discussion of Analysis

In order to discover the relationship between user acceptance and other

sociotechnical factors, a correlation analysis and several types of multiple regressio
were conducted. These analyses will help to understand the relationships between
sociotechnical factors and how they impact on other factors. The relationship between
sociotechnical factors was discovered via correlation analysis. As Table7.17 shows,

sociotechnical factors have a strong positive relation to user acceptance, but informa

crimes do not relate to user acceptance. Through the literature review in Chapter Two,
it was identified that these factors are significant to user acceptance of ECID card
implementation (Igbaria, et. al, 1997; Davis, 1993, Mcelroy and Turban, 1988; Vidmar
and Flaherty, 1985; Smith, et. al, 1996; Gandy, 1989).

According to studies by Igbaria, et. al. (1997) and Davis (1993), 'usefulness'

and 'ease of use' are the major factor to impact on user acceptance, which was based o

user attitudes to new information technologies. In other words, attitudes are the basis

from which to identify user acceptance. As several user acceptance studies assess (e.g

Igbaria, et. al. 1997), the impact of'usefulness' on determination of the user acceptanc

is stronger than 'ease of use'. Thus, the level of user acceptance is determined more b
the impact of'usefulness' than 'ease of use'.

In the determination of user acceptance of the ECID card in Korea, it was

identified that awareness of the ECID card is the most important factor. In particular

applications and information handling were the most significant factors in determining
acceptance, as discussed in Chapter Three. This means that to implement the ECID card,
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citizens have focused on the application of the E C I D card. This is because citizens
believe the ECID card will provide better public services and increase convenience

using it (Bright, 1988; Svigals, 1996; Ha, 1966). Thus, acceptance of the ECID card c

be determined by the level of citizen awareness of the applications of the ECID card.

Information handling was also identified as a significant variable. This means citize

will decide to accept or reject the ECID card if it has sensitive personal informatio
which may infringe on personal privacy such as medical history or income (National

Computerisation of Korea, 1996b; 1996c). This individual information is very sensitiv
in Korean social life, and citizens do not want the card to contain the information.
acceptance of the ECID card is determined by how citizens understand the amount and

type of personal information to be included. If the information is quite personal, pu
acceptance rates may be reduced.

As analysis shows, the level of awareness of the ECID card was identified as

78%o (applications) and 72.8%> (information handing). Both variables were also the mo
important variables in determining the level of user acceptance of the ECID card in

Korea. Awareness also has positive relationships with other sociotechnical factors. I

this way, confidence in government also strongly impacted on determining the level of
awareness of the ECID card, and the next variable was electronic surveillance.

The level of confidence in government was discovered and it was lower than the

level of other factors in this study. It was between 48.6%> (trust ability) and 53.4%
(security). This is due to two main reasons; management of personal information by
government (Kim, 1997c) and lack of regulations for the ECID card (The Ministry of

Domestic Affair, 1996a). These reasons are also emphasised by Milberg, et. al. (1995)
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w h o assessed that a lack of regulation can lead to increased government involvement in
control of personal privacy. Citizens believe personal information is managed and
collected by government agencies and it can be disclosed by illegal use (Kim, 1997b).
They also believe the government does not have adequate regulations for use of the
ECID card in Korea. For this reason, citizens' confidence in government is lower than
other sociotechnical factors. Confidence in government has both positive (i.e.
awareness) and negative (i.e. electronic surveillance and information crimes) impacts

other factors. Indeed, an increase in awareness of the ECID card may lead to an increas
in confidence in government.

The level of privacy concerns was as high as other levels of sociotechnical

factors. It ranged from 72.8%> to 80.8%. Personal privacy is very important to citizens
in modem society. The collection of personal information is very important to both
government and citizens because the government needs much information to manage

citizens effectively, while citizens do not want to provide it to government. Citizens
believe that government has too much personal information and such information is
often used for other purposes (Kim, 1997b). Additionally, they have deep concerns
about the potential misuse of electronic surveillance by government (Kang, 1988).

According to the survey, information crimes do not have a relationship with the level o

user acceptance, but do have a relationship with the other sociotechnical factors. It h
positive relationships with privacy concerns and electronic surveillance, and negative
relationships with confidence in government and awareness.

In terms of electronic surveillance, the level was discovered to be between 74%
to 80.4%, this was similar to the level of privacy concerns. This is because citizens
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believe surveillance via digitised computer databases is more severe than other types of
surveillance. They also have deep concerns about electronic surveillance and the use of
information from other commercial companies and personal monitoring via the use of
the ECID card (Park, 1996b). As with the relationships with other sociotechnical

factors, it was discovered that privacy concerns impact significantly on determining the

level of electronic surveillance (Kang, 1988). This means citizens feel that a variety o
types of electronic surveillance will be used via the use of the ECID card with a
subsequent increase in privacy concerns. Increases in the level of awareness of the
ECID card shows that they also have great potential for electronic surveillance.

In summary, the analysis shows that the key sociotechnical factors used in this
study have significant relationships with user acceptance of the ECID card, except
information crimes. It was also identified that they impact positively on determination
of levels of user acceptance. However, information crimes do not impact on user
acceptance, but do impact on the other sociotechnical factors. This means information

crimes are a subsidiary factor in determining user acceptance of the ECID card in Korea.
These discovered influential relationships will be discussed more in the next section.

7.6 Influential Relationships between Sociotechnical Factors

With the analysis of the main survey, this study discovered the relationship
between sociotechnical factors and user acceptance of the ECID card. As discussed
above, the sociotechnical factors (i.e. awareness, confidence, privacy concerns,

information crimes and electronic surveillance) have influential relationships. Figure 7
shows the relationships between these factors.
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Figure 7.8 Schematic diagram showing the influential relationships between user
acceptance of the E C I D card and sociotechnical factors based on the results of this
study (Source: Davis, 1989; Davis, 1993; Igbaria, 1993; Igbaria, et. al, 1997)
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A s this diagram shows, 'information crimes' do not impact on user acceptance
directly, but impact on other sociotechnical factors. They impacts on awareness of
ECID card (beta=0.09), confidence in government (beta=-0.18), privacy concerns
(beta=0.35) and electronic surveillance (beta=0.16). Indeed, 'information crimes'
impact strongly on privacy concerns, and negatively on confidence in government.

This is a very important point in this study. Through the hypotheses and

literature reviews, this study discussed and predicted that information crimes are rel
and impact on user acceptance of the ECID card. However, as analysis shows,
information crimes do not significantly impact on determination of user acceptance of
the ECID card in Korea. This may be because citizens do not believe in the ECID card
or in the government. As Figure 7.8 shows, information crimes impact negatively on
confidence in government. This means increases in information crimes leads to reduced
confidence in government. The figure also shows, information crimes impact positively
on other key factors. Indeed, increases in information crimes means increases in
awareness of the ECID card and the importance of information privacy to citizens, and
it also means increases in electronic surveillance by government. From the point of
view of sociotechnical theory, the factor, information crimes, is not only a social or
organisational factor, but it is also a new dimensional factor, which impacts on both
social and organisational factors, to determine the level of user acceptance of new
information technologies.

The diagram also shows influences of variables on user acceptance. As Figure
7.8 shows, applications (beta=0.43) and security (beta=0.45) impact strongly on
determination of user acceptance, and trust policy (beta=-0.18) and personal life
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surveillance (beta=-0.19) impact negatively. Consequently, information crimes impact

on determination of the sociotechnical factors directly, and such factors also impact on
determination of user acceptance of the ECID card.

From the point of view of user acceptance of the ECID card with other key

sociotechnical factors, it was discovered that awareness is the most significant factor
determining the level of user acceptance, and it also impacts more strongly and more
positively than other key factors. As other studies such as that of Davis (1993) have
done, this study also used TAM for identifying and discovering the influential
relationships between variables and user acceptance of technology. In this study,
however, the TAM was extended and adapted to identify the level of user acceptance of
the ECID card in Korea with the sociotechnical factors. With this analysis and

influential model, the impact of sociotechnical factors and influential factor(s) can be
discovered when developing a relational model. Thus, this influential model shows that
electronic surveillance and privacy concerns have a lower impact on determination of
user acceptance of the ECID card in Korea than the impact of awareness and confidence.
Furthermore, information crimes are a subsidiary factor. The reasons why perceived
privacy concerns and electronic surveillance have a lower impact in Korea, will be
discussed with consideration of ideological conflicts in Chapter Eight.

7.8 Conclusion

Throughout this chapter on the analysis of the primary survey, the sociotechnical
factors have been analysed, and their relationships have also been discovered. Most
respondents indicated a positive response to implementation of the ECID card, but
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responses between age, educational and regional status, were not identified as

significantly different in the analysis. Indeed, most citizens had similar ideas regard
implementation of the ECID card.

From the results of the analysis, it was identified that information crimes do not
significantly impact on determination of user acceptance of the ECID card. However, it
was also identified that information crimes impact on other sociotechnical factors
significantly. This means information crimes are not an important factor in
implementation of the ECID card in Korea, and do not impact on acceptance or
rejection of the ECID card greatly. It is an insubstantial factor when considering the
implementation of the ECID card in Korea.

With the influential model, the relationship between sociotechnical factors and
user acceptance of the ECID card was identified in order to implement new information
technologies in Korean society. This model also considers the emphasis of users'
attitudes regarding user acceptance as argued in TAM by Davies. Thus, to measure user
acceptance of new information technologies such as the ECID card, it can be said that
awareness of the technologies and confidence in organisations are essential factors.

Additionally, privacy concerns and electronic surveillance are very important factors i
determining acceptance or rejection of the new information technologies in the public
domain, even though both factors do not strongly impact on determination of user
acceptance of the technologies.

In summary, through the analysis of the primary survey, this study discovered
three main points. The first is responses of citizens regarding implementation of the
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E C I D card were not significantly different between age, educational and regional status.
Secondly, information crimes do not directly impact on user acceptance of the ECID

card, in spite of its significant impact on other sociotechnical factors. Finally, elect
surveillance and privacy concerns regarding the ECID card do not strongly impact on

determination of the level of user acceptance of the ECID card than other sociotechnical

factors in public domain do. The reasons for the final point will be discussed in Chapte
Eight.

Chapter Eight
Privacy Concerns and Electronic
Surveillance: Ideological Conflicts?

Through analysis of the primary survey, this study has discovered that four
factors (i.e. awareness of the ECID card, confidence in government, privacy concerns

and electronic surveillance) have positive impacts on determination of the level of us
acceptance of the ECID card, and a factor - information crimes - does not impact

significantly. However, it was identified that information crimes impact on other fact
significantly. This analysis also discovered that awareness of the ECID card and
confidence in government greatly impacts on determining user acceptance of the ECID
card, but privacy concerns and electronic surveillance have lower impacts on
determination of the user acceptance than awareness and confidence.

With this analysis, this chapter will discuss why both privacy concerns and

electronic surveillance have positive relations to user acceptance of the ECID card and
why both factors have lower impact in determining the level of user acceptance of the
ECID card by comparing Korean society with other countries. This is because it was
expected that privacy concerns and electronic surveillance would have a high, negative
impact on determination of user acceptance of the ECID card. However, as analysis
shows, it had a positive and low impact on user acceptance. With this discussion, this
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chapter will show that both Korean and other nations have different points of view on

acceptance of the ECID card, in terms of privacy concerns and electronic surveillance.

It will also be shown that ideological conflicts exist between Korea and other nations
due to cultural, political and historical differences.

8.1 Why is Korea's ECID card Acceptance Different?

The ECID card is a single-chip based identification card, which is combined
with the advantages of the smart card such as a large memory, high security,
convenience of use (Bright, 1988; Zoreda & Oton, 1994) and personal identification
card purposes. In other words, it is a newly developed identification card with the
development of computer technology. Thus, this has pros and cons of both the smart

card and the identification card. Even though this card has great potential for citiz
governments such as convenience of use or high quality public services (ID card -

Government Consultation Paper, 1995), acceptance of this card is different according t
different points of view and usages.

From the smart card point of view, indeed, acceptance can be increased with the

great potential of the smart card such as useability and safety. For instance, usage o
smart card has increased greatly every year, and the widespread use of the smart card
banking or other areas in some European countries such as OECD nations, has also
greatly increased (National Computerization Agency of Korea, 1996b; 1996c). As this

example shows, users believe that the smart card can provide a high quality social lif
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However, from the point of view of the ID card, acceptance of the card m a y be

indicated differently. Government believes the ECID card can give greater efficiency to
management of citizens and provide higher quality public services than the current ID
card (ID card - Government Consultation Paper, 1995), whereas citizens may have
deeper concerns about the use of the ECID card such as privacy infringements,
electronic surveillance or information disclosure (The Ministry of Domestic Affairs,
1996a; 1996b). For this reason, government may try to implement the ECID card,

whereas citizens do not agree to its use or implementation in their social lives. Thus,
acceptance of the ECID card can be expressed differently from the point of view of
cards such as the smart card or ID card, and can also be expressed according to the
background of citizens' culture or ideology. In other words, it can be indicated
differently according to the point of view emphasised, which is effected by culture or
ideas about society and its members.

8.1.1 Differences of ECD3 card acceptance between Korea and other countries

When considering the issuing of the ID card in Korea, the quite different
historical background compared with other countries must also be considered. As the
background of the ID card in Korea was discussed in Chapter One, the current format of

the ID card system has been used for over 40 years (i.e. since the 'Korean War'). At th

time, the role of the ID card was to protect national security and to provide convenien

for personal identification in social life (Kim, 1979b). It was also an adequate role f

the ID card. Thus, citizens believed the role of the ID card and accepted it without an
great concerns. As a result, the ID card has a place in Korean society and in the
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consciousness of the citizens. It has been very difficult to divide individual social life
and the ID card in the Korean view.

Furthermore, to Korean citizens the ID card is only a tool which represents their
identification and does not have any important meaning, because they believe the ID
card is a tool for proving 'Korean citizenship'. They do not have any deep concerns
with the use of the ID card such as personal privacy or surveillance from government,
because they also believe that the national and the public security is more important
than personal privacy (Kim, 1979a; Kim, 1979b). Thus, personal privacy has been
ignored with the use of the ID card. The holding and issuing of an individual ID card
a duty of Korean citizens and providing an ID card to police or government officers
when they require it is also indicated in the National Constitution (Back, 1997; Kim,
1979a). With this historical background and influence of the ID card, citizens do not
have great opposition to replacement by the ECID card, except for some social
opposition group members.

As Chapter Three shows, Korean citizens highly prefer to use of new

technologies. This is because they believe new technologies can give great benefits to

their social lives. Indeed, they usually focus on the benefits of new technology and a
not concerned about other aspects of information technology such as privacy concerns
or electronic surveillance. For this reason, the implementation of new information

technology such as the smart card can increase without great conflict in Korean societ
As the primary survey shows, 73.4 percent of citizens agreed to the use of the ECID
card in their social lives. This is because citizens expect that the card may reduce
concerns and existing problems with the current ID card (e.g. card forgery) and may
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provide a higher quality of public services (e.g. certificates issuing) with the advantages
of smart card technology such as high security, reliability and multi-functionality
(National Computerization Agency of Korea, 1996b; 1996d).

Thus, the ECID card is not a new concept of ID for either Korean citizens or the

government, however, it is only understood as being new technology to improve quality

of life. As the analysis in Chapter Seven shows, acceptance of the ECID card in Korea
is mainly determined by awareness of the card and confidence in government, whereas

privacy concerns and electronic surveillance do not greatly impact on determination o

card acceptance. This means citizens focus less on the other aspects of the ECID card
because Korean society has had an identification system background for a long time

(Kim, 1979b). In particular, citizens have fewer concerns about privacy and electroni
surveillance because government management of personal information has always been
strong, well before citizens developed consciousness about personal privacy and
surveillance by government (Kim, 1979a). For this reason, as the analysis in Chapter
Seven shows, the impact of awareness of the ECID card and confidence in government
more highly influences determination of the acceptance levels of the ECID card in
Korea than the impact of privacy concerns and electronic surveillance. Also, with

increases in the levels of sociotechnical attitudes, these differences in user accept
between sociotechnical factors become larger than the lower level of attitudes.

Nevertheless, in other countries, there may be different points of view regarding
the ECID card. They may also prefer to use new technologies such as the smart card,
and the use of the smart card is more popular than its use in Korea (National
Computerization Agency of Korea, 1996b; Tack, 1994). As discussed in Chapter One,
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smart cards are used in a variety of areas such as banking, transportation and medicine.

This means they also know the benefits of new technologies and use it to create quali
in their social lives.

However, from the point of view of using an ID card, they have quite different
historical, cultural and political backgrounds. Most European countries have
implemented a national identification system recently or they do not have it at all
(Privacy International, 1996; Kim, 1978a; Kim, 1978b). For this reason, the ID card
may be a new concept for them. Even though, they have used identification cards, the
purposes of the ID card by government are different such as for census purposes,

compared with Korea (Clarke, 1994; Park, 1994). It is voluntary to possess an ID card
but in some countries it is compulsory (Kim, 1978b). They usually use a medical card
drivers' license as an ID card (Tack, 1994), because they believe both cards may
adequately be used for identification purposes. As many researchers show, social
movement, individual rights and relationships between powers have their research
centre around European countries, especially Britain (e.g. Scambler & Higgs, 1999;

Evans, 1992). With this research, individual ideology and culture have been developed
and individual privacy and freedom has been emphasised.

With these historical and cultural backgrounds of societies and nations, citizens
and government may have strong consciousness of privacy and freedom, which may
have led to adequate national laws for privacy protection and balance of powers
between government and society (Etizioni, 1999; Kim, 1996d). Thus, they may have
deeper concerns about personal privacy with the use of new information technologies

such as the smart card. They may also have a deeper focus on privacy and protection o
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their lives than in Korean society. This shows what is more important to social life and
how Korean society differs from other societies.

Finally, it seems that both Korean society and other countries almost agree as to
the benefits of the use of the smart card such as convenience of use and its safety,

with the use of an ID card, great differences and points of view exist. In other word
the differences in ECID card acceptance can be determined by ideological differences
regarding privacy concerns and electronic surveillance between Korea and other
countries. People's ideas may also be developed by their culture, religion, history,
consciousness (Larrin, 1979). The differences in ECID card acceptance may also be

indicated by ideological conflicts between Korean society and that of other countries

8.2 Ideological Conflicts and Privacy Concerns for the ECID Card

8.2.1 Why do privacy concerns have a positive relation with the acceptance of the
E C I D card?

Since the introduction of the ID card system in Korea, a great amount of
personal information has been collected and managed by government (Kim, 1979a). For

this reason, citizens have increased concerns about misuse or fraudulent use of perso
information by government or criminals when their ID card is lost.

There are three reasons why privacy concerns have positive relations to

acceptance of the ECID card in Korea. The first reason is that citizens may expect to
reduce misuse of personal information by the use and possession of the ECID card,

because a great deal of personal information can be stored in the ECID card (National
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Computerization Agency of Korea, 1996b; 1996c). In Korea, for example, over 3
million of the current ID cards are re-issued per year because of card loss. Some of

these lost cards are used in crimes of fraud of personal information (Park, 1996a). Al
collected personal information by government is sometimes used for other purposes
without the consent of citizens and without notice (Kim, 1979b; Vidmar & Flaherty,
1985; Kim, 1997b).

As analysis of the primary survey shows, 63%> to 73.2% of respondents believe
the collected personal information by government and their agencies is shared with
other agencies, sold to other organisations or used for other purposes. This means
citizens do not believe in the safety of the current ID card or in the ability of the
government to manage information. For this reason, they may want to control and
manage their personal information themselves with a safer card system. They may also
expect to minimise misuse of personal information by government, and to reduce risks

such as personal information use in crimes with the use of the ECID card when their ID
card is lost.

The second reason is that citizens may expect to prohibit improper access to
personal information by others. With the increase in information crimes such as

hacking, citizens have increased consciousness of information privacy protection (Par
1996a), because they may experience financial or psychological infringement from
unexpected information crime. Through analysis of the primary survey, it was
discovered that 82.9%> of citizens believe personal information can be accessed by

criminals, and only 42.8%. of citizens believe that personal information is accessed b
authorised persons using government databases. As these figure show, most citizens
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have deep concerns about improper access to personal information. These privacy
concerns may also increase the use of the ECID card because they believe the ECID
card can provide higher security such as PIN than the current ID card (National
Computerized Agency of Korea, 1996d), and personal information can also be managed
by cardholders. Thus, it can be argued that privacy concerns may increase the ECID
card use to reduce subsidiary privacy concerns such,as improper access to personal
information.

The last reason is that citizens may expect to reduce damage or infringement of
personal data input errors, because they believe the personal information in the ECID

card can be easily fixed with the use of special machinery at local government offices
when data errors are found. As the Ministry of Domestic Affairs (1996a) states, the

merit of the ECID card is a large information capacity and easy modification of stored
information. However, the current ID card has a limited surface to write up personal
information, which is written by government officers. It is also impossible to easily

modify personal information on card surfaces (Address change is only possible at local
government offices).

With the use of the ECID card, however, input errors of personal data can be

easily modified when re-entering the correct data at government offices via computers.

Thus, the risks or concerns relating to data input errors can also be reduced. For thi

reason, it can be argued citizens may prefer to use the ECID card even with the increa
in privacy concerns. This is because citizens believe the use of the ECID card may
reduce subsidiary problems regarding to privacy concerns such as errors.
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However, in terms of other countries such as O E C D nations, the relationship
between privacy concerns and acceptance of the ECID card can be expected to have a
negative relationship. As Gandy (1989) states, many bureaucracies have currently

collected and managed a great amount of personal information, and that information is
shared with other bureaucracies when it is needed. People thus may believe that the

collected personal information is stored and managed in government databases, and tha
information can also be shared with other government bodies. This can be a reason to
increase privacy concerns with the use of the ECID card.

Nowadays, most governments have computer networks for government
administration. Such networks may sometimes be connected with other government
bureaucracies or used separately. People may also have concerns that the collected
personal information could possibly be shared among government bureaucracies
without consent (Gandy, 1989), and that this shared information could be used to
produce new information by data matching. Thus, citizens may believe that the use of
the ID card (i.e. ECID card) can increase concerns about issues such as information

privacy. It could also be argued that increased privacy concerns can reduce acceptanc
of the ECID card, because personal privacy can be infringed upon by information
sharing or data matching.

With the broad use of computers and networks, computer crimes such as
hacking can become a sort of social concern to network managers or users. Computer
crime increases every year and the damage it does also is increasing enormously
(Corbett, 1997; MacCune, 1998). For this reason, people may believe the collected

information can be sold or disclosed by unauthorised internal or external access. The
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m a y also believe that the personal information in government databases can be hacked
or accessed by unauthorised persons, and as a result, the hacked information can be

disclosed or sold to others such as criminals. Therefore, it could be argued that peop

may believe that new technology such as the ECID card is not perfectly safe and it can
create new privacy concerns with the use of the ECID card.

People may also believe that personal privacy can be infringed by information
disclosure. With the increase in information crimes, concerns about information
privacy have also increased. Much personal information is disclosed without the
consent of information owners. This disclosed information sometimes directly or
indirectly infringes on a person's life. For example, people receive e-mails such as
advertisements for using the Internet, even though they have never given their
information to these mail senders. This means personal information is disclosed
somewhere without knowledge of information owners. Thus, even though, the ECID

card is safe, they may believe personal information can be disclosed without knowledge
and as a result, personal privacy can be infringed. Thus, it could be argued that
information privacy cannot be adequately protected by use of the ECID card, and
privacy concerns will increase. In other words, ECID card acceptance may be reduced
with increases in privacy concerns. People may also worry about greater privacy
infringements due to ECID card use, because they believe personal information is
disclosed and used for criminal activities, and personal lives may be in danger, when
ECID card is hacked by criminals.

In summary, Korea and other countries such as OECD nations have different
ideas about privacy concerns (e.g. information management and privacy infringement)
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regarding acceptance of the E C I D card. In Korean society, such privacy concerns can be
reduced with the use of the ECID card, because citizens believe that they can manage

and control their own information, and the privacy problems relating the to current ID
card can also be solved. Thus, analysis shows privacy concerns and acceptance of the
ECED card have positive relations as the influential model shows in the previous

chapter. However, citizens in other countries may believe the use of the ECID card wil

increase privacy concerns such as information disclosure or infringement. Thus, it cou
be argued that privacy concerns and acceptance of the ECID card may have negative

relations. This is a cause of ideological conflict regarding personal information pri
and ID cards in different societies.

8.2.2 Why are privacy concerns in Korea less than those in other countries?

As the current "Resident Registration Law" in Korea states, citizens over 17

years must be issued with and carry the ID card (Kim, 1979a). In social life in Korean

society, identification is one of most important social activities for all adult citiz

Without identification or a card (i.e. Resident Registration card), citizens cannot do

anything in society such as open a bank account or issue a credit card. This means the
ID card is a part of social life in Korea.

As analysis of the primary survey shows, citizens' privacy concerns regarding
personal information or the ID card are not very high. For this sort of reason Korean
citizens do not strongly oppose implementation of the ECID card. However, other

countries such as Australia or some European countries have failed to implement the ID
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card scheme because citizens in those countries strongly believe that the ID card can
infringe upon personal privacy in social life (Davies, 1996).

Why then are privacy concerns regarding personal information or the ID card
lower in Korea than in other countries? Two reasons may be suggested for this;
historical background of the ID card and strong belief in information technology.
Historically, the ID card scheme in Korea has been used for a long time. The first

identification system in Korea was introduced in the early Chosun Dynasty for taxatio
purposes (Park, 1996c). The modern type of ID card scheme was also introduced for

Japanese control in the early 20th century for taxation and for searching out resista
in Korea (Kim, 1979b). The final model of the ID card scheme was introduced by the
government in the early 1960s to search for spies from North Korea and to manage
citizens effectively (Chosun Daily Newspaper, 1968). At that time, the major role of
ID card was to protect national and public security (Kim, 1979b).

In using this identification scheme or ID card, governments or rulers have
collected and managed a great amount of citizens' personal information (Kim, 1979a;
Kim, 1979b). Thus, citizens believe that the collection and management of personal
information by government is natural. For this reason, privacy concerns regarding
personal information or the ID card may be lower in Korea than in other countries,
because the national security has been emphasised over other concerns in Korea.
Therefore, this could explain why Korean citizens have lower privacy concerns
regarding to personal privacy and information than others.
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Another reason m a y be that Korean citizens m a y strongly believe in the benefits

of information technology (e.g. the smart card and Internet) over privacy concerns of
the ECID card. Nowadays, a lot of new information technologies are used in modern

society because it can be convenient and beneficial to social life (Park, 1996a). The
technologies also use a great amount of information for providing benefits or
convenience to users. However, the source of information is its users. For example,

information or data is created by people, who use it via technology such as ATMs or t
Internet, and sometimes that information is personal. To use ATMs, users should open
bank account by providing personal information to banks, or they should also provide
information to an Internet Service Provider (ISP) in order to use the Internet. As
Chapter Three shows, pagers, mobile phones and the Internet in Korea have rapidly

become enormously widespread within a short time. This means that citizens are willin

to provide personal details in order to get benefits and better services from informa
technology.

Recent applications of the smart card in Korea have included such uses as
membership cards and banks cards (Korea Telecom co. & Communication support
group, 1994; Korea Telecom, 1994a). To receive the benefits of such smart cards,

citizens should provide their personal details to card issuers. It seems therefore th
benefits of information technology are greater than concerns over privacy to Korean

citizens. To access its benefits, they are also willing to provide personal details a

overlook uses of this information such as information sharing with other organisation
It seems that cultural differences compare with those of other countries.
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Even though, the E C I D card is a different case, citizens believe it will provide
much greater benefits and services compared with the current paper based ID card
(National Computerization Agency of Korea, 1996c). Currently, even though

consciousness of privacy is increasing with the development of information technolog

such as the Internet, citizens may believe that use of the ECID card is much safer a

faster than that of the current ID card. In other words, privacy concerns can be inc
with the use of new information technologies, and reduced with new technology. This

ideological inconsistency. However, as analysis shows Korean citizens believe the us

of the ECID card can reduce current privacy concerns regarding personal information,

and the card can provide many benefits to users willing to provide personal informat

Thus, it can be argued that the reasons for reduced privacy concerns in Korean

citizens, include historical background of the ID card and benefits from information

technology. This is because citizens have been unaware to the importance of personal
information and privacy with the use of the ID card for a long time, and their
consciousness of privacy has become lower than the benefits from information
technology. This is a social phenomenon in Korean society which is a new social
characteristic regarding personal information privacy and the ECID card.

However, other countries may have higher privacy concerns than Koreans have.
Some countries have never had an ID card system or they have had an ID card system

temporarily, or for limited periods. For example, Britain experienced the national I
card during WWII to manage citizens and for identification checks by police, but it
ceased in 1952 (Davies, 1996; Anton, 1996). Also, other countries such as Australia
the U.S. have never had an ID card system (Davies, 1996). Thus, people in these
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counties m a y have stronger opposition to the ID card system than Korean citizens,
because of a lack of experience.

Some European countries (i.e. OECD nations) such as Spain, France and
Germany, have a similar ID card to that of Korea (Kim, 1978a; Kim, 1978b; Park,

1996a). However, the purposes are quite different. Such ID cards are used for censu

purposes and it is optional for citizens (Clarke, 1994; Park, 1994). This is becaus

citizens in these countries have higher levels of privacy consciousness. The govern

in these countries also collects minimal personal information for administration (K

1996b). One example was the proposed Australian Card in 1985 in Australia. When the

first Australian Card project, was announced the support rate was over 80%», but it

became less than 10%, because it would increase privacy concerns and could not redu

current social problems such as tax evasion. The project was finally rejected becau
public opposition (Davies, 1996).

Why other countries have high privacy concerns regarding acceptance of the
ECID card than Korea, can be considered for two reasons. The first reason is that
citizens have a great concerns relating to privacy infringement with the ECID card

scheme (Clarke, 1997a). Most countries have never used an ID card or scheme, except
countries such as Germany or France (Kim, 1978a; Kim, 1978b). Thus, they may have
concerns about privacy infringement with the use of the ECID card. They may also
believe that a great amount of personal information is collected and managed by
government with the ID card, and personal information could also be used in crimes
disclosure. As Straub and Collins (1990) state, many people believe that misuse of

information technology leads to an increase in the invasion of personal information

294

privacy. M a n y information society theorists have also warned about the dangers of
information technology and privacy (Clarke, 1994). They may also have an "opposition
consciousness" about ECID card use and protection of privacy and information. As the
Australian card example shows, the major reason for rejection of the card plan was
privacy concerns (Davies, 1996; Kim, 1996b). In other words, citizens believe such a
card could infringe personal information privacy directly or indirectly. This is an
ideological conflict regarding the ID card due to cultural differences.

The other reason; it could also be argued is that other western countries have had
strong regulations or laws to protect personal privacy (Kim, 1996d). Even though the

specific regulations and/or laws for information privacy have been introduced recently
other governments have had privacy protection laws for a long time (Clarke, 1994;
Park, 1994; Kim, 1996b). Thus, citizens' in those countries may have stronger
consciousness of privacy than Korean society has.

In summary, as Davies (1996) states, the reason for rejection of an official ID

card is cultural and constitutional. Different societies may show quite different lev

information privacy concerns regarding the ECID card. This is caused by historical and
cultural differences to ID cards and privacy. With the long history of the ED card

scheme, Korean citizens have had a lack of personal privacy and increased insensibilit
to personal privacy. However, citizens in other western countries have had strong

consciousness of privacy based on existing regulations and laws. In addition, they may

have strong concerns about protection their privacy from the use of the ID card, becau
they have never experienced the ID card scheme. There are also ideological conflicts

arising from differences in cultural and historical backgrounds of social construction
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8.3

Ideological Conflicts and Electronic Surveillance Concerns for
the E C I D Card

8.3.1 Why does electronic surveillance have a positive relation with user
acceptance of the ID card?

Electronic surveillance is monitoring of a specific thing or human for specific

purposes by others (i.e. organisations or people) via electronic equipment (Gandy, 1
NSW Law Reform Commission, 1997). Clarke (1994) also defines "Dataveillance" as

the systematic use of personal data systems in the investigation or monitoring of the
actions or communications of one or more persons. Currently, with the use of the ID

card in Korea, a lot of personal resident registration information has been managed a
stored in government databases (Kim, 1996d). This information is sometimes used for
effective management of citizens and for government administration. However, this
information may often be used for other specific government purposes such as
searching for criminals or tax evasion (Kim, 1997b; Ha, 1996). These may occur
without any consent or notice to citizens, and the resident registration information
government databases may also be used to reproduce new information with datamatching techniques via computers (Shattuck, 1984; Kusserow, 1984).

Nowadays, a great deal of electronic surveillance occurs without knowledge of
citizens in Korea. For example, as Dong-a Daily Newspaper (E-mail Surveillance, Sep.

8, 1999) states, Korean Police use electronic surveillance to monitor personal e-mail
and PC communication. In addition, another article - Mobil Phone: Surveillance

Society - shows an example of increases in electronic surveillance (Mobile Phone, Sep

8, 1999). The article shows that electronic surveillance in 1998 via telephone by pol
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occurred 17,000 times, but it increased in 1999 to 98,000 times. It can be argued that the
government and their agencies have monitored not only personal resident registration

information via databases, but also personal e-mails via the Internet. It seems that t
Korean government is "Big Brother".

In this situation, why does citizens' ECEO card acceptance have a positive

relation with electronic surveillance? There are two main reasons. The first reason is
that citizens believe that perceived electronic surveillance can be reduced by
management and control of personal information in the ECID card by themselves (Kim,
1996d). The second reason is that citizens believe the ECID card will be used in the
same way as the current ID card and they have a lack of understanding of its other
usages by government such as for surveillance purposes (Kim, 1996d).

As analysis of the primary survey shows, increases in perceived electronic
surveillance and acceptance of the ECID card have a positive relationship. This means
that most citizens may want to use the ECID card because they feel electronic
surveillance has become more severe and has increased. In other words, governments
want more personal information in order to manage citizens and to reduce social
problems such as crime with the use of the ECID card. Thus, citizens believe that
government may monitor their citizenship status and details.

However, in spite of the fact that citizens know that surveillance activities by
government have increased, they may also believe that government will minimise
personal resident registration information with the use of the ECID card and other

personal details including occupation, salary and educational details will be securely
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stored in the E C I D card. They m a y also believe that such stored information in the card
can be managed by the cardholder, and that government will not manage this personal
information. This means that government will only access information for public
services when the cardholder provides their card or permits access to it.

For this reason, to reduce electronic surveillance, citizens may expect to
implement the ECID card in current society, because the government will have smaller
amounts of personal information than they currently have. Citizens may also expect to
manage and control their own personal information by themselves with the use of the
ECID card.

The other reasons is that citizens believe such an ECID card is the same as the

current ED card, which they do not realise is used by the government for other purpose
(Kim, 1996d). Most citizens may know that the ECEO card is the same as the current

resident registration card, and they may believe that only changes to material and typ
such as the IC chip in the card have occurred. They also believe the ECID card will

provide better and faster public services, and that it can be used more conveniently t

the current ID card, because the ECID card can be used as all other identification and
certificates for social life (Kim, 1996b; Ha, 1996).

As analysis in the primary survey shows, most respondents may know that the
government uses personal resident registration information for surveillance purposes
such as public security. They also have insensibility to surveillance through the use
such information because the government has managed personal resident registration

information for a long time (Kim, 1997b). This is also why privacy concerns have lower
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impact on acceptance of the E C E O card than other factors. Thus, as the influential model
in Chapter Seven shows, the impact of perceived electronic surveillance is quite low
acceptance of the ECEO card.

As mentioned previously, privacy concerns and the belief in new technology are
reasons for positive impact on ECEO card acceptance. Citizens prefer to use new
technology for convenience and better services instead of having privacy concerns
about electronic surveillance. As analysis shows, most citizens know that electronic

surveillance is severe, but their acceptance level is also quite high. This is becau
know what electronic surveillance is, but they do not fully know how much the
government monitors individuals and how personal information is used (Kim, 1996d;

Ha, 1996). It can be argued that most citizens believe the government monitors societ

and the individual for personal information, but they do not understand how much more

it will occur with the use of the ECEO card because they only believe the ECID card w

be the same as the current ED card with an IC chip. For this reason, it often seems t
there is no relationship between electronic surveillance and acceptance of the ECEO
card.

Therefore, the reasons for the positive relationship between perceived electronic
surveillance and acceptance of the ECEO card are the managing and controlling of
information by citizens and a lack of understanding of the ECEO card. Thus, citizens
may believe that the increase in perceived level of electronic surveillance by
government or agencies via the ED card will lead to increased levels of ECED card
acceptance to prevent electronic surveillance by self-information management.
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However, citizens in other countries m a y

believe perceived electronic

surveillance will have a negative relation to acceptance of the ECID card. It can be

argued that increases in perceived electronic surveillance can lead to reduction of l
of ECED card acceptance. For two main reasons: the ECID card can be used as a

surveillance tool and increases in electronic surveillance can occur through the use o
the ECEO card.

Citizens are concerned that the ECEO card can be used as a tool for electronic

surveillance by government and their agencies (Lyon, 1994). Recently, with the popular

use of computer and network technologies, data collection and monitoring via these new
technologies has become easier and faster than ever before. Many work organisations
are also using electronic surveillance for workers management and increased work
efficiency (Baase, 1997; Marx, 1985; George, 1996). For example, video cameras are

used in factories or shops for safety and security purposes. Although the video camera
was developed and manufactured for reasons other than surveillance, it has become a

surveillance tool in workplaces or in shops (Lyon, 1994). In other words, its users ha

changed the original purpose of the video camera to that of a surveillance tool. It do

not have any personal information, but it does monitor people's activities in factori
shops.

However, electronic surveillance through the use of the ECEO card is quite
different. Such ECID cards can contain a great amount of personal information, and be
issued by government. Citizens thus may have deep concerns that such ECEO cards can
be used as tools for surveillance of personal life. For example, in Britain, they
experienced the national ID card in WWII for police ID checks (Anton, 1996). Any

300

electronic equipment can become a surveillance tool. M a n y kinds of surveillance
methods such as wire-tapping exist. All electronic and computer equipment can be used

as surveillance tools due to the purpose of the equipment or the intentions of the users

The ECEO card can be used as an electronic surveillance tool, because it can

contain a variety of personal information, as its issuer intended. If government has the

intent to use the ECEO card for electronic surveillance, it can use it without consent o
their citizens. Most governments have such possibilities, because they need a lot of

information to manage their citizens effectively and to protect their nation from others
(Lyon, 1994). As a result, the ECEO card can be a tool for electronic surveillance as
invisible eyes. For this reason, citizens can have deep concerns about electronic
surveillance and the use of the ECEO card. Indeed, citizens may believe government can
watch their social activities and have invisible powers with the use of the ECID card.
Citizens may also believe that their personal privacy may potentially be infringed by
government directly and indirectly with the invisible electronic surveillance of the
ECED card. Thus, it may be argued that citizens may believe personal privacy can be
infringed and invisible surveillance may also occur by government and their agencies,
when ECID cards are used as an electronic surveillance tool.

Both Korean and other societies have different ideas regarding perceived
electronic surveillance and acceptance of the ECED card. These ideological differences

occur because of different points of view and different consciousness regarding personal
privacy. In terms of Korea, citizens believe acceptance of the ECEO card is a sort of

opposite action to prevent increases in electronic surveillance by government. They also
believe that they can control and manage their own information by themselves with the
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use of the E C I D card, and they m a y expect to minimise control from government. For

these reasons, citizens expect electronic surveillance to be reduced through use of the
ECED card, and they also believe surveillance will not be reduced by the current ED
card.

However, citizens in other countries may have different ideas about electronic
surveillance and acceptance of the ECED card. They can have deep concerns that the
ECED card will be used as an electronic surveillance tool, and that it may infringe
personal privacy. They can also have strong opposition to implementation of the ECED
card in their country. Therefore, perceived electronic surveillance and acceptance of
ECED card can be indicated as a positive or negative relation according to ideological
conflicts of information privacy and the ECID card in different societies.

8.3.2 Why does electronic surveillance in Korea have a lower impact on
determining the level of E C I D card acceptance than for other countries?

To Korean citizens, 'surveillance' may have quite a strong meaning and be a
dangerous kind of word in social life. This is because the government has emphasised
the protection of liberalism against communism in North Korea since the 'Korean War'
(Kim, 1979a). In addition, the Korean government has had to watch their citizens to
identify spies from North Korea and criminals through the strong management of their

citizens by the resident registration system (Kim, 1996b). Thus, electronic surveillanc

of Korean citizens is an invisible action to identify potential spies or criminals. Th
actions have operated directly or indirectly through government agencies such as the
military or police, since the 'Korean War' in 1950 (Chosun Daily Newspaper, 1968).
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With the development of computers and information technology, methods of
surveillance have also developed rapidly and become advanced. Since computerisation

of resident registration information in the 1980s (Back, 1997), electronic surveillance

has become easier because most personal resident registration information is stored and
managed by government offices via their databases. For example, using personal
resident registration numbers by computers in government offices, bureaucracies can

get a greater amount of personal information such as taxation details, fines or oversea
travel records of any individual (Kim, 1997a; Ha, 1996). For this reason, even though
the ED card has been changed to the ECID card, citizens may believe government can
monitor personal information continuously via the ECID card because government has
done this for a long time with current ED card. It could be why perceived electronic

surveillance and acceptance of the ECID card are not strongly related in Korean society

Another reason for lower impact on acceptance of the ECED card could be that

citizens have a lack of consciousness about electronic surveillance. Many citizens have
believed that electronic surveillance is a sort of right of government to control and
protect Korean society (Kim, 1997b; Park, 1996b). Thus, if the government does not
directly or indirectly infringe on citizens' privacy through the use of electronic
surveillance, they may not complain, with the exception of certain social groups. This
also a reason for lack of privacy consciousness. Thus, the reasons for lower impact on
acceptance of the ECEO card could be insensibility and lack of concern for electronic
surveillance and a lack of consciousness about electronic surveillance due to the
historical and cultural background of the ID card in Korea.
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However,

perceived

electronic

surveillance

may

strongly

impact

on

determination of the level of ECED card acceptance in other countries. This is due to

two reasons. The first reason is that electronic surveillance can be increased with th
of the ECEO card, and personal privacy can also be infringed. The other reason is that
government can obtain a greater power with electronic surveillance via the use of the
ECEO card. Citizens may believe government can easily watch their personal lives as in
'Big Brother", and they may lose their privacy.

As Marx and Scherzen (1989) states, people may feel powerless in the face of
new surveillance technologies. Another study by Walton and Vittori (1983) shows that
people dislike monitoring and feel afraid of the surveillance systems. Both of these
studies show that people have deep concerns regarding to electronic surveillance. They

may feel the watcher(s) has a greater power than themselves. Thus, they can feel afraid
or powerless.

Most people in other countries thus may have concerns about the use of the
ECEO card. Indeed, they may believe their government could change to 'Big Brother'
with the use of the ECID card. This is because government can access personal
information more easily and monitor it anytime and anywhere via ECED card use. As a

result, people may feel they are losing their privacy in the face of the ECED card. Peo
may also have strong concerns about the implementation of the ECID card and possible
use of the card as a surveillance tool.

The use of surveillance tools or systems can increase peoples' privacy concerns
in modern social life. Citizens in other countries may believe the ECEO card could be
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used as a surveillance tool, which has the potential to infringe personal privacy (Gandy,
1984; Park, 1996b). Thus, because privacy concerns strongly impact on perceived
electronic surveillance, the level of electronic surveillance can impact on determining
the level of ECED card acceptance.

In summary, different societies have different ideas about the ECED card itself
and its implementation. Korean citizens believe the ECED card is similar to the current
ID card, and interest is lower because they currently use an ID card. However, other
societies may have deep concerns about the ECID card because it can infringe personal
privacy and be used as a surveillance tool. This difference of idea comes from the
different cultural backgrounds and awareness of the ECEO card. Also, ideological
conflict cannot be reduced without change to consciousness regarding electronic
surveillance and the ED card.

8.4 Relational Model for Implementation of the ECID Card in
Korea

To implement the ECID card in Korea, five sociotechnical factors and the user
acceptance of the ECED card were analysed. As analysis shows, the level of the user
acceptance is determined by four sociotechnical factors, and such factors also have

influential relationships between them. In order to represent and summarise the finding
the relational model was developed with the consideration of analysis of each factor.
This relational model will also help to understand the main objectives of this study.

As the influential model in Chapter Seven shows, it was discussed that a

sociotechnical factor; information crimes, does not impact on determination of the level

305

of user acceptance, while other sociotechnical factors impact significantly on

determination of the level of user acceptance. As analysis of the level of sociotechni

factors in section 7.3 shows, levels of ECID card acceptance are determined differentl

by citizens' attitudes toward each sociotechnical factor and characteristics of factor

such as how the factor may influence citizens' social life. For example, some citizens
may have high levels of attitudes toward ECEO card implementation but some may not.
Also, in the implementation of the ECEO card in Korea, some citizens focus on privacy
concerns because they believe the ECEO card may be used as a surveillance tool, but
others focus on other aspects such as convenience of use. Thus, each factor may have

different levels according to citizens' attitudes and determination of the level of us
acceptance.

Figure 8.1 shows the relational model for user acceptance of the ECED card in
Korea with the level of sociotechnical factors of citizens' attitudes. Above all, the

acceptance levels of the ECID card in Korea via the level of four sociotechnical facto
is indicated of over 50%>. This means that most Korean citizens agree to accept the

ECED card use in their social life. However, increased rates of acceptance levels of t
ECED card have some differences according to attitudes to the sociotechnical factors.

In terms of the lowest sociotechnical level, electronic surveillance and
confidence in government impact greatly on determination of the level of user
acceptance of the ECID card. In other words, this group mainly focuses on how much
citizens trust government and whether the ECID card has the potential to be used as a

surveillance tool. Also, awareness and privacy concerns have less impact in determinin

the level of user acceptance. For this reason, it could be argued that the users at th
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level believe that use of the E C E O card m a y increase electronic surveillance, and they
want to use the ECEO card to prevent surveillance because they believe they can
manage their own information in the ECEO card. The level of user acceptance of the
ECEO card can also be determined by citizens' confidence in government.

However, in terms of lower sociotechnical levels, the levels of user acceptance
are similar to previous levels shown. Confidence in government was identified as the

most significant factor in determining user acceptance, but the next factor was changed

to privacy concerns. This implies that citizens at this level have deeper concerns abou
privacy than about electronic surveillance. Awareness at this level also has a reduced
impact on determination of the level of user acceptance of the ECEO card.

In terms of the middle level, this level has similar characteristics to the previous

level (i.e. lower level). The gap of the acceptance level of each factor is also indica
as quite low (less than 3%). Regarding the higher sociotechnical level, similar
influential relationships as the previous level appear to determine the level of user

acceptance, but electronic surveillance and privacy concerns do not have differences in
determination of acceptance levels. Also, the levels of user acceptance and awareness

do not have large differences to the levels of user acceptance, electronic surveillance
and privacy concerns (less than 1%>).

Regarding the highest level, differences to the previous four levels in the
determination of user acceptance levels are shown. The level of user acceptance by the

level of awareness is higher than the level of confidence in government (less than 1%»)

while user acceptance levels of electronic surveillance is higher than the level of pr
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Awareness
80

Electronic surveillance •*-

7* Confidence in government

Privacy concerns
•Lowest — • — L o w e r — A — M i d d l e — • — H i g h e r

)K Highest

Figure 8.1 Relational Model showing user acceptance of the E C I D card in Korea
by each sociotechnical factor with the changes of users' sociotechnical level
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concerns. This means that the level of awareness and confidence in government strongly
determines the level of user acceptance of the ECID card. Also, user acceptance levels
of the electronic surveillance and privacy concerns is determined as lower than
awareness and confidence in government.

With the increase in each sociotechnical level, the user acceptance level of
confidence in government shows the lowest rate increase, and user acceptance level of
awareness shows the highest rate increase. In the other words, in spite of increases in

levels of confidence in government, the level of user acceptance is not greatly increas

However, with increased levels of awareness, the level of user acceptance also increases
rapidly. Additionally, in terms of privacy concerns, the level of user acceptance is

reduced in the highest level, and in terms of electronic surveillance, the user accepta
level is temporally reduced in the lower level.

In summary, all sociotechnical factor levels have great potential in determination
of user acceptance levels for the ECED card in Korea. Increases in the level of
awareness, especially, contributes to rapid increases in the level of user acceptance,

the level of confidence in government leads to slower increases in the acceptance levels
Electronic surveillance and privacy concerns have both positive and negative

relationships with user acceptance. Thus, it shows that both factors have co-operationa
relationships. Finally, the level of confidence in government greatly influences

determination of user acceptance levels in the lower levels, and in the higher levels, t
level of awareness of the ECID card greatly influences acceptance. However, through
all levels of the sociotechnical factors, the level of confidence in government
contributes highly to determination of the level of user acceptance.
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8.4

Conclusion

This chapter discussed ideological conflicts with privacy concerns and electronic
surveillance regarding ECEO card acceptance between Korean society and other
countries. Through this discussion, this study discovered the main reasons for
differences in ECID card acceptance between Korean society and other countries. The
reasons for positive relationships and lower impact from privacy concerns and

electronic surveillance in determining the acceptance levels of the ECED card were als
discovered.

To implement the ECID card, Korean society and other countries (i.e. OECD
nations) have several ideological conflicts or differences, which were discussed in

section 8.2 and 8.3. Both Korean society and other countries also have different point
of view on acceptance of the ECEO card. This is because Korean society and other
countries have had different cultural, historical and political backgrounds of the ED
These differences in background were also discussed in Chapter Three. As this chapter
shows, both Korean society and other countries have had different ideas and roles in
implementation of the ID card.

In terms of Korean society, the ECID card is a replacement for the current ED

card with smart card technology, and cultural, historical and political backgrounds ha
already prepared for acceptance of the ECID card. Although some countries (i.e. OECD
nations) have experienced ID cards or some form of ED papers for quite a long time,
they have not tried to implement the ECED card in public because of privacy concerns.
However, as Chapter Three discusses, the notion of the ED card in Korea is quite
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different compared with other countries, and the ED card is essential for social life in

Korean society. Thus, the concept of the ECED card is friendly to Korean citizens than

citizens in other countries. It is also expected that the acceptance levels of the ECE
card in Korea will be higher than that of other countries.

As the relational model for the acceptance of the ECED card shows in section 8.5,
the impacts from privacy concerns and electronic surveillance were lower than the
impacts from other sociotechnical factors such as awareness of the ECID card and
confidence in government. This is because Korean citizens have used the ED card for a

long time. Under the role of the ID card as national security, and privacy concerns ha

been ignored and surveillance has been conducted without consent of citizens. Citizens

have also believed that the ID card is essential to life in Korean society. This is be

most citizens know that people can be treated as illegal immigrants and that nothing c
be done in Korea without the use of the ID card, especially Resident Registration
Numbers. Thus, this can be a reason why acceptance of the ECED card is higher than in
other countries.

The reason why electronic surveillance and privacy concerns have positive

relationships can be justified by consciousness of privacy protection. Indeed, with th
use of the ECID card, the citizens believe that their information can be managed by

themselves. The reason for occurrence of privacy concerns and electronic surveillance
that the security level of the current ID card is lower and government has too much
personal information. Thus, to reduce privacy concerns and electronic surveillance,
citizens also expect to use highly secure ID cards and to manage their information by
themselves.
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The reason w h y the acceptance levels for the E C E D card by electronic
surveillance and privacy concerns are lower in Korea than other countries, can be

defined as differences of ideas about electronic surveillance and personal privacy. Ot

countries have had a strong consciousness of privacy and surveillance historically than
Korean society has. This is because government has respect for personal privacy and

citizens have trusted their government. However, in terms of Korea, with the changes of
political power, confidence in government by citizens became lower, and the ID card

was needed as a tool to protect this power. As a result, their confidential and horizon

relationships were changed to vertical. Citizens have also believed that personal priv
was ignored and surveillance was conducted by government via the use of the ED card.

For this reason, acceptance levels of the ECED card for privacy concerns and electronic

surveillance can be expressed as lower than that of other countries. As discussed above
Korean society and other countries have cultural and historical differences such as
degrees of consciousness of privacy. Thus, this can be explained as the reason why the
acceptance level for the ECED card by electronic surveillance and privacy concerns are
lower in Korea than in other countries.

Additionally, as the relational model shows, acceptance of the ECED card

depends on the attitudes of citizens. Indeed, the level of user acceptance is determine
by citizens, who have higher or lower attitudes to sociotechnical factors. As Fishbein
Ajzen (1975) and Ajzen (1993) state, attitudes lead to reactions, and acceptance is a
psychological and physical attitude. This implies that attitudes can impact on

determining acceptance. In this study, these definitions imply that higher levels of us
acceptance are determined by citizens who have higher attitudes towards the ECID card

or vice versa. However, both citizens' groups (i.e. higher or lower attitudes) have low
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acceptance levels to electronic surveillance and privacy concerns than awareness of the
ECEO card and confidence in government. This is because the ECID card has a great
amount of personal information and is managed by government.

Finally, this chapter has discussed many reasons for the implementation of the
ECED card in public. The reasons for positive relations and lower impact on
determination of user acceptance of the ECEO card by privacy concerns and electronic

surveillance are derived from differences of ideas due to culture, history and policy fo

issuing of the card. In this study, differences in ideas are differences of consciousnes
between persons, citizens or nations regarding the ID cards and its implementation. The
reasons are also derived from differences of consciousness about privacy concerns and
electronic surveillance regarding ECID card acceptance. Therefore, in order to
effectively implement the ECID card in Korea, government should consider getting
confidence from citizens and increasing awareness of the ECID card. With these efforts,
government should also attempt to increase acceptance of the ECEO card by reducing
citizens' concerns about surveillance and privacy with the use of the ECEO card.

Chapter Nine
Conclusions and Recommendations

F r o m Chapter O n e to Chapter Eight, this thesis has explained issues and
backgrounds of the ED and ECED card in Korea, discussed the sociotechnical theory to
identify relationships and factors with several studies, and conducted surveys to
discover the relationship between sociotechnical factors and user acceptance of the
ECED card. As a result, this thesis has discovered the emphasis of influential
relationships between the sociotechnical factors and user acceptance of the ECED card
in the public domain. Also, with the comparison between Korean and other countries,

the ideological conflicts of user acceptance of the ECED card have also been discussed,

and the relational model has been developed to identify the level of user acceptance in
Korea by users' attitudes regarding sociotechnical factors.

To conclude this thesis, this final chapter will summarise the identified and
analysed research outcomes from Chapter Two to Chapter Eight. The contribution of
this research to the field of information technology will be discussed, and
recommendations and suggestions for the implementation of the ECED card in the
public domain will also be discussed. Finally, direction for further research in this
will be suggested.
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9.1

Summary of Key Findings

This study was conducted providing six research objectives as shown in Chapter
One. The first objective was to review literature in the fields of sociotechnical
relationships and new technological innovations, in order to identify the key factors
which could influence user acceptance of the ECID card in Korea. Through the

literature review, it was identified that a variety of variables exist and these may ha
great potential in influencing acceptance of the ECED card in Korea. To discover the
variables, this study discussed the general registration scheme and historical
backgrounds of the current ED card and the ECID card in Korea with consideration of
other nations' ED schemes. These factors were limited and selected with analysis of the
sociotechnical theory and its relationship in the public domain to discover the key
factors for this study. In order to determine the key factors, this study analysed
sociotechnical theory and changes in its relationship with changes over time and
implementation domains because such factors are deeply related in social,

organisational and technical aspects and in the public domain. Thus, it is emphasised in
order to understand the sociotechnical theory and its relations, because this
sociotechnical theory is used as the theoretical framework in this study. Through
analysis of developments and changes in sociotechnical theory, the key factors and the
inter-relationships between them were discovered. These findings were used for
demonstration of the newly developed relationships caused by the implementation of
new technology.

The second research objective was to design a survey instrument with the use of

the factors identified in objective one, in order to discover Korean citizen's awarenes
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as well as to identify a range of social and governmental influences on E C E D card
acceptance. The third objective was to identify and define the main variables and
associated elements for measurement, which are likely to influence the level of user

acceptance of the ECED card. Through both objectives, this research tried to identify th
key factors, which may impact on determination of user acceptance of the ECID card.
This has been done to identify and confirm discovered sociotechnical factors via
literature reviews by analysis and discussion of the preliminary survey. The main
contribution of this preliminary survey is that citizens have demonstrated how they
think and understand the operation of the current ED card and the implementation of the
ECED card scheme. With this analysis of the survey, the key factors were determined,
and sociotechnical factors which influence of the ECED card were also discovered.
Additionally, new expected problems caused by the implementation of the ECED card,
were also identified.

The fourth and fifth objectives were to design the primary survey instrument and
to analyse the data from outcomes of objective 4. The main survey and analysis were
conducted to discover Korean citizen's attitudes towards the key factors and user
acceptance and to discover the relationship between the factors and acceptance of the
ECID card. Through analysis of the survey, it was discovered that the sociotechnical
factors and user acceptance have positive influential relationships, and impacts from

privacy concerns and electronic surveillance are lower than other sociotechnical factor
In Chapter Eight, the reasons for the lower impact from privacy concerns and electronic

surveillance were discussed with the in-depth consideration of the ideological conflict
between Korean society and other countries.
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The final objective w a s to develop a relational model between the level of the
key factors and the level of user acceptance of the ECED card used by policy makers.
With consideration of the influential relationships in Chapter Seven, the relational
model for acceptance of the ECID card in Korea was developed. The relational model
showed the relationship between the sociotechnical factors and user acceptance levels

for the ECID card with the increased attitudes of the sociotechnical factors. Thus, this
relational model can contribute to and help with consideration of implementation of the
ECED card in public domains by policy makers.

9.2 Theoretical and Practical Contributions of This Study

Through an in-depth literature review and two survey experiments, this thesis
has analysed the influences and relationship between sociotechnical factors and user
acceptance of the ECID card in Korea. This thesis has also tried to contribute
theoretically and practically to the field of information technology for increased
understanding. This may become a milestone for further related studies and a resource
for deeper understanding of the factors related to implementation of the ECED card.

This study is the first comprehensive attempt to discover sociotechnical factors
regarding implementation of the ECID card in Korea and regulations/laws governing its
implementation in the IT field. With the implementation of new technologies in society,
a great number of new social, organisational and technical factors, must be considered

in order to minimise the side effects from its use. In particular, the implementation o
can greatly influence to society more than other technologies because a variety of
personal information is regarded when these technologies are used. These factors often
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impact on the implementation of n e w information technology with the co-influences

between factors. It is essentially required to discover the key factors by simplificat

the various sociotechnical factors. Since the 1980s, with the wide use of IT, most OECD
nations such as France and Australia have prepared and revised related laws or
regulations to protect personal privacy and human rights and to prevent illegal use of
personal information. However, in spite of increased numbers of social problems with
the use of IT, non-OECD nations do not have adequate laws for protection of their

citizens. Thus, this study tried to discover the sociotechnical factors, which signific

impact on implementation of the ECID card positively or negatively, and this study also
provided information to help the most effective implementation of the ECID card in

nations by the discovery of social problems between the smart card (i.e. ECED card) and

its users (i.e. citizens). These identified sociotechnical factors can contribute to th

extension of theories in other relative studies in this field. This study can also con
to the promotion of a constitutional approach to help rectify loopholes in legislation
to promote the establishment of new legislation related to information management use.

This study tried to implement sociotechnical theory in the public domain with
the implementation of the ECED card in Korea, as a theoretical framework. Since the

first development of sociotechnical theory by Trist, it has been extended by other soci
researchers and developed with changes in technologies and circumstances. Recently,
with the development of computers and information technologies, it has been used as a
methodology to implement new technologies. Also, its implementation domains have
been moved from the industrial to the public with the introduction of information
technologies. This study thus tried to use this theory as a theoretical framework for
implementation of the ECID card in modern society and to discover key factors. To
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implement this theory in this study, n e w appropriate factors were discovered with
consideration of existing factors in the industrial domain. With the key factors, this
study has tried to discover the relationships and influences between the factors for

determining the level of user acceptance of the ECID card in Korea. Thus this study can
be used to extend and implement sociotechnical theory in the public domain, and to
discover new sociotechnical factors for more advanced information technologies in this
society.

This study tried to extend the Technical Acceptance Model (TAM) for

discovering relationships between the sociotechnical factors and user acceptance of th
ECEO card. Most studies have focused on the development of new technology such as
increased efficiency of machinery. However, the reaction and/or social influences by
users has not been adequately studied. Several studies have been achieved via
psychology and sociology. However, the users in these studies have been recognised
people who are familiar with these technologies. Public attitudes, behaviour and
personal characteristics have also been ignored in implementation of new technologies

or systems. As a result, many projects or systems have failed, even though organisation
invest huge amounts in implementation of new technology. User acceptance cannot be
measured directly (Meyer, 1997). For this reason, measurement of attitudes is an
indirect way of measuring of user acceptance. Citizen's attitudes towards user

acceptance of the ECEO card are the first study in this area. In this study, the TAM wa
used to determine the level of user acceptance of the ECEO card in Korea, and to
identify other factors and their relationship as a methodology. Thus, the TAM can

contribute to the prediction of acceptance and rejection of the information technologi

such as the implementation of the ECEO card, with the use of sociotechnical theory. For
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this reason, this study shows that the T A M can be extended and used as a methodology
for implementation of new information technologies with sociotechnical factors for
prediction of users' acceptance. This extension of the TAM can be used to implement
new information technologies effectively by the prediction of user acceptance in the IT
area.

This study attempted to develop an influential model and a relational model, in
order to identify the influences between sociotechnical factors and user acceptance of
the ECED card, and the relationship to the changes in users' attitudes with the

sociotechnical factors. Through the literature review, this study discussed and identif
key sociotechnical factors which significantly impact on determination of user
acceptance of the ECED card. To discover and confirm the facts, this study conducted

surveys and analysed the data. With this analysis, the influences and relationships have
been discovered, and its models have also been developed. As the influential model
shows, a factor, information crimes, was identified as having no direct impact on

determination of user acceptance, while other factors had a significant impact on it. T
model has been developed based on TAM and clearly shows factor influence on user
acceptance of the ECID card in Korea. This model thus can be used to discover other
factors of influence in further studies regarding the information technology area. The

relational model was also developed to identify the relationship of the changes of users

attitudes with the sociotechnical factors. This model shows the levels of user acceptanc
of the ECID card in Korea with the users sociotechnical level. In this study, the
relational model highlights the characteristics of citizens in Korea, which can be
decided by the historical, cultural and political background. This model can be simply
used to identify the levels of user acceptance of the ECEO card by policy makers for
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decision making policies or projects, and can also be used as a resource for comparison
with other nations who wish, to implement the ECEO card effectively. Thus this
influential model and relational model can contribute to understanding of the
relationships between the characteristics of citizens and user acceptance of the ECED
card in Korea with the sociotechnical factors.

This study tried to increase knowledge for implementation of IT and technical

acceptance in the field with the consideration of the sociotechnical theory for ECID car
implementation in Korea. The ECED card is an application of the smart card, but there
exist many different variables and methods for the implementation of these
technologies. In order to implement the ECED card in the public domain, the use of the
TAM and the sociotechnical theory are difficult to understand without knowledge in

this field. Thus, this study tried to increase understanding of the sociotechnical theo
and the user acceptance of information technology with the development of the
influential model and the relational model. As a result, this study shows the essential
factors to consider with new information technologies and implementation of the ECID

card in the public domain, the sociotechnical theory to use effectively as a theoretical
framework, and user acceptance of the information technology to predict the degree of
acceptance. Also, with the discussion on ideological conflicts in Chapter Eight, the
differences in user acceptance of the ECID card were discussed according to differences

in cultural, historical and political backgrounds. This study is an exploratory study a
the first attempt to understand ECED card acceptance with theoretical model(s). This
study thus can contribute to increased knowledge of ECED card implementation, and to
the effective implementation of such technologies in the field of information
technology.
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9.3

Limitations of the Research

To do exploratory findings, this study was limited by many theoretical and
practical problems. One of the main limitations of this study was that there is no

appropriate theory or set of theories to implement information technologies in the pu

domain that can be used as a basis for study undertaken. To implement new information
technologies in the public domain, a variety of dimensions of theories and
methodologies are required. However, each theory and method was asserted within a

specific area. They mainly focused on technological or social aspects, and contributed
to identification of solutions. To implement the ECEO card in the public domain, a

specific theory or set of theories for multi-dimensional approaches are required. Thus
this study has tried to improve sociotechnical theory from organisational domains to
public domains and used a part of the TAM for measuring and understanding citizens'
attitudes when identifying the level of sociotechnical factors and the level of user
acceptance of the ECEO card.

This study was also limited by survey methodologies and progress. The main

focus of this study was to predict the level of user acceptance of the ECED card in S

Korea with the use of sociotechnical factors. This study has also tried to focus on t

whole nation. However, the scope of this research was limited to a study of citizens i
Seoul and Kyoung-gi province (especially Suwon). Additionally, "North Korea" is
excluded from this study because the South Korean government planned the ECED card

project. This is because time was limited and funds were provided by this researcher.
Also, in the sampling process, the metropolises and major local cities only were

considered. For this reason, this study has not covered all of Korea, but the findings
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m a y be transferable to other countries and/or contexts, given the characteristics of the
sample population.

Finally, the analysis and focus of this study are limited to citizens' attitudes and
user acceptance and social dimensions of the sociotechnical theory. The acceptance of
information technologies may be differently indicated with the changes of circumstance
and historical changes. However, this study did not extend the implementation domains
to other nations such as OECD nations and non-OECD nations, because of limited time
and funds. It is possible that the results are transferable to other nations or domains,
this study had limitation in its focus and analysis of citizens' attitudes and social
dimensions when trying to discover the influential relationships between sociotechnical
factors in Korea.

9.4 Conclusions and Recommendations for Further Research

Since the 1980s, the introduction of information technology in organisations and
society has required changes and innovations of organisational structures. With these
changes, however, many new problems have occurred with an increase in the value of
its information and importance. These problems could be solved with the
implementation of improved and modified theory. Since the first paper on
sociotechnical theory by Trist (1951), it was used as a tool and methodology for restructuring and re-organising industrial and work organisations through its
development. The introduction of new technologies has also required theoretical
development for suitable implementation in industrial and/or public domains.
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In Korea, the implementation of the E C E O card is quite similar to the general
situation outlined above. The problems relating to implementation of the ECEO cards
can be solved via changes in the inter-relationships between citizens and government.

For changes in this inter-relationship to occur, citizens should increase their knowled
of what will be required to negotiate change. The government should also prepare an
understandable implementation plan for citizens' requirements. These prepared plans
should be tried and modified for successful implementation of new technology and to
solve problems that occur, through 'Negotiation' and 'Agreement' between citizens and
government. This process is not only necessary for successful implementation of the
ECEO card in Korea, but also for building new relationships between society and
organisations with the implementation of new technology (i.e. Information
Technology). For the successful implementation of IT (i.e. ECED card in Korea) and
minimum infringement, via collection and use of personal information by the use of the
ECED card, 'Negotiation' and 'Agreement' between citizens and government are
required with the establishment of associated constitutional regulations.

Therefore, to implement the ECED card, the government should identify social
requirements, and citizens should prepare appropriate reasons for dealing with
government rhetoric regarding the project. In addition, through negotiation and

agreement, they should have effective and confidential relationships to re-design the E
card plan.

With an analysis of sociotechnical factors, this study is the next step in 'new'
discovered problems related to the ECID card scheme. Deeper understanding is needed
and analysis must be done as a key to identifying new and real problems, and as a
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background for problem solving. Currently the main problems discovered are electronic
surveillance and privacy infringements. These are not, (and will not be), the only
problems. This will also be discussed with discoveries in their relationships and
solutions offered, through more study in this area.

As the influential model and the relational model show, it was discovered that
the most important factors are citizen awareness, and privacy concerns and that
electronic surveillance does not impact greatly on determination of the levels of ECED
card acceptance in Korea. However, privacy concerns and electronic surveillance should
not be overlooked when considering implementation of the ECED card because they
have the potential to determine acceptance or rejection of the ECED card. Both models
have only been developed for implementation of the ECID card with consideration of
the Korean experiment. The models can also be differently indicated in other countries.
This is because other countries have different ideas about the public good and ED cards
due to historical, cultural and political backgrounds. Thus, to clearer identify the
differences in ideas of implementation of the ECED card between Korea and other
countries, further research should be conducted and developed regarding the influential
and relational models for other countries with the consideration of sociotechnical
factors.

Therefore, newer and deeper understanding and development of sociotechnical
theory is required. Also, through the identification and analysis of relationship
characteristics, it is necessary to analyse how relationships are made up and what
influences are indicated following problems occurring between society and
organisations with the new technologies. In addition, through the re-analysis of these
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problems and the increased importance of such information, the most effective solutions
will be discovered. It is also necessary to observe new directions for development, and
to predict new problems which may occur.

Finally, a 'stand-alone' technology does not exist in this world. To develop and
implement new technologies in modern society, all disciplines should be linked
together. To develop new technology, various disciplines regarding engineering should
be linked with physics and chemistry, and other disciplines regarding human relations
such as psychology and sociology should also be linked. Without help from these
various disciplines, technologies cannot be effectively developed and implemented in
modern society, and will disappear from our memories. Even though this study has used
approaches from several disciplines, its depth is not adequate. Thus this study
recommends that further development and implementation of information technology
such as the ECED card, is required and researchers in various disciplines should
contribute different points of view in collaboration.
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Appendix A. Public Attitudes towards N e w Information
Technologies

(a) Educational status of Pager, Mobile telephones and P C communication service
Users
Students

Pagers*
Mobile telephones**
PC communication
services

22.4%
0.3%
48%

Noneducated

3.3%
3.3%
N/A

High
school

Middle
school
graduates
& under

graduates

13%

28.9%
3.8%

1.3%

14%

University
graduates
& over

Total

34.3%
9.3%
86%

25.3%
3.4%

* This survey study was conducted in six major cities and five local areas in late 1995. 5,000 respondents
took part. This survey used the face-to-face survey method by random sampling.
** This survey was conducted in six major cities and five local areas in Korea. 5000 citizens, w h o were
between 11 to 59 years old, were involved and a weighted value of 25,300,000 citizens was added to
represent the whole population. This survey also used the face-to-face survey method by random
sampling.

(b) Occupational status of Pager, Mobile telephones and P C communication
service Users

Pagers*
Mobile telephones**
PC communication
services

Whitecollar
41.8%
6.7%

34%

Bluecollar
33.2%
5.9%

Housewife

Student

5.1%
0.8%

22.3%
0.3%

69%

3%

48%

(Selfemploy)

Nonoccupation
33.3%
-

Total
25.3%
3.4%

9%
(etc.)

* This survey study was conducted in six major cities and five local areas in late 1995. 5,000 respondents
took part. This survey used the face-to-face survey method by random sampling.
** This survey was conducted in six major cities andfivelocal areas in Korea. 5000 citizens, w h o were
between 11 to 59 years old, were involved and a weighted value of 25,300,000 citizens was added to
represent the whole population. This survey also used the face-to-face survey method by random
sampling.
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Appendix B. Validation Committees for Preliminary Survey

The following persons were members of the validation committee for the instrume

Ki-Joong, Kim, B.Law
Lawyer
Duck-Soo Lawyer Firm.
Seoul, Korea

Nak-In, Sung, Ph.D.
Professor
Faculty of L a w
Young-Nam University

Jong-Wook, Choi, Ph.D.
Professor
Faculty of IT
Sang-Myong University
Seoul, Korea

Sin-Ill, Gang, Ph.D.
Professor
Faculty of Economics
Han-Sung University
Seoul, Korea
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Appendix C. Preliminary Survey Questionnaire
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Appendix D. Cross-Table of Educational and Occupational
Status in Joong-Ang Dong, Korea (1996)

Educational Status By Occupational Status

0.75

-

0.25

-

to

w

Occupational Status

Crosstabs
Occupational Status
Count
Total %
Row %
Col %

1

2

1

0
0.00
0,00
0.00
19
9.50
19.39
54.29
11
5.50
12.79
31.43
5
2.50
38.46
14.29
0
0.00
0.00
0.00
35
17.50

0
0.00
0.00
0.00
13
6.50
13.27
21.67
43
21.50
50.00
71.67
4
2.00
30.77
6.67
0
0.00
0.00
0.00
60
30.00

2

3

4

5

3

4

0
0.00
0.00
0.00
3
1.50
3.06
20.00
9
4.50
10.47
60.00
3
1.50
23.08
20.00
0
0.00
0.00
0.00
15
7.50

0
0.00
0.00
0.00
41
20.50
41.84
82.00
8
4.00
9.30
16.00
0
0.00
0.00
0.00
1
0.50
100.00
2.00
50
25.00

Tests
Source
Model
Error
C Total
Total Count
Test
Likelihood Ratio
Pearson

DF
20
176
196
200

BogLikelihood
40.50377
152.02839
192.53216

ChiSquare
81.008
77.120

RSquare (U)
0.2104

Prot»ChiSq
0.0000
0.0000

5

6

1
0.50
50.00
3.85
11
5.50
11.22
42.31
14
7.00
16.28
53.85
0
0.00
0.00
0.00
0
0.00
0.00
0.00
26
13.00

1
0.50
50.00
7.14
11
5.50
11.22
78.57
1
0.50
1.16
7.14
1
0.50
7.69
7.14
0
0.00
0.00
0.00
14
7.00

2
1.00

98
49.00

86
43.00

13
6.50

1
0.50

200
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Appendix F. Primary Survey Questionnaire
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Appendix G. Data Coding Table for the Primary Survey
Instrument

Factor
User acceptance
Awareness of E C I D
card
Confidence in
government

•
•
•
•
•
•
•
•

Privacy concerns

•
•
•

Information crimes

Electronic
surveillance

•
•
•
•
•
•

Items
Usefulness
Ease of use
Applications
Information handling
Security
Trust in ability of
government
Trust policies
Trust data from government
Collection of personal
information
Unauthorised secondary use
Errors by uses Improper
access
Illegal copy
Unauthorised disclosure
Unauthorised forgery
Databases
Data from other companies
Personal surveillance with
special equipment

Coding

Strongly Disagree (1) to Strongly Agree (5)

Strongly Agree (1) to Strongly Disagree (5)

Strongly Disagree (1) to Strongly Agree (5)

1=
2=
3=
4 =
•

User acceptance
(Advantages)

•

User acceptance
(Disadvantages)

•

Awareness (Convenience)

O p e n questions

Convenience
High Security
High information Accuracy
Effective information management by
government
5 = Easy to carry
6 = Easy to individual information
management by computerisation
7 = Fast admimstration by government
offices
1 = Privacy infringement
2 = L o w security level
3 = Different treatment by incorrect data
entry
4 = Personal information disclosure
5 = Inconvenience when lost card
6 = Use of personal information in crimes
7 = Electronic surveillance
8 = Mechanised society
1 = Easy to carry
2 = Fast certificates issuing by increase
administration services
3 = Easy to personal identification
4 = Easy to re-issue of ID card
5 = Easy to information management by
individuals
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Factor

O p e n questions

Items

•

Privacy concerns

•

Electronic surveillance

•

Confidence in government

•

Information crimes

•

Gender

•

Age

•

Level of education

•

Resident area

Demographics

Coding
1 = Different treatment by in correct data
entry
2 = Sales of collected personal information
3 = Personal information disclosure
4 = Electronic surveillance
5 = Use of personal information in criminal
activities
6 = N o infringement
1 = Personal resident registration numbers
2 = Current address or resident status
3 = Taxation details
4 = Overseas travel records
5 = Occupation
6 = Salary
7 = Financial transactions
8 = Educational status
9 = Criminal record
10 = Personal property status
11 = Personal credit records
12 = Details of personal lives
13 = Details of personal communications
via telephones or e-mails
1 = Doesn't manage well
2 = Normal
3 = Manage well
4 = Don't believe the government
1 = Greatly increase
2 = N e w types of crimes
3 = More severe damage
4 = Reduction crimes
5 = The same as before
l=Male
2 = Female
1 = Under 29
2 = 30 to 39
3 = 40 to 49
4 = 50 & over
1 = Middle school graduate & below
2 = High school graduate
3 = Current university student
4 = University graduate & above
1 = Seoul (including other metropolitans)
2 = Satellite cities (between Seoul & Suwon)
3 = Suwon
4 = Kyoung-gi Provinces & other province
and areas
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Appendix H. Analysis of Responses of Sociotechnical Factors
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